EAzure FTDHZEE T RKEIEE O , HCD-FMCE
I

H
f& T

RN EFcdFMCEEMEMFTDEENEATREER L RBEZONENT R,

TR
=R

Cisco BB THUTER :

- BRZREBNIBEBEEF O
- BRBE AR

ERREHF

AXEPNEEETUTHREMBE AR

- ZXAAHIBEXIHBEEF O
« HAzuremRIEENE LR 2 KSR 7.3 158,

AXHEPNEEHRETREXRENEFNREZEEN, AXEFEANAAERZHRNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTRBELE,

<7 M
A AT AT ES MR
o {E{IEEBIZ T Firepower BB Bh1H7.3.0H E S R Y EEIZ %

b B /=
8 El§\

AXHEREENRIECIFMCREVFTDNS IR , MECRARIMEZEOHRTEE, SFFFES
“NMSPESEERMEEREFTDN , WHREBEREFERBM. MIABERT , FIDXNFEMEO 2 BHNERE
REXTRANEIGE ;| TURRAXEFHNRAFEERNE/ZHHE,

L2 RIEEBE7 3.0l EIATATEENTREFEED, RIRVFTD A LA R 8245 #E 4



CDOARIMURLA B #R RS 25,
[
R 4%

ISP 1

FTD cdFMC

ISP 2

L
NEBpREE#RFEED

BiEEs A EFIRE , REEHA® S configure network management-data-interface 3 BB 5 A B &
Hep—MNEEED -

<ttroot>

>

configure network managenent-data-interface

Not e: The Managenent default route will be changed to route through the data interfaces. |If you are conr
interface with SSH, your connection nay drop. You nust reconnect using the console port.

Data interface to use for managenent:

G gabi t Et hernet 0/ 0

Specify a nane for the interface [outside]:

out side-1

| P address (nanual / dhcp) [dhcp]:

manual



10.6.2. 4

255.255.255.0

10.6.2.1

FidE , RIREEZEOTEEE N EHADHCP, A LA A S show network T It 4TI 10F .
B CDOXEMFTD

WREEN CDOEAzUre FTDHIETT , Bt AT HAERNWFMCERE, WEEFEACLIEMER
, MRIEBHIEF B IDHCP A EIPHEsE , Mt BREARRER. REFirepower 1000, Firepower
2100 Secure Firewall 3100 A X FHM B EMSEE , WEFEMBE NS,

FRUAECDON A, SMBAEF , AR KRHEABER

0 8 &= https://www.defenseorchestrator.com/device

Inventory Q search

= Hide Menu T [Devices Templates][Q y Device N - BEperng 6. .

|! Dashboard

Al

~, Multicloud

LT O Name = Configuration Status & Connectivity %

= Inventory 1

Policies
@ Objects

o VPN

-J'lr Analytics > Mo devices or services found, You must enboard a device or service to get started
Q,- Change Log

£ Jobs

% Tools & Services

@} Sattings

ERT

582% | AEFTDER



Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices, Set up a Secure

Device Connector
ASA Multiple ASAs FTD
Acaptive Security Appliance Adaptive Security Appliance Cisco Secure
(B.4+) [B.4+) Firewall Threat Defense
Meraki Integrations AWS VPC
keraki Security Appliance Enable basic CDO functionality for Amazon Virnual Private Cloud
mtegrations
=us el &>
Duo Admin Umbrella Organization Import

Duo Admin Panel View Umbrella Organization Policies import configuration for offline

fram CDO managament
SEMFTD
L 3 kg > .
F3L  EREFEACLIEMEAER :
£ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from
CDO after onboarding. Learn more

S

Firewall Threat Defense

= = =

Use CLI Registration Key
Onboard a device using a registration

Use Serial Number Deploy an FTD to a cloud
Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
an the device using the Command configured devices using their seral environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.2+) (FTD 7.2+)

fE FACLIEM % 4A

80925 : Mconfigure managerén SR E HICLIZ4A



FTDv-Azure

Access Control Policy: Default Access Control Policy

Performance Tier: FTDv, License: Threat, Malware, URL License

Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (47

Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-cisco-systems--slkaau.app.us.cdo.cisco.com
t67mPgCBcANEGHZNRhhTUDApoWARdRr7 YJgFWzmpnfbJEWANBeHTARXnod9E7cle cisco-cisco-
systems--slkaau.app.us.cdo.cisco.com

X CLIZAEEMHFANEFMCHFTDHEANKNMETE , FHEFMCH |

4R

7N

A LAECIE



NAT-IDREZERREMMTNATIRE Z /G R EM : configure manager add <fmc-
hostname-or-ipv4> <registration-key> <nat-id> <display-name>

FRHE R SKILRFTD CLIf, MREEESKI ,

TR ELEE B

Manager cisco-cisco-systems--slkaau.app.us.cdo.cisco.com successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

$AY  IREICDO , AR/FHE EHNext :

1‘5' subscription License

o CLI Registration Key

BEHT-F

Performance Tier: FTDv, Licen:

'\ J Ensure the device's initial
—
) Copy the CLI Key below al

- |

=

P

configure manager adc
t67mPqCE8cANGGHZNRRATL
systems--slkaau.app..

COO#ZEMIERE , HETR—FHE , EAFEERKMBEF TR, LAURIRERSAEPHIRE

SEERR EEMIRAVRES.
SR 78S T EMNMRS TE R ERNFMC,



% Tools & Services Tools & Services Migrations

@ Dynamic Attributes Connector il Firewall Migration Tool ' New
{C:_Zf} Settings %
= Secure Connectors @ Migrate FTD to cdFMC
& Firewall Management Center
Bl cdFMC

KRR &,

Management

Objects
NAT

Site to Site VPN
Remote Access VPN

Platform Settings

=
@
a5
o
o
i

=& % (Devices)

BFTDI 2 CDOHEM , AATHERFNFHWFMCER, #HIEE , BT —MREH |, REBHR T
tH TNO-IP, ERCLIEMHANBITAEIRPLREXTER.

c E?efense D!‘Ches‘tli'?FOl' . Analysis Palicies Devices Objects Mtegraton = RewmHome Deploy QO @ O @ ‘ties SECURE

Drrglcsrvienit History

View By: Graup v
AN(1)  ®Emor(0)  ®Waming(0) Offine(0)  ®Mormal(1)  © Doployment Pending (0)  ® Upgrade (0)  ® Snort 3 (1) @, Search Davice | Add - |
Collapsa A
Maeme Model Verslon Chassls Licenses Access Controd Pollcy Auio Rolillack

~ Ungrouped (1)

e 2 FTOw for Azure 7.3 MiA Essontials, IPS (2 more..) 00Ut ARE0SS Contral i

- Policy



EEFTD

JManagerif Bt & TR EIEZ O
WEEAEBHR S EE - RIEED,
SRIAERBETFF , QEHEEFRAGRFTDEEER !

C\ Defense Orchestrator

Analysis Policies Devices Objects Iniegeartion = Aeten Home  Dopioy @, @ 4 @ el
—
Wiew By Grougp
A1)  ®Emac(0)  ® Warning (0) Offiine (0)  ® Marmal {1) Deployment Pending (0] ® Upgrade (0)  ® Snart 3 (1) Q, Search Device Ex
——
Mar Maods Varshon Chassis Liconses Access Control Pollcy Auto RollBack
w Ungroupsd (1)

b ol Snort 3 FTDw for Azure 7.3.1 Wik Essertisis, IP5 (2 more,.) D¢ nult Accoss Conlr
YREBFTD

=% : HinterfacelT+H , REEEENTREZEOMNED ., MR ZBARNITIIRE , BE
BEEOBMMIPHbIL,

% =2 : f£Manager Access £+ # /5 FiEnable management on this interface for the manager
SEHE -

Edit Physical Interface Q

General IPv4 IPvG Path Monitoring Hardware Configuration Manager Access Advanced

Enable management on this interface for the Manager

Available Networks C + Allowed Management Networks
Q, Search any
any-ipvd
any-ipve [ Ada

IPv4-Benchmark-Tests
IPv4-Link=Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

BREERAR

EML  ERALETFH  BREZAIESZEXE , ARRTHE !



Edit Physical Interface

General

IPvd IPvE

Marme:

outside-2
Enabled

Management Only
Description:

Mode:

None -

'I

Security Zone:

I| outside2-sz

TRBFEEANEZEX

SE Y- =2

FHE  FEE,
HipZ 2 X1 -

FTDv-Azure
Cisco Firepower Threat Defense for Azure
Device Routing Interfaces Inling Sets
——

Interface Logical N...
@ Diagnostic0f0 diagnostic
@ GigabitEthernatd/q i outgide-1
@ GigabitEthernet0/ outside-2

BEORB®#

DHCP

TVF

Phy

Path Monitoring

VTEP

Security Z...

Hardware Configuration

MAC Address (Active/Standby)

Ph

Ph

oulsidel-5z2

outside-sz

Manager Access

Q, Search by name

IP Address

10.6.2.4/255.255.255.0(Static)

10.6.3.4/255.255.255.0(Static)

Advanced

Sunc Device
syne Devic

Path...

Disa...

Diza...

Diza...

MEMMNEOFBEBManager Accesstric. A , FRREFEHEZOSES

Add Imerfaces

Virtual Reo..

Global &
Global ra
Global ra

ET—Td , SREF0OATEHEMFEECDONSNIIAME |, 5% HEHIN T AISLAR BRI
BER, SLARKRBREFEERZEZEEDSCIFMCEBISARERE,

At 2

S MBI BAETNFHEECMPEE TR ZTERMNMEOMNFECMPX I :



Add ECMP

Name

outside-acmp

Ayailable Interfaces Salected Interfaces

autside-1

outside-2

[ Cancel

Bl EECMP X1

& #HOK M Save,
LB 7EBHIETFH , SMBBRASEH,
REHERRREENEERHB., RERENSHRMEFTHSLAREREIR -



FTDv-Azure

Cizco Firepower Threat Defensze for Azure

Davice Raouting Interfaces Inkine

Netwo

¥ |Pwt
any-ipy

¥ IPvt

REFTERBALUMNSLARE

Edit Static Route Configuration

Type: * IPvd IPyG
Interface*
outside=1 -

{Interface starting with this icon [%Bsignifies it is available for route leak)

Available Network O + Selected Network

0, Search Add any-ipvd

IPvd-Benchmark-Tests
IPv4-Link-Local
IPvd-Multicast
IPv4-Private-10.0.0.0-8
IPvd-Private-172.16.0.0-12

Ensure that egress virtualrouter has route to that destination

Gateway
10.6.2.1 - +

Metric:

1

Tunneled: (Used only for default Rowte)

,m3

Route Tracking:

LT ...

4 Add Route

latric Tracked

L1}
%]
Gl

SR SNBESLARGATRNSHET —RERPREE R, E , EUNRBRHMIRE , IHEIH

%\ Eﬁq*ugﬁ, \O



Edit SLA Monitor Object

Frasquincy (seconds):
&0

i

Threshold (milliseconds);

S000

Data Size (bytes):
28

Mumber of Packets;
1

Available Zones
0, Search

outside?=-sz

i EISP 1HYSLARER

Dascription;

LA Monator 1D

1

Timaoast [milliseconds);

2000

ToS:

Manitor Address®:

Selected Zones/interfaces

]

| cancel | B



EARRHIF | Google DNS IPA F %2 E T outside 132 O 5[ Internet ( MICDO ) WFTDIMAE, #HH
M , Bdhok.

AR BREEERIREAENFTDAREORIEN ATHRIIP, AT EIPEERERR]
REFELFTDRRRIARR AR , AEHEILEESCDORITERS,

SR 9% HSave , HAARNHWSLARIRE S BRAEREZOMNER !
Route Tracking:

outsidel-sla v —



SNEB1 SLARER

BHOKE , BER—IMREEND , HHEE T —%WARNINGHEE. :

Warning about Static Route

This Static route is defined on the
Defense Orchestrator Access Interface.
Ensure the change is not affecting
connectivity to the device

BliE

3

s
=

HIR 102 HAdd Routei TN TR B O MMM ERH, BER , NT—KERLEL , RANE
EEMAR ; A, SLARFEEEEFTER/ID :



Add Static Route Configuration L7

Type: @ IPva () IPvB

Interface*

l outside-2

(Interface starting with this icon |% signifies it is available for route leak)

Available Network C + Selected Network

o/

[ Q, Search any-ipv4
'

IPv4-Benchmark-Tests

IPvd-Link=-Local

IPv4-Multicast

IPvd-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*
‘ 10.6.3.1

(1 - 254)

Tunneled: j (Used only for default Route)

Route Tracking:

outside2-sla v | 4+

Cancel (0].4
=3



Edit SLA Monitor Object (7]

Description:

outSide -l

Frequency (Seconds): SLA Monitar ID*:
60 2

Thegshold (milliseconds); Timeout (milliseconds):
000 SiE0

Data Size (bytas): ToS:
28 1]

Mumbér of Packats: homator Solddress

1 [
Avallable Zones
O Search Selected Zonesfinterfaces

L L

I Cancal | m

BB TUREIEE O A IR R



Click Save.

S| 115E |, B LUEDevice > Management MEEH B EIEZOIP, BIfEML , BT HEIHE
MAEERTCLIEMEZERARRE , At b T HEEIXBEMY

FTDv-Azure

Cisco Firepower Threat Defense for Azure

Routing Interfaces Inline Sets DHCP VTEP

Rules: UTC (UTC+0:00)

Health Management
Status: ] Remote Host Address: NO-IP
Policy: nitial_Healih_Policy 2023-06-29 17:28:08 Secondary Address:

Excluded: Monge Status

Manager Access Interface: Data Interface

(i ) EEBR BN TREEEOIEEIP
HI|12BEBER,
(k) REFAH/ZFRABEOEXRVEORE

RAMBRAT  BEEO LN TREECARAERNNMEOCRAIEEERE. HE , MREN
WANEERBI S THMER , AECFENEHAFEZEERER M5 —MEBNENRAER
, WA U BT HRERN , FEARENAHREN2, BT —NROI4 , #0O
GigabitEthernet0/0fR 8B 1 T H M 4E8% , M GigabiEthernet0/1 A{ER 10 E IR 4R -

1. S EiRE> FlexConfig 8833 6l &flexConfigZR i, 1R EE & H 2 B 45 FTDRYflexConfig 2R #%
, EXEBHTRE -

Devices Objects Integration
Device Management VPN Troubleshoot
Device Upgrade Site To Site File Download
NAT Remote Access Threat Defense CLI
QoS Dynamic Access Policy Packet Tracer
Flatform Settings Troubleshooting Packet Capture
FlexConfig Site to Site Monitoring
Certificates

18 FlexConfig3 &



2. BIEFHIFlexConfigId & :

HFlexConfighd R & o

« 1£DeploymentM Typedh s # 7 5l & F Everytime M Append.
FREB22F AN T - REZONTH.

Click Save.

<#root>

interface G gabitEthernet0/0

policy-route cost 1

<=== A cost of 1 means this will be the primary interface for management communication with CDO tenant.

interface G gabitEthernet0/1

policy-route cost 2

<=== (Cost 2 sets this interface as a backup interface.

Add FlaxConfig Object

L]

& Cogy-pasting nny fich tnxt might introcuce ling breaks whils penemting CLIL Phease verily the CLI befors deployment.

Inset = Daployrrent | | Everytime - Ty | Append

intacface GlgabitEthersatds/o
policy-Toute cost §

Lnuerface GlgabitErhernetds] 4
policy=route cost 2

A IIFlexconfight &

3. MBRIACIZBHONR , HFHHERBMEEEMNRINFlexConfigs"i s , BT, REEXHHE
[



i ™ Defense Orchestrator

Flemzanfia Policy Edito

MyFlexconfig

Entar Description

"8 Selected Prepend FlexConfigs
Ll DLl FlexConfig Object

] Mame

x

User Dafined 2
_.I 1

“ System Defined
"3 Default_DNS_Configure
=2 Default_inspection_Protocol_Disable
*& Defaultl_inspection_Protocol_Enable
"8 DHCPvE_Prafoc_Delegation_Configure
- DHCPwE_Prefix_Delegation_UnConfigure

*3 DNS_Configure

Analysis Palicies Davices Objects Intagration

*3 Return Home | Deploy

Description

Description

Q O & @
S

| Preview Config

4 E=Z8

Palicy Assignments (1)

2 DNS_UnConfigure «F Selected Append FlexConfigs
“§ Eigrp_Conhgure W Hame
"¥ Eigrp_Interface_Configure
i InterfaceCost
N Eigrp_UnConfigure

N Elarp_Unconfigure_All
& Inspect_IPvE_Configura

=7 Inspact_IPvE_UnConfigure
"B 1515 _Configure

"2 1515_Interface_Confguration

<8 1515 _Unconfigure

=7 1515_Unconfigura_All
.

FF 33 & 2 B B Flexconfig SR B

4. BEER,

5 UF

1. EHTRIT |, EFEASshow network, FER TR EEEOMNFTEA -

> show network

==[ ethO ]

State : Enabled

Link : Up

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 60:45:BD:D8:62:D7

Configuration : Manual
Address : 10.6.0.4
Netmask : 255.255.255.0



[ GigabitEthernet0/0 ]

State : Enabled

Link : Up

Name : outside-1

MTU : 1500

MAC Address : 60:45:BD:D8:6F:5C

Configuration : Manual
Address : 10.6.2.4
Netmask : 255.255.255.0
Gateway : 10.6.3.1

Configuration : Disabled

[ GigabitEthernet0/1 ]

State : Enabled

Link : Up

Name : outside-2

MTU : 1500

MAC Address : 60:45:BD:D8:67:CA

Configuration : Manual
Address : 10.6.3.4
Netmask : 255.255.255.0
Gateway : 10.6.3.1

Configuration : Disabled

2. PO BsftunneliF i — 2. E A LB show sftunnel interfaces Flshow running-config
sftunnel A HHWIAX — R :

<ffroot>

>

show sftunnel interfaces

Physical Interface Name of the Interface
GigabitEthernet0/0 outside-1
GigabitEthernet0/1 outside-2

>

show runni ng-config sftunne

sftunnel interface outside-2

sftunnel interface outside-1

sftunnel port 8305

sftunnel route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346



3. RECHIMEHETRENEHE, MEKREEEOFH , Madaptive-interfaceif T 1% B 51
WHBLUEFMEOZBRAEEEEERRE -

<ffroot>

>

show runni ng-confi g route-map

route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346 permit 5
match ip address FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392
set adaptive-interface cost outside-1 outside-2

>

show access-1ist FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392

access-1list FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392; 1 elements; name hash: 0x8e8cb508
access-1ist FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392 1ine 1 extended permit tcp any any eq 8305 (hi

4. {# Fshow running-config interface <interface> SR EEOIRE :

<tfroot>
>

show runni ng-config interface G gabitEthernet 0/0

|
interface GigabitEthernet0/0
nameif outside-1

security-level 0

zone-member outside-ecmp

ip address 10.6.2.4 255.255.255.0
policy-route cost 1

>

show runni ng-config interface G gabitEthernet 0/1

|
interface GigabitEthernet0/1
nameif outside-2

security-level 0

zone-member outside-ecmp

ip address 10.6.3.4 255.255.255.0
policy-route cost 2

T —EfmasAATRECEBRAAVRE



<ffroot>
>

show track

Track 1
Response Time Reporter 2 reachability
Reachability is Up <============= Ensure reachability is up for the monitored interf

2 changes, Tast change 09:45:00
Latest operation return code: OK
Latest RTT (millisecs) 10

Tracked by:

STATIC-IP-ROUTING 0O

Track 2

Response Time Reporter 1 reachability
Reachability is Up <============= Ensure reachability is up for the monitored interf
2 changes, Tast change 09:45:00
Latest operation return code: OK
Latest RTT (millisecs) 1

Tracked by:

STATIC-IP-ROUTING 0O

>

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.6.3.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.6.3.1, outside-2

[1/0] via 10.6.2.1, outside-1
255.255.255.0 is directly connected, outside-1
255.255.255.255 is directly connected, outside-1
255.255.255.0 is directly connected, outside-2
255.255.255.255 is directly connected, outside-2

N > [
. = 1T

« B Cisco Defense Orchestrator™ Y 7= 32 {5 B X 1 B 18 o /OB 38 By X 338 J= B B 4]



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_get-started-device-management.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_get-started-device-management.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_get-started-device-management.html
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AHEEBEITISHINE.,
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