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BRAR
SR FEASSHEZI R EEIPHRIFERES,
A show version@ S T8 Z E 4 ERFIRA -

> show version

——————————————————— [ FPR2130-1 J-----——————————————-

Model : Cisco Firepower 2130 Threat Defense (77) Version 7.0.5 (Build 72)
UUID : 6197946e-2747-11ee-9b20-ead7c72f2631

VDB version : 338

WIEHBNR & R R R

> show version

——————————————————— [ FPR2130-2 ]-------=-=======————-

Model : Cisco Firepower 2130 Threat Defense (77) Version 7.0.5 (Build 72)
UUID : 6ba86648-2749-11lee-b7c9-c9e434a6c9ab

VDB version : 338

FE2. 55 AM T EESecure Firewal i Z B2

P &% &
BETEEEEZRA/ZASAEHA):



Eth1/6| Qutside Outside |Eth1/6
Primary 192.168.76.10 (Active) 192.168.76.11 (Standby) Secondary
FPR2130-1 FPR2130-2

Eth1/1 FOVER Eth1/1
1.1.1.1 STATE 1.1.1.2

FTD FTD
Eth1/5 | Inside Inside | Eth1/5
192.168.75.10 (Active) 192.168.75.11 (Standby)

EFRFNZEHABRZEER LEASTANK

SER1.ERBFDMEELM | FSME|Device , ARG 2 HHigh Availability4 5514 B9 Configure:

High Availlability
Not Configured

CONFIGURE

=25 : 7 High Availability W E £ , KdEPrimary DeviceE :

Select the role for this device

The primary device is the unit that you intend should be active under normal circumstances. Configure the primary unit first.
The secondary device remains in standby mode until the primary unit becomes unavailable.

Primary Device or Secondary Device

B  BREREBNRFBENETERE, MEZRZFLNAMAERESRNHFEF B FTERHEED
FTDiR&. BIEH , TUBRERRE EAYRIRE.



F=F  EBFEYIRERFRDSERIZE
EARTHIF | RSEREHEREREEMRNIZE,

FAILOVER LINK STATEFUL FAILOVER LINK Use the same interface as the Failover Link
Interface

unnamed (Ethernet1/1) v

Type Type
@ pva () IPv6

Primary IP

1.1.11

Secondary IP

1.1.1.2

Netmask

255.255.255.252

IPSec Encryption Key
A% 'MPORTANT

If you cenfigure an IPsec encryption key with inconsistent settings for Lx[_orl controlled
features, both devices will become active after you activate HA, L

F Mm% ;. miFActivate HA

SRS  FHAEEEFZBIVEE LAYBIGNR , LU EME S HEIRE £,



You have successfully deployed
the HA configuration on the primary device.

What's next?

need to coanfigure Peer Device | configured both devices

Copy the HA configuration to the clipboard.
“_ / Copied Click here to copy again

Paste it on the secondary device.

| i |
_ Log into the secondary device and open the HA configuration
page.
/7~ You are done!
| v"’" |

“_/ The devices should communicate and establish a high
availability pair automatically.

REVAFHEERERRE, ELERFIHBEEL. IRBXEEIRALCNEECREFETELE
HEHATHAHEE , TR I THEAHERFRER.

BREHSEHFH IR, EUTNEARARERERBIRE, NEBRESM  BHREAFTES
EZHA,

BEEY | A FHigh Availability TTE , 3 Big Z RSN “Negotiating”s BIEEEREN Fhz
Bl , RSB AAM R E|Active , EEENFHZH , ZRSYUIE R HFailed,



High Availlability
Primary Device: Active ﬂ Feer: @ Falled

EHBRENREH AR REEERLEASTAM
FEREMBNEA/EATTALE , XARBHIRE. BRIZRE LHFOMAETILER,

SR1TERBEFDMBER , FSMEIDevice , A5 % thHigh Availability4H 5534 B9 Configure:

High Availlability
Not Configured

CONFIGURE

=25 : 7£High Availability W £ , K& Secondary DeviceiE :

Device Summary

High Awvailability
How High Awvailability Works ~

Select the role for this device

The primary device is the unit that you intend should be active under normal circumstances. Configure the primary unit first.
The secondary device remains in standby mode until the primary unit becomes unavailable.

Primary Device ar Secondary Device

B=F  BETIHRTZ — -

« Easy method — ¥ d5“Paste from Clipboard™#Z4l , #tMBIEEF , AFEEHOK, X&FEAE
HWEERTER , ARETLBTRIE,

« FHHE — EREENERNERSHEDRER, EHPRELMASETRZLAA
K EEERENIRE.



Paste Configuration from Clipboard

Paste here Peer Device Configuration

FAILOVER LINK CONFIGURATION

Interface: Ethernetl/1
Primary IP: 1.1.1.1/255.255.255.252
Secondary IP: 1.1.1.2/255.255.255.252

STATEFUL FAILOVER LINK CONFIGURATION

Interface: Ethernetl/1
Primary IP: 1.1.1.1/255.255.255.252
Secondary IP: 1.1.1.2/255.255.255.252

CAMCEL

F ML . mActivate HA

REVAFHRERERNRE, ELERFIHBEEL. IRBXEEIRALHNEESREFEREBE
EHTHEER , BRI I TEHRHFERHFRHER.

BRESKE , BRFWE—FER , RPELEEEHA, £HGot HAXHAER.,.
LB | AT FHigh Availability UE , 3 BRBRBMLTIERX2HBIER. REFREWM
AR, REFEFRERS , HARL , B AT H Standby , X FRZ BB A Active,

High Availability

Secondary Device: Standby Feer: Active

SEREOEE



SR1EREFDMED , FEMEIRE  REETEEMAEED .

Interfaces

Connected
Enabled 2 of 17

View All Interfaces

BH  EBRHREEORE , WEAMR
BAAM1/580 -



Ethernetl1/5

Edit Physical Interface

Interface Name Mode Status

insidel Routed v ()

Maost features work with named interfaces only, aithough some

require unnamed interfaces

Description

IPvd Address IPvE Address Advanced

Type

Static v

IP Address and Subnet Mask
192.168.75.10 / 255.255.255.0

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

192.168.75.11 [ 255.255.255.0

CANCEL OK

AAM1/630



Ethernet1/6

Edit Physical Interface

Interface Name Mode
outside Routed v
Maost features work with named interfaces only, although some

require unnamed intarfaces

Description

IPvd Address IPvE Address Advanced

Type
Static v

IP Address and Subnet Mask

192.168.76.10 {  25b5.255.255.0

e.q. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

192.168.76.11 [ 255.255.255.0

g.q. 192.1668.5.16

CANCEL 0K

B=Y  BEERG , £EHPending Changes



FDeploy Now,

F53.BIUFFDME 7] A4

ESEX:

MFDM GUIFIFDM CLIRE & AT AR B,
FRRTR
SR1LSMIRZFHRESTHRRE



Device Summary

High Availability

Primary Device
Current Device Mode: Active Paer: Standby

High Availability Configuration Failover Criteria

. . o INTERFAGE FAILURE THRESHOLD
@ Select and configure the peer device based on the following characteristics.

Failure Criteria Mumber
'GENERAL DEVICE INFORMATION S

| = IATION | Number of failed interfaces exceeds e 1
Model Cisco Firepower 2130 Threat Defense

INTERFACE TIMING CONFIGURATION
Software 7.05-72

Pall Time Hold Time
VDB 338.0

5000 25000 e

Intrusion Rule  20210503-2107 Millseconds
Update:

PEER TIMING CONFIGURATION

Pall Time Held Time
Interface Ethemnet1/1 1000 15000 il
Type 1Py
Primary 1.1.1.1/255.255.255.252 “
IPNetmask
Secondary 1.1.1.2/255.256.255.252
IPNetmask

STATEFUL FAILOVER LINK

IPSEC EMCRYPTION KEY: NOT CONFIGURED

FE-H . FRASSHEZEIFDMEREZCLI , HfEMAshow high-availability configis S # 1T RIE

> show high-availability config
Failover On
Failover unit Primary
Failover LAN Interface: failover-1link Ethernetl/1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 4 of 1293 maximum
MAC Address Move Notification Interval not set
failover replication http
Version: Ours 9.16(4)200, Mate 9.16(4)200
Serial Number: Ours JAD231510ZT, Mate JAD2315110V
Last Failover at: 00:01:29 UTC Jul 25 2023
This host: Primary - Active
Active time: 4927 (sec)
sTot 0: FPR-2130 hw/sw rev (1.3/9.16(4)200) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface eth2 (0.0.0.0): Link Down (Shutdown)
Interface inside (192.168.75.10): No Link (Waiting)
Interface outside (192.168.76.10): No Link (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
sTot 0: FPR-2130 hw/sw rev (1.3/9.16(4)200) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface eth2 (0.0.0.0): Link Down (Shutdown)



Interface inside (192.168.75.11): No Link (Waiting)
Interface outside (192.168.76.11): No Link (Waiting)

slot 1: snort rev (1.0)
slot 2: diskstatus rev (1.0)

status (up)

Stateful Failover Logical Update Statistics
failover-Tink Ethernetl/1 (up)

Link :

Stateful Obj Xmit xerr
General 189 0
sys cmd 188
up time

RPC services
TCP conn

UDP conn

ARP tbl
Xlate_Timeout
IPv6 ND tbl
VPN IKEvl SA
VPN IKEv1l P2
VPN IKEv2 SA
VPN IKEv2 P2
VPN CTCP upd
VPN SDI upd
VPN DHCP upd
SIP Session
SIP Tx O 0 0
SIP Pinhole
Route Session
Router ID
User-Identity
CTS SGTNAME
CTS PAC
TrustSec-SXP
IPv6 Route

STS Table

Rule DB B-Sync
Rule DB P-Sync
Rule DB Delete

o

[eNeNeNoNeNelNloNeNolNoNeNoNeNel
[eNeNeNeNeNeNoNe oo Ne NoNoNeoNoNe]

[eNeNeNolNolNoNeNel ool
[eNeNeololoNoNoNoNoNoNoNe]

Logical Update Queue Information

Cur Max Total
Recv Q: 0 10 188
Xmit Q: 0 11 957

E=F  EHBRE EWMITHRERE.

FEME : {EHshow failover statedy 1 iF X4 Bk

> show failover state

rcv
188

o B
o)
oo

[=NeNeNoNeNolNoNeNolNoNeNoNoNel

[eNeNeNoNeoNeNoNoNoNoNoNel

State Last Failure Reason
This host - Primary

Active None
Other host - Secondary

Standby Ready Comm Failure

====Configuration State===

x0 -

72BN .

status (up)

err

[eNeNeoNololNoNeNeNoNoNoNoNeNoNo ool

[eNeNeNolNolNoNeNeNoNoNo Nl

Date/Time

00:01:45 UTC Jul 25 2023



Sync Done
====Communication State===
Mac set

BHL . fEFAshow running-config failoverflshow running-config interfface A X IR Z KB E &

> show running-config failover

failover

failover lan unit primary

failover Tlan interface failover-Tink Ethernetl/1

failover replication http

failover Tink failover-1ink Ethernetl/1l

failover interface ip failover-link 1.1.1.1 255.255.255.252 standby 1.1.1.2

> show running-config interface
|

interface Ethernetl/1
description LAN/STATE Failover Interface
ipv6 enable

|

interface Ethernetl/2
shutdown

no nameif

no security-Tlevel

no ip address

|

interface Ethernetl/3
shutdown

no nameif

no security-Tlevel

no ip address

|

interface Ethernetl/4
shutdown

no nameif

no security-Tlevel

no ip address

|
interface Ethernetl/5
nameif inside
security-level 0

ip address 192.168.75.10 255.255.255.0 standby 192.168.75.11
|
interface Ethernetl/6
nameif outside
security-level 0

ip address 192.168.76.10 255.255.255.0 standby 192.168.76.11
|
interface Ethernetl/7
shutdown

no nameif

no security-Tlevel

no ip address

|
interface Managementl/1
management-only

nameif diagnostic

cts manual



propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

no ip address

EF4 URSETRA R
ESER :

EZEpRXERZEERBERETD , FREVRACNE/ZA. BEI/ZRAURNER/ZH. W
Bl/ER

RIRFER :

S 1: A Device

B
Device: FPR2130-1

EH . EHRRHEANAIHIgh Availability 581,

High Availlability
Primary Device: Active < Peer: Standby

B=%  NIFREPR(



) , &£ Switch Mode,



Resume HA

suspend HA
#2 Break HA

«' Switch Mode

EML  ARBIACER , RAREHOK.



Make This Device the Standby Peer

This action might fail if the other device cannot become active.

Are you sure you want to make this device the standby device?

REQBHBTHEDR , FERARFANBRARE , MBARFEANFTNERRE,
BhE  MEAMRBRIEER

Primary Device
Current Device Mode: Standby = Peer: Active

.

AL . WA LA A Failover History 833 TIIE , CLIEH AR HEOMSMERATER -

From State To State Reason

21:55:37 UTC Jul 20 2023
Not Detected DisabTed No Error

00:00:43 UTC Jul 25 2023
Disabled Negotiation Set by the config command

00:01:28 UTC Jul 25 2023
Negotiation Just Active No Active unit found

00:01:29 UTC Jul 25 2023
Just Active Active Drain No Active unit found

00:01:29 UTC Jul 25 2023
Active Drain Active Applying Config No Active unit found

00:01:29 UTC Jul 25 2023
Active Applying Config Active Config Applied No Active unit found

00:01:29 UTC Jul 25 2023
Active Config Applied Active No Active unit found



18:51:40 UTC Jul 25 2023
Active Standby Ready Set by the config command

PEER History Collected at 18:55:08 UTC Jul 25 2023
PEER-HISTORY:
From State To State Reason
PEER-HISTORY:

22:00:18 UTC Jul 24 2023
Not Detected DisabTed No Error

00:52:08 UTC Jul 25 2023
Disabled Negotiation Set by the config command

00:52:10 UTC Jul 25 2023
Negotiation Cold Standby Detected an Active mate

00:52:11 UTC Jul 25 2023
Cold Standby App Sync Detected an Active mate

00:53:26 UTC Jul 25 2023
App Sync Sync Config Detected an Active mate

01:00:12 UTC Jul 25 2023
Sync Config Sync File System Detected an Active mate

01:00:12 UTC Jul 25 2023
Sync File System Bulk Sync Detected an Active mate

01:00:23 UTC Jul 25 2023
Bulk Sync Standby Ready Detected an Active mate

18:45:01 UTC Jul 25 2023
Standby Ready Just Active Other unit wants me Active

18:45:02 UTC Jul 25 2023
Just Active Active Drain Other unit wants me Active

18:45:02 UTC Jul 25 2023
Active Drain Active Applying Config Other unit wants me Active

18:45:02 UTC Jul 25 2023
Active Applying Config Active Config Applied Other unit wants me Active

18:45:02 UTC Jul 25 2023
Active Config Applied Active Other unit wants me Active

PEER-HISTORY

S| IRIEE , BEREBRLTEDRS.
ES5. EFENIRES TR
EELVERTAMN PRI, EATERT , X¥REM .

- FAREFLTEA — TARS , BEREDRES EOBETERRAL,



- BEFRTAFIZARZNHE , A EFEUXERBHEMBEH#THEER,
- BHEEEZFARZ LZRERAA RSP IEHRERE.

EREHANMPHHAZ BN XBXAET , EEEHARZ L , RESTAMEE. HEFMHAR |, &
BB, Rt , BUTNERTELEEFNRELMEHA , XREANEREAEM S REBREN
BE R IZIT o

EFER :

EREHABRZEERALAETS  EETREHED —RELRESTHME,
FRIRTTE

HBR1: 8 EDevice,

I
Device: FPR2130-1

E=% B EHREBWEAMBHigh AvailabilitysE .

High Availlability
Primary Device: Active . Peer: Standby

B=% : NFREPR(



) , ¥%E#ESuspend HA,



© Resume HA

O SuspendHA
#2 Break HA

«' Switch Mode

EML : ARBEIACER , RRETHOK.



Suspend HA Configuration

Suspending high availability on the active unit suspends HA on both the active and
standby unit. The active unit will continue to handle user traffic as a stand-alone
device, whereas the standby unit will remain inactive. The HA configuration will not
be erased.

Do you want to suspend high availability on both the active and standby unit?

CANCEL 0K

BRS  MEMMRRIESR

Primary Device
Current Device Mode: Suspended €) Peer: Unknown

© Time of event: 25 Jul 2023, 01:08:01 PM
Event description: Set by the config command

BAL EMESTAMY , BNERER(



) , i Resume HA,



© Resume HA

O SuspendHA
#2 Break HA

«' Switch Mode

SRR 7 FAREIEE , REETHOK.



Resume HA Configuration

Are you sure you want to resume the high availability configuration?

SHL  WEMMRRIESR -

Primary Device
Current Device Mode: Active Z Peer: Standby

E56.RES A%

MRFBHFEFHABRBFFENSTAMXNZET , WANLFHHARE, HEPHHAR , 8 RFH2
AR IRE, HEBMAERNR :

- TARZFLREDMINZTEERE , AW RHARE.

- RTHAREZA , RARBEMBRTHIERORE. REFEOKRER , BEEYEEOER
ATERARS. EEEOREIRES , ALETUERREAEFTEREE.

EFER :

MNZ2HRIFREEEREFRE DS AN,
FRRTTE

HIR1: B HEDevice,



D
Device: FPR2130-1

E-%  BHRZHELAMBIHigh Availability5E 1,

High Availability
Primary Device: Active = Peer: Standby

E=5  NEEER(



), EFEPHTHA,



Resume HA

suspend HA
72 Break HA

' Switch Mode

SBMS  FREIAER  RERBEREAFOMER , R/5 ¥ TBreak,
MRENEARZEPUIHA , BIUERZEREORIED,



REQVMAERRFNNFRE L (WRTE ) BELNER. BARFLERBEUREERE
M EREAREFEE/LD M,

Confirm Break HA

& Deployment might require the restart of inspection engines, which will result in a
momentary traffic loss.

Are you sure you want to break the HA configuration?

When you break HA from the active unit, the HA configuration is cleared on both the
active and standby unit, and the interfaces on the standby unit are disabled. When
you break HA from the standby unit (which must be in the suspended state), the HA
configuration is removed from that unit and interfaces must be disabled.

Disable interfaces on this unit.

CANCEL BREAK

SRWERWER , MBI :

High Availability

) CONFIGURE
Not Configured

EESEYS

 FFBEMRZAHICisco Secure Firewall Device Managerfi i& 35 &8 0] LA FE bbb R El

https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-
configuration-guides-list.html

o BRISKFARZERO(TAC)RIIHEZFIL ATM{LIER , LA T #H XCisco Firepower T —{ &£


/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280

RARKRAKEARA

https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-
9781587144806

« BXFirepoweri REYFTE Bt & F M FEHEBR H R % BA

https://www.cisco.com/c/en/us/support/security/defense-center/series.html

o FARFZEFFIHY - Cisco Systems



https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.cisco.com/c/zh_cn/support/security/defense-center/series.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
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AHEEBEITISHINE.,
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