FNFDMEEMFTD LAIRAVPNEL ELDAPE R
5

B =%

M)

AXENAEARER B FFRPI(LDAP) RSS2 X 1 1H B VPN(RA VPN) A F# 1T 5 5K iE
B, HBRIEAFELDAPIRS 28 L HV4H pX 51 R A& 3R F bl ) R R B9 P 48 177 R A BR Y 2 72

TR
23R

o PFREE IR R EEEF(FDM) LHRA VPNEL & E At AR

« BEARTHEFDMEMLDAPIRSE BSEE

« SERNRBSEH(REST) N ARRFEO(AP)FFDM Rest AP R & H 25 19 B4t AR
- HAFDME /I Cisco FTD 6.5.0/R R E & iR A

15 A Y4B 4
M T AT BLARFARE BRI RA -

- Cisco FTDARZ<6.5.0 , FERRRA115
+ Cisco AnyConnecthz4~4.10

+ Microsoft Active Directory(AD)BR %5 &5
* PostmanZi A HMAPIF KT E

~ AEE  BRITRMEX Microsoft ADRS 88 fMPostmal T EMELE X #.



AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

S5 RIERE

. I

Rsmats Seoess YPH bansl .

Active Direcinry

LDAPJE M BR &4 37 15 BF

1. AR Bz BIFTDRYZRE 5 R VPNIERE |, 3 7 EActive Directory(AD) ik F iRt 7 & F %1,
2. FTD&i3 %% 13895636 ( SSLEKILDAP ) BADMRS 25 X ELDAPE R

3. ADEERAERFHEXEKNFEREREMBFTD,

4. FIDFRWZINEMHESEFTDHCIZNLDAPE MG HTE, XEZNIRE,

5. 5 , AP MNELDAPE & R B memberOfiE M P B 19 4H SR B E M KRR B ,

FEARHF | AnyConnectA FF IR 2 £ AmemberOf LDAPE £ 5E KXo

- B/NFAFHLDAPARS 25 BImemberOffE R ST ZIFTD L MVIdapValue3=&, MEAFE T
ELRYADA |, M| A P4k E& 5iZldapValue < Br AV 4H SR BK o

- MRAF P memberOfiE B SFTD LB E{dldapValueSE{E R ITEL |, N & BAFTEEZR &
X AHBBRIAGroup-Policy, FEARHIH , NOACCESS Group-Policy &% ,

[T
FODMEENFTDALDAPE RSB EHEREST AP,

FODMWBLE L B

SER1IBIERERBSEMEERTA,



-::|I|i-;|‘;- Firepower Device Manager o e
4 MonBoring Policies

= =5
Objects Durvice: Mirepoveer
@ Model Salteare
Ciacg ARASS45-X Theeat Doforse 8.5.0-115

OB Rulo Update High Availabikty )
Ee) 2019-08-12-001-vrt Mot Goafigured

Interfaces Routing Updates System Settings
Connected 2 routes Geolocation, Rule, VDB, System Upgrade, Managsment Accass
Enabled 3 of § Security imeligence Feeds Logging Serings
Vigw All Intortsces > View Configuratian * View Canfiguration > CHER Shrvar

DNS Servar

Mansgomant Nerese

. Hosmame
Smart License Backup and Restore Troubleshoot =,
Rogisiened No fles created you Cloud Services
e Reboot/Shutdown
View ation ¥ View Coni th » FE0LEs CREATEN
Gonfigur: w Configuration Botlii

URL Fitering Pridorencos
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
1 connection Configured Includes: FioxConfig, Smart &L Audit Events, nt History,

| 5 Group Policios Downdoad Configuration

Wiew Configuration > View Configuration » View Configuration > View Configuration >

E=S  WIEFDMLERERE A 7 AnyConnectiF A1,

- o HE =5
Mlankoring Palicias Dhocts Darica: firopowar
Dovica Summany
Smart License
CONNEETED Last symc: 11 Oct 2019 09:33 AM o
SUFFICIENT LICENSE Mgt gyme: 11 01 2019 09:43 AM
FUBSCRIFTION LICENSES INCLUDED
Threat DMEARE
& Eranied
This License alicws you to parfoam v ang o and fila conteol, You

must have this Bcenseo to apply iIntrusion policies In access rules. You also must havo this
Bopnso 1o apphy file policios that Sontndl filgs: Bured on Mg typo.

ncludos: B Intrusion Policy

URL License

& Enabiled

This Bepnss sl you to contol web sccsss based on URL categorss and repinations, rathar
than by indivicual UIRL alone:. You masst have this Bosnss 10 doploy accoss rules that fiter wob

traffic based cn categony and reputation.

Includes: LAIL Ropanmion

Base Licanse

& Erabiled

®
®
®
®
i
|

Go o Clowd Sordces £ W

This Liconse aliows you 1o perfom Clsen Advanced Mabwane Protecsion [AMP) with AMP for
Firepower and AMP Threat Grid. Wou must have this Boense to apply fle policles that detect
2 Block madvwang I Mg ransmithid over your netwark,

nclusas: Dy Fie Policy

RA VPN Licensea Typs PLUS * DISABLE

@ Enabled

Plangs Skt the Bconso ops that you purchased 10 enable remoso socess VPN, Nodn that
Firopower Devics Manages coas not support ary of the atvanosd featunes covered by the
Apax lhoonse.

Includas: RA-VPN

ERARLED ALWAYS

Thils panpatal Roenss B incloded with the purchase of the sysem. You mist b this Boenss
to configure and uso the device. it covers 3l featunes not covensd by subscription censes.

Encludes: Base Firewall Capabiliies. Applicmion Visibilisy snd Contral




=% RIETHPHNSHESNREREERR,

e : . i ) o= (1]
'cl S'clo' Firepower Device Manager = 0 ) _-
| ) Monitoring Policies Objects Device: firepower

Device Summary

Smart License - ures: Enabled

° CONNECTED Last sync: 11 Oct 2019 09:33 AM
FFICIENT ER Next sync: 11 Oct 2019 09:43 AM

SUBSCRIPTION LICENSES INCLUDED

Threat DISABLE

(]

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: Q Intrusion Policy

o AR AXHEMBRIRRA VPNEEE, AXUNAEFDMEENFTD LA ERAVPNRFAER
ESF LT X,

FEME - S EIRemote Access VPN > Group Policies,
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Interfaces Rauting Updates System Settings
" 2 routes Guclscation, Rule, VDB, System Upgrade, Wtan e
Enabiled 3 of 9 Security Inteligence Feeds L
Wi Al Inbertaces 3 Wiiw Configuration > View Configuration » .
; e
[l sefae
i Hst
Smart License Backup and Restore Troubleshoot e
o Bl croated yot P
Rk
Wiew Configuration 3 Wiew Configuration b PRECUEST FILE TG BE GREATED
Tratfic Settings
URIL Filtering Frofernces
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
1 connection i Enclades: FlexCanfig, Sman GUI Ausdit Evanas, Doployment Histary,
2 connections | § Group Polickes Dorwniaad Configuration
Wiew Configuration » View Configuration > View Configuration » Wiew Configuration »

FRL  SMBAKRE, SEHEVASNMADAERETRMNEARE. EARGIH , FAKEFinance-
Group-Policy, HR-Group-Policy I T-Group-Policy®ti& 3 8] LA if R R E 8 F M,

Add Group Policy

Session Settings
Advanced

Address Assignmant

Split Tunneling

AnyConnect

Traffic Filters

Windows Browser Proxy

MName

Finance- Group-Policy

Description

Finance Liser Group|

DNS Server

Sele NS Group

Banner Text for Authenticated G

Default domain

AnyConnect client profiles

Finance-Group-Policy EB LA MR E :

<tfroot>

firepower#

show run group-policy Finance- G oup-Policy

group-policy Finance-Group-Policy internal

Bents

CANCEL




group-policy Finance-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist val ue Finance- Group-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none

webvpn
<output omitted>

B4 , HR-Group-Policy§ A iR & :

<#root>
firepower#
show run group-policy HR G oup-Policy

group-policy HR-Group-Policy internal
group-policy HR-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value HR-G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none

webvpn



<output omitted>

&5 , IT-Group-Policy B XA FiZE :

<#root>
firepower#
show run group-policy |IT-Goup-Policy

group-policy IT-Group-Policy internal
group-policy IT-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value |IT-G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none
address-pools none
ipv6-address-pools none
webvpn
<output omitted>

BRL . BIEARENOACCESSHEMEISTFIRE , AREBUEEH Simultaneous Login per Useri%
M, X£fFvpn-simultaneous-loginsfBiZE N0,

RIEHORTF , Group-Policy# #vpn-simultaneous-logins{EfF 3 BN& 1 A P IVPNERE, L5 A
FHIEETFREGERFAUNANEMADAFANAF ( EATRHEIF AFinance, HRFRIT ) KIHE
M EIFTDHER , HARNARTATHNAFPAKFHNZ LR IR.

BT EBADRA AN AP EEFTD LR LDAPRE MR F 4 RME RV ARE , MAE TEMATA
BY P P ) 4 o SR B B SO Y BRIAR SR G | TE 45 JINOACCESS,



Add Group Policy

Name
Q Search for attribute
NOACCESS
Basic Description

To avoid users not belonging to correct AD group from connecting to VPN

Session Settings

Advanced DNS Server

Select DNS G
Address Assignment eee 2l

Split Tunneling Banner Text for Authenticated Clients

This

ge will be shown to successfully

AnyConnect
Traffic Filters

Windows Browser Proxy
Default domain

AnyConnect client profiles

+

Edit Group Policy

authenticated endpoints in the beggining of their VPN session

CANCEL

Q, search for attribute Maximum Connection Time

Unlimited minutes
Basic 1-4473924
General Idle Time

Session Settings 30 minutes

Advanced 1-3576

Address Assignment
Simultaneous Login per User

Split Tunneling

AnyConnect

Traffic Filters

Windows Browser Proxy

NOACCESSAXRMEFUTRE :

Connection Time Alert Interval

1 minutes

1 minutes




<#root>
firepower#
show run group-policy NOACCESS

group-policy NOACCESS internal
group-policy NOACCESS attributes
dhcp-network-scope none

vpn-si mul t aneous-1ogins 0

vpn-idle-timeout 30
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none
address-pools none
ipv6-address-pools none
webvpn
anyconnect ss1 dtls none
anyconnect mtu 1406
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time 4
anyconnect ss1 rekey method new-tunnel
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect profiles none
anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

FR7TEMIEEREXHHCBREREREXH. EERTRAF |, BEXHEHNRemote-Access-
LDAP, i&#Primary Identity Source AAA Only , RIS BIZEF N B HRIERS[ERAD,



T i O @
Monitoring Policies Objects Davice: firapowar s

Connectien Profile Name

Remote-Actess-LDAP

@ : admin
Administrator

Group Alias (one per fine, up fo 5} Group URL (one per line, up to 5)
Remote-Access-LDAP
Add Another Group Alias Add Another Group URL

Primary Identity Source

Authentication Type

Chent Certificate Only  AAA and Client Certificate

Primary kdentity Source for User Authentication
v

Source

RADNS Server Group

CANCEL

M AADRRS BRHVE R -

- BRAFA

- BRED

- E} DN

- ADEH)

« EHA/NPHH
< IwH

- INEFEAE



Add ldentity Realm

@ |dentity Realm is used for Identity Policies and Remote Access VPN. Any changes impact all features that use

this realm.
Name Type
LDAP-AD Active Directory (AD) W

Directory Username
administrator@example.com

e.g. user@example.com

Base DN
dc=example,dc=com
€.g. ou=Uuser,; de :-'L‘}Zc'!f",l'.h'i.‘. aoc=com
Directory Server Configuration
E 192.168.100.125:389

Hostname / IP Address

192.168.100.125

e.qg. ad.example.com
Interface

inside_25 (GigabitEthernet0/1)

Encryption

NONE

Add another configuration

Directory Password

AD Primary Domain

example.com

e.g. example.com

Port

389

lrusted CA certificate

CANCEL

5 HiNextFH L FENOACCESSHEJ b & #EL B S4B RRIAH KB



Manitaring

. o i i o= ==n . i
JIRIE Firepower Device Manager 0 . ; @ @ H s
Clisco . Palicies Objects Device: firepower . Administrator

Remote User Experience

View Group Policy

Finance-Group-Policy
HR-Group-Policy

IT-Group-Palicy

SSLVPN

Create new Group Policy

m

REFFEER, EZEE B S Remote-Access-LDAPIIEERA VPNELE T A M,

i o) 3= ==n 7 . admi
- - -I . admin
Monitoring Policies Objects Device: firepower @ @ @ = Administrator
Device Summary
Remote Access VPN Connection Profiles
1 object Q, Searcl +

By Group Policies

1 |Remote-Access-LDAP Authentication: A&A Only MNOACCESS
Authorization: MNone

Accounting: Mong

LDAPJE MRS RV L B 25 IR
SB1: BB FTDIAPIE REEER,

APIZREEETESFTD LA AMNAPINEES|K, SMZEhttps://<FTD Management IP>/api-
explorer

| R &z ELdapAttributeMapEB s , AR R HCUAEEFEFMAEZ IR



afaln Evanaovwear Devica Mananes ’ i o HE — @ . ° @ ==
cisco. Firepower Device Manager Monitoring  Policies  Objects Device: firepower © Administrator

LdapAttributeMap Show/Hide  List Oporations  Expand Operations
Jobject/Idapattributemaps

[/object/idapattributemaps

fobject/Idapattributemaps {objld}

Jobject/idapattributemaps/{objid}

fobject/Idapattributemaps/{objid}

FTD REST API

AP Explorer

N EE . ERRER | RIEAPostmante N API T ERE BLDAPE AT,

£ =% . ALDAPEBURMPostman& &,

Create New Templates API Network

BUILDING BLOCKS

Request Collection Environment

GET Create a basic request

ADVANCED

|= AP| Documentation Mock Server Monitor

Create an st itiful Create a mock server for your in- Schedule automated tests and check

documentation for your APIs development APls performance of your APIs

APl
.. Manage all aspects of AP| design,

development, and testing

Mot sure where to start? Use a template to see how Postman can help you in your waork,

Learn more on Pastman Docs

B ALLESH BN



ATE A NEW

Name

FTD-6.5.0 LDAP Authorization

Description Authorization Pre-request Scripts Tests VYariables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

Descriptions suppert )

Cancel Create

YREE RN ETIF Hi1ER OAuth 2.03KH

Name

FTD-6.5.0 LDAP Autharization
Description Authorization @ Pre-request Scripts Tests Wariables
This authorization method will be used for every request in this collection. You can averride this by specifying one in the request,

TYPE o Heads up! These parameters hold sensitive da o keep this b4
data secure while working in a collaborative envirenment, we
recommend using variables. Learn more abe ables

The authorization data will be automatically generated

when you d the request. Learn more 1
auth tion Access Token Available Tokens

Add auth data to

Request Headers

Cancel Update

FI]3. SMEIFile > Settings , XFSSLIUEPRIE , LU RERFTDRIEAPIEREI K 4ESSLEFH
B, MEFTDHEABZRIES , MR LIRE,



L) Postman
[File | Edit View Help

MNew... Ctrl+N
New Tab Ctrl+T

New Postman Window  Ctrl+Shift+ N

New Runner Window Ctrl+Shift+R

Import... Ctrl+0O
Settings Ctrl+Comma
Close Window Ctrl+Shift+W
Close Tab Ctrl+W
Force Close Tab Alt+Ctrl+W

Exit



REQUEST HE&DERS

UFSER INTERFACE

HEF , FTDAEA B IEH A LA4E R CAIE B 7 i Zi% & B Certificate 2 2 o

SETTIMNGS

Cl Cortilicates

Client Cemidicaes



FL . AMFHHPOSTIERAuth , LABIEEIFTDH B FPOSTER , MMIRELT hE A REM
POST/GET#E R,



<+ MNew Collection

FTD-6.5.0 LDAP Authorization 7
0 requests

This collet
collection

¥ Share Collection
Manage Roles
A| Rename Ctri+E
&  Edit
1% Createafork
Ti Create Pull Request
Tl Merge changes
£l | Add Request

Add Faolder

Duplicate Ctri+D

|« W i/

Export

7

Momitor Collection

Trash


https://%3CFTD
https://10.197.224.99/api-explorer
https://10.197.224.99/api-explorer

Accept ( #% ) |application/json

MANAGE HEADER PRESETS

Add Header Preset

Header-LDAP

KEY VALUE DESCRIPTION ***  Bulk Edit
Content-Type application/json
Accept application/json

NFREHEMER , SMBMENRLED F~ , HiEF I Preset Header{® : Header-LDAP , &
REST APIiE R AjsonfE N T BFIERA,

ERMTENPOSTEREXMSNEE A TAR :

xKH raw - JSON ( RiH/json )
grant_type|| &5

APE |EEARAPEUAERIIFTD
2B 5E R A/ kP BRI 255

{
"grant_type": "password",
"username": "admin",
"password": "<enter the password>"
}

POST v  hitps// apl/fdm/latest/fdm/token I Send =




B #sendm , WM EHESE AT EFTDRIZEMPUT/GET/POSTEREY A B hE,

0

{
"access_token": "eyJhbGciOiJIUzI1[...output omitted
"expires_in": 1800,
"token_type": "Bearer",
"refresh_token":"eyJhbGci0iJIUzI1[...output omitted
"refresh_expires_in": 2400

}

RE , ETRATRIABELRER.

.. .]JdkrJakCXvP4Lyzdr-xap0",

.. .]JdkrJakCXvP4Lyzdr-xap0",

SME S/ HFiE R AuthorizationiE W+ |, REEFRET —MNER :

K& ||OAuth 2.0
TR | B ETBERPOSTIERERMN I E T




BEHY . RMFHIGETERGet Group-Policies UREVA REERSFIRE. WESNSEER AR
(£ 2451 # A Finance-Group-Policy, HR-Group-Policy#IT-Group-Policy) I Z#HID , LMEE T —
SHFER,

RIEEEMEHEKEAWURLA : https://<FTD Management
IP>/api/fdm/latest/object/ravpngrouppolicies

T —7Rfl% , Group-Policy Finance-Group-PolicyzR H & 7R

FEARY  PMFHPPOSTIERBIZELDAPE ST LI LDAPE RS, EAXX RS |, FRHER
LdapAttributeMapping. HAER tERLCWIRENMEZE , AT AEBEMMSE, XERSHREE
AR a1 HE IR BB api-explorerd 124,


https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

FTD REST API

LdapAttributeMap Show/Hide  List Operations  Expand Operations

m Jobject/Idapattributemaps
| m lobject/idapattributemaps |

Implementation Notes
This APl call is not allowed on the standby unit in an HA pair.

Response Class (Status 200)

Example Value

y which inchudes commen obfects for LdapAttribuieMapping (Nate: The fiek level consiraints Bsted here might not cover all the consiraints on the field, Additional
constraints might exist.)
IdapName (string): The custiomer-specific LDAP atiribute name that is being mapped.
Field level constradnts: cannot be null, mist match pattern “{(?!:).)*S. (Note: Additionad constradnts might exist),
clscoNamae (string): An enum value that is the Clsco atiibute name that maps 10 the customer-specific attribute name.
Fieid level constraints: cannot be null. (Note: Additional constraints might exist)
= [FACCESS_HOURS', "ALLOW_NETWORK_EXTENSION_MODE'. "AUTH_SERVICE_TYPE", "AUTHENTICATED_USER_IDLE_TIMEQUT", 'AUTHORIZATION_REQUIRED', "AUTHORIZATION_TYPE',
‘BANNERT, "BANNERZ, "'CISCO_Av_PAIR', ‘CISCO_IP_PHONE_BYPASS", "CISCO_LEAP_BYPASS', "CLIENT_BYPASS_PROTOCOL, "CLIENT_INTERCEPT_DHCP_CONFIGURE_MSG",
‘CLIENT_T¥PE_VERSION_LIMITING®, 'CONFIDENCE_INTERVAL', 'DHCP_NETWORK_SCOPE', 'DN_FIELD", "DISABLE_ALWAYS_ON_VPN', FIREWALL_ACL_IN', ‘FIREWALL_ACL_OUT",
'GATEWAY _FODN', "GROUP_POLICY", “IE_PROXY_BYPASS_LOGCAL', 'IE_PROXY_EXCEPTION_LIST', 'IE_PROXY_METHOD', 'IE_PROXY_SERVER', "IETF_RAMUS_CLASS',
'IETF_RADIUS_FILTER_ID", IETF_RADIUS_FRAMED_IP_ADDRESS', "IETF_RADIUS_FRAMED_IP_NETMASK', '[ETF_RADIUS_IPVE_PREFIX, IETF_RADIUS_IDLE_TIMEQUT',
IETF_RADILS_INTERFACE_IDY, “IETF_RADIUS_SERVICE_TYPE', IETF_RADIUS_SESSION_TIMEQUT", IKE_DPD_Retry_lnterval’, 'IKE_KEEP_ALIVES', IPSEC_ALLOW_PASSWD_STORE",
IPSEC_AUTH_ON_REKEY', TPSEC_AUTHENTICATION', ‘IPSEC_BACKUP_SERVER_LIST', TPSEC_BACKUP_SERVERS', IPSEC_CLIENT_FIREWALL_FILTER_NAME'.
'IPSEC_CLIENT_FIREWALL_FILTER_OPTIONAL®, “IPSEC_DEFAULT_DOMAIN, "IPSEC_EXTENDED_AUTH_ON_REKEY", “IPSEC_IKE_PEER_ID_CHECE', IPSEC_IP_COMPRESSION',
'IFSEC_IPVE_SPLIT_TUNNELING _POLICY", 'IPSEC_MODE_CONFIG', IPSEC_OVER_UDF', 'SEC_OVER_UDPE_PORT, 'IPSEC_REQUIRED_CLIENT _FIREWALL _CAPABILITY,
IPSEC_SPLIT_DNS_MAMES', 1PSEC_SPLIT_TUNNEL_ALL_DNS', 'IPSEC_SPUT_TUNNEL_LIST, IPSEC_SPLIT_TUNNEUING_POLICY', “IPSEC_TUNMEL_TYPE', TPSEC_USER_GROUP_LOCK",
'IPVE_PRIMARY_DNS', "IPVE_SECONDARY_DNS', "L2TP_ENCRYPTION', ‘L2TP_MPPG_COMPRESSION', 'MS_CLIENT _SUBNET_MASK', 'PFS_REQUIRED', 'PPTP_ENCRYPTION',
'PRETP_MPRC_COMPRESSION', "WEBVPN_VLAN'],
valueMappings (Array[LdapToCiseoValuehapping]): A list of LdapToCiscoValusMapping objects, which spacify the value mappings for this LDAP anribute.
Field level constrants: cannot be null. (Nate: Additional constraints might sxist),
type {swring): Idagatiributemapping

} o

1 quziﬂMTn&mqucyMappingJ
fescr An LDAP attribute to group policy mapping defines a customer-specific LDAP attibute name and maps it 1o 8 specific group policy abject. Use this nested entily in an LDAP attribute
map. (Note: The fiekd level constraints listed ere might not cover all the constraints on the field. Additional constraints might exist.)
IdapName (siring): The customer-specific LDAP attribute name that is being magped.
Fieldl level constranta: cannot be nul, mist matzh patem *((21:))"S. (Note: Adsitional constraints might exist),
valueMappings (Asray[LdapToGroupPolic ueMapping]l: A st of LdapToGroupPolicyValueMapping objects, which specify the value -to-group policy mappings for this LDAP attribute.
Fiield level constraints: cannot be null, (Mote: Additional constraints might exist),
type (string): idapatiributetogrouppelicymapping

KHLDAPE MM ETAIURLA : https://<FTD Management
IP>/api/fdm/latest/object/Idapattributempaps

POSTHEREXANBEUNTHER :

=L

LDAPJE MR BV A #R

%

|dapattributemping

ldapName

B3R

ciscoName

GROUP_POLICY

ldapValue

3k BEADK A FF BYmemberOffE

LRHME

FOMHPEMNHFANARBER



https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

POSTE RN EAE 2 RITEmemberOHE R 45 EH R MIRFFT FIADA N LDAPE HRFER

{
"name": "Attribute-Map",
"TdapAttributeMaps":
[
{

"TdapName": "memberOf",

"ciscoName": "GROUP_POLICY",

"valueMappings":

[

{

"TdapValue": "CN=Finance-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "Finance-Group-Policy",
"type": "Tdaptociscovaluemapping"

"TdapValue": "CN=HR-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "HR-Group-Policy",
"type": "Tdaptociscovaluemapping"

"TdapValue": "CN=IT-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "IT-Group-Policy",
"type": "Tdaptociscovaluemapping"
}
1,
"type": "Tdapattributemapping"
3

1,
"type": "ldapattributemap"

%:sn
Y =

E : AILAEAdsqueryfn S MADAR S 2884 ZEmemberOfF E] , t ATLAMFTD EHILDAPER



~ FRRZFER, EERABEPR , EHmemberOf value: FE&,

LEPOSTERHIE RN E K E T — M KL

Presty  Raw  Preview  Visualize 50N ¥ = mQ
1y

8

.

Group, (N=Users ,DC=cisco, Di=com™,

1€
1 oup-Policy”,

12 valuemagping”

13 i

14

15

16

17

13

19

%

21

2

PE

25

2%

27

29 a-1lea-bal7-SbledScdabbe”, |
EL] ributemap”,

3l

/ api/fdn/latest/object/ldapattr ibutenaps /b114Tce-984a-11ea-bai7- ShledscdabBe”

SR 7.8 INFHYGETE R EZRERFDM £ 89 HRIADSUEEL B .

FRE BIADSFUE A B URLA : https://<FTD Management IP>/api/fdm/latest/object/realms
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https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

BEE |, XEFIdapAttributeMapBI{E R null,

SR SEIEFHPUTIERUBBADTE ., E4 E—SHWGETHAME , FFERMBLFPUTIER
WIEXH, WHERAMBTXHEADIE R ERITEMIEN , flH0 : BEXHBBE, IPibit SR INEFRZE
£A(#l fnldapAttributeMap) B FT &

N s EHTFENENAS TR EE4RAGETHAR HIERES, PUTERI B RURLA
MM MEEHTERXNRNRUVIMBEID, EARFIF |, ER : bf50a8ab-9819-11ea-ba77-
d32ecc224295

AT iREYBTADFEE BRI URLA : https://<FTD Management
IP>/api/fdm/latest/object/realms/<realm ID>

PUTHE R EABFLEUTAE :

version MZ BT GETE SR #9 ia B7 3R B9 R 2%
ID M2 BIBYGETE R B9 e B3R BX A9 1D
|dapAttributeMap 3k B 8 ZLDAPJE MR 518 3R &9 1 N fY1dap-id

ARRGIPEENIEXR :
<#root>

{


https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

"version": "ks3p4hebi xiyy"

"name": "LDAP-AD",
"directoryConfigurations": [

{
"hostname": "<IP Address>",
"port": 389,
"encryptionProtocol": "NONE",
"encryptionCert": null,
"type": "directoryconfiguration"
}

1,

"enabled": true,

"systemDefined": false,

"realmId": 3,

"dirUsername": "administrator@example.com",

lld.i r‘PaSSWOI"d": Tedede TN ,
"baseDN": "dc=example, dc=com",
"TdapAttributeMap" :

"id": "b2147cOe-984a-1lea-ba77-5b2ed5c4ab8c",
"type": "ldapattributemap"

"adPrimaryDomain": "example.com",

"id": "bf50a8ab-9819-1lea-ba77-d32ecc224295",

"type": "activedirectoryrealm",
"Tinks": {

"self": "https://

[api/fdm | atest/object/real ns/ bf 50a8ab-9819- 11ea- ba77- d32ecc224295"

K ifldapAttributeMap id 2 & 5tk 1 SR #9 1 57 1F 32 PCEg



Pretty Raw Preview Visualize = m Q
1A
2 "version™: "ksy7p57dqfqiw",
3 "name”: “LDAP-AD",
4 "directoryConfigurations”: [
J {
8

Japi/fdm/latest/object/realms/bf58a8ab-9819-11ea-ba?7-d3decci24295"
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SR OSFMEFDM |, T HEEIR , RERTIULEEHE,

Pending Changes

Q Last Deployment Completed Successfully
17 May 2020 07:46 PM. See Deployment History

Deployed Version (17 May 2020 07:46 PM) Pending Version O Lecenp

e

© | 'dapattributemap Added: Attribute-Map |

= ldapAttributeMaps[@].1dapName: memberOf

= ldapAttributeMaps[@].valueMappings[@].ldapValue: CN=IT-Gr..
- ldapAttributeMaps[@].valueMappings[@].ciscoValue: IT-Grou..
- ldapAttributeMaps[@].valueMappings[1].ldapValue: CN=HR-Gr..
- ldapAttributeMaps[@].valueMappings[1].ciscoValue: HR-Grou..
— ldapAttributeMaps[@].valueMappings[2].1ldapValue: CN=Finan..
= ldapAttributeMaps[@8].valueMappings[2].ciscoValue: Finance..
- ldapAttributeMaps[©].ciscoName: GROUP_POLICY

- name: Attribute-Map

o | Active Directory Realm Edited: LDAP-AD

ldapAttributeMap:
— Attribute-Map

MORE ACTIONS v CANCEL DEPLOY NOW e

Rl
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alvale oo hi J = =5 @ @ @ : admin
cIsco AR LEVILE Mialiagh Maonitoring Policies Objects De = Ad

e: firepower

<4 Deployment Completed: User (admin) Triggered Deployment

Summary  Differences View

Audit Log

Deployed Version Pending Version O
Download Configuration

o Idapattributemap Added: Attribute-Map

Entity 10: bii4
- ldapAttributeMaps(0] . ldapNase: mesbercf
- ldapAttributeaps|d].valuetappings[@]. ldapWalue: CH-Finano

- ldapattributeaps[] . valueMappings[@] . ciscovalue:
= LdapAttributeMaps|d] . valueHappings[1]. IdapValue: ©
- ldapAttributedaps[ 9] .valuetappings[1]. ciscovalue:
- ldapattributedaps| 0] valueMappings[2]. LdapValue: CH-HR-
- ldapAttributedaps[ @] .valuetappings[2].ciscovalue: HE-Grou-
- ldapAtteibuteMaps[0] . clscoase: GROUP_POLICY

- name: Avtribute-Map

@) Active Directory Realm Edited: LDAP-AD
Entity ID: bfse
Ldapattributemap:

= Artribute -Map

ENRLEE , FEAFRBNBBEFEPREMADEIL,
%8B TAD@AFinance-GroupfV AP E R B ZA , R IRTEIK .

I VPN:

-
B

% Contacting =

Group: Remote-Access-LDAP

Username:  Finance-User

Password: | sxesses

o Roaming Security:
You are protected by Umbrella.

DNS queries are encrypted.




s ]

]
cisco

AnyConnect Secure Mobility Client

Status Overview Virtual Private Netwark (VPN)

D v VPN
l =] Connected to e -,

— Roaming Security

Preferences  Sttistcs  Route Details  Frewall Message History

Connection Information
[seate: Connected |
Tunnel Made (1Pvw): Tunnel A1 Traffic
Tunnel Made (1PvE): (Drop Al Traffic
Dymarmic Turinel Exchusion: Mone

- '\0 Dynamic Tuninel Inclusion: None
Disabled while your VPN is active,

00:01:17

Duration; 00:01:17

Session Disconnect: Hone

Management Cannection State:  Disconnected (user tunnel acthee)
Address Infermation

Chent (IPvA); 192,168.10.1

Chent (IPvE): ot Avaiable

Server: 10.197.223.149

Collect diagnostic information for all Bytes
Instaled components.

L ADH & TManagement-Group# A 7 = i# i # FlConnection-Profile Remote-Access-LDAPHY
, BF & ELDAPEMMRFREI FLE I , R tiZFA P EFTD L 4&R4H KB ENOACCESS , Hvpn-
simultaneous-logins{BiZE N0, Hit , LAFHNEFRZIHKXMK,

S
[Qi Login failed.

| Group: Remote-Access-LDAP

Username: = Management-User

Password: |

Roaming Security:
You are protected by Umbrella.
DNS queries are encrypted.

AJLLEEFTD CLIB T —%kshowin S IEEL & :

<#root>
firepower#

show vpn-sessi ondb anyconnect

Session Type: AnyConnect



Username

Fi nance- User

Index 1 26
Assigned IP : 192.168.10.1 Public IP : 10.1.1.1
Protocol : AnyConnect-Parent SSL-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx 1 22491197 Bytes Rx 1 14392

Group Policy :
Fi nance- G- oup- Pol i cy

Tunnel Group : Remote-Access-LDAP

Login Time : 11:14:43 UTC Sat Oct 12 2019

Duration : 0h:02m:09s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none
Audt Sess ID : 000000000001a0005dalb5a3

Security Grp : none Tunnel Zone : 0
<#root>

firepower#

show run aaa-server LDAP-AD

aaa-server LDAP-AD protocol Tdap
realm-id 3

aaa-server AD1 host 192.168.1.1
server-port 389
Tdap-base-dn dc=example, dc=com
Tdap-scope subtree
Tdap-Togin-password *#**%%*
Tdap-Togin-dn Administrator@example.com
server-type auto-detect

| dap-attribute-map Attri bute-Mp

<#root>
firepower#
show run | dap attribute-nap

ldap attribute-map Attribute-Map
map-name memberOf Group-Policy
map-value memberOf CN=Finance-Group,CN=Users,DC=cisco,DC=com Finance-Group-PoTicy
map-value memberOf CN=HR-Group,CN=Users,DC=cisco,DC=com HR-Group-Policy
map-value memberOf CN=IT-Group,CN=Users,DC=cisco,DC=com IT-Group-Policy

HUEHEER



BEREST APIRELMNRE 2 —RANEHEARTE, FHRIEERAEE PR T 5 S H et
o WRULEEEH , MAILAEAEBRIH TEERNE, RFTEEINE  LTREFNEHR
UER SR BAS BREAY 15 17 5 b

N 1% FAdebugh e 2Bl . BESHAEXDebugh AW EBEL,

N mTsiEES AR, RABLT , ERER1, MRRERF ALK , BN FAREET
BRI, FEERTIRE , AEHREEFHER,

FTD CLI LB A T B B B T HEBR S LDAPE M BR 54 48 < BY (=] &

debug l1dap 255

debug webvpn condition user <username>
debug webvpn anyconnect 255

debug aaa common 127

EABF , WETT—NMER | BUREREEZZRENIRAF I MADIRS B E 5

Finance-UserfJLDAPE 1 :

<#root>

[48] Session Start
[48] New request Session, context 0x00002b0482c2d8e0, reqType = Authentication
[48] Fiber started
[48] Creating LDAP context with uri=ldap://192.168.1.1:389
[48] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[48] supportedLDAPVersion: value = 3
[48] supportedLDAPVersion: value = 2
[48] LDAP serverl192.168.1.1 is Active directory
[48] Binding as Administrator@cisco.com
[48] Performing Simple authentication for Administrator@example.com t0192.168.1.1
[48] LDAP Search:
Base DN = [dc=cisco, dc=com]
Filter [sAMAccountName=Finance-User]
Scope = [SUBTREE]
[48] User DN = [CN=Finance-User,0OU=Finance,OU=VPN,DC=cisco,DC=com]
[48] Talking to Active Directory server 192.168.1.1

[48] Reading password policy for Finance-User, dn:CN=Finance-User,0U=Finance,0U=VPN,DC=cisco,DC=com

[48] Read bad password count 0

[48] Binding as Finance-User

[48] Performing Simple authentication for Finance-User to 192.168.1.1
[48] Processing LDAP response for user Finance-User

[48] Message (Finance-User):

[48]

Aut henti cati on successful for Finance-User to 192.168.1.1

[48] Retrieved User Attributes:

[48] objectClass: value = top

[48] objectClass: value = person

[48] objectClass: value organizationalPerson


https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]

objectClass: value = user
cn: value = Finance-User
givenName: value = Finance-User

distinguishedName: value = CN=Finance-User,0OU=Finance,0U=VPN,DC=cisco,DC=com

instanceType: value = 4

whenCreated: value 20191011094454.0Z
whenChanged: value = 20191012080802.0Z
displayName: value = Finance-User
uSNCreated: value = 16036

menber O : val ue = CN=Fi nance- Gr oup, CN=User s, DC=ci sco, DC=com

[48]

mapped to G oup-Policy: value = Finance- G oup-Policy

[48]

mapped to LDAP-C ass: val ue = Fi nance- G oup- Policy

[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]
[48]

memberOf: value = CN=Users,CN=Builtin,DC=cisco,DC=com

mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com

mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com
uSNChanged: value = 16178
name: value = Finance-User
objectGUID: value = .J.2...N....X.0Q
userAccountControl: value = 512
badPwdCount: value = 0
codePage: value = 0
countryCode: value = 0
badPasswordTime: value = 0
TastLogoff: value = 0
TastLogon: value = 0
pwdLastSet: value = 132152606948243269
primaryGroupID: value = 513
objectSid: value = ............. B...a5/ID.dT...
accountExpires: value = 9223372036854775807
TogonCount: value = 0
sAMAccountName: value = Finance-User
sAMAccountType: value = 805306368
userPrincipalName: value = Finance-User@cisco.com

objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=cisco,DC=com

dSCorePropagationData: value 20191011094757.0Z
dSCorePropagationData: value 20191011094614.0Z
dSCorePropagationData: value 16010101000000.0Z
TastLogonTimestamp: value = 132153412825919405

Fiber exit Tx=538 bytes Rx=2720 bytes, status=1

Session End

Management-UserfILDAP iz

<#root>

[51] Session Start

[51] New request Session, context 0x00002b0482c2d8e0, reqType = Authentication
[51] Fiber started

[51] Creating LDAP context with uri=ldap://192.168.1.1:389

[51]
[51]

Connect to LDAP server: Tdap://192.168.1.1:389, status = Successful
supportedLDAPVersion: value = 3



[51] supportedLDAPVersion: value = 2
[51] LDAP server 192.168.1.1 is Active directory
[51] Binding as Administrator@cisco.com
[51] Performing Simple authentication for Administrator@example.com to 192.168.1.1
[51] LDAP Search:
Base DN = [dc=cisco, dc=com]
Filter [sAMAccountName=Management-User]
Scope [SUBTREE]
[51] User DN = [CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com]
[51] Talking to Active Directory server 192.168.1.1
[51] Reading password policy for Management-User, dn:CN=Management-User,OU=Management,OU=VPN,DC=cisco,D
[51] Read bad password count 0
[51] Binding as Management-User
[51] Performing Simple authentication for Management-User to 192.168.1.1
[51] Processing LDAP response for user Management-User
[51] Message (Management-User):
[51]

Aut henti cati on successful for Managenent-User to 192.168.1.1

[51] Retrieved User Attributes:
[51] objectClass: value = top

[51] objectClass: value = person

[51] objectClass: value = organizationalPerson

[51] objectClass: value = user

[51] cn: value = Management-User

[51] givenName: value = Management-User

[51] distinguishedName: value = CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com
[51] instanceType: value = 4

[51] whenCreated: value = 20191011095036.0Z

[51] whenChanged: value 20191011095056.0Z
[51] displayName: value = Management-User
[51] uSNCreated: value = 16068

[51]

menber O : val ue = CN=Managenent - Gr oup, CN=User s, DC=ci sco, DC=com

[51]

mapped to G oup-Policy: value = CN=Managenent - G oup, CN=User s, DC=ci sco, DC=com
[51]

mapped to LDAP-C ass: val ue = CN=Managenent - G oup, CN=User s, DC=ci sco, DC=com

[51] memberOf: value = CN=Users,CN=Builtin,DC=cisco,DC=com

[51] mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[51] mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[51] uSNChanged: value = 16076

[51] name: value = Management-User

[51] objectGUID: value = i._(.E.O..... Gig

[51] userAccountControl: value = 512

[51] badPwdCount: value = 0

[51] codePage: value = 0

[51] countryCode: value = 0

[51] badPasswordTime: value = 0

[51] TastLogoff: value = 0

[51] TastLogon: value = 0

[51] pwdLastSet: value = 132152610365026101

[51] primaryGroupID: value 513

[51] objectSid: value = ............. B...a5/ID.dw...
[51] accountExpires: value = 9223372036854775807
[51] TogonCount: value = 0

[51] sAMAccountName: value = Management-User



[51] sAMAccountType: value = 805306368

[51] userPrincipalName: value = Management-User@cisco.com

[51] objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=cisco,DC=com
[51] dSCorePropagationData: value = 20191011095056.0Z

[51] dSCorePropagationData: value = 16010101000000.0Z

[51] Fiber exit Tx=553 bytes Rx=2688 bytes, status=1

[51] Session End
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