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From first-responder @i sco.com <first-responder @i sco. conp
Sent: Thursday, Septenber 1, 2022 12:11 PM

To: John Doe <john. doe@i sco. conr

Cc: attach@i sco.com

Subj ect: SR 666666666 - First Responder Automated E-nail

Dear John,

In an effort to resolve your case faster it nmay be necessary to collect sone diagnostic data
fromyour environnent.

Based on the probl em statenent you provided, below are a few pieces of data that would help

speed the resolution and the steps to collect them

* Troubl eshoot File ***



* Connect to the device using SSH

* |ssue the command expert, skip this step for FMC version 6.4.x and earlier

* | ssue the comrand sudo su

* When pronpted for the password, enter your password.

* For FMC 6.4 or FTD 6.7 and |l ater issue the conmand

curl -s -S https://cxd. cisco.conlpublic/ctfr/firepower.py | python - -c 666666666 -t
aBcDeFgH JkLmNoP - - aut o- upl oad &

* For FMC 6.3 or FTD 6.6 and earlier issue the command
curl -k -s -S https://cxd.cisco.compublic/ctfr/firepower.py | python - -c 666666666 -t
aBcDeFgH JkLmNoP - - aut o- upl oad &

For nmore information on what this conmand does, or to understand why you are receiving this e-
mail - please refer to
<LI NK_TO THI S_ARTI CLE>

For 6.3 and earlier versions we reconmend confirmi ng cxd.cisco.comresolves to <CURRENT_CXD | P1>
or

<CURRENT_CXD_| P2>. Furthernmore, we recomend validating the SHA checksum of the file by running
url -s -k https://cxd.cisco.compublic/ctfr/firepower.py | shasum whi ch shoul d out put
<CURRENT_SHA>.

If you are unable to upload troubl eshooting files (or would prefer not to), please |let us know
what
hardware and software version ou are running if you have not already.

Sincerely, First Responder Team
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Dear <NAME>,

In an effort to resolve your case faster it nmay be necessary to collect sone diagnostic data
fromyour environnent.

Based on the probl em statement you provided, below are a few pieces of data that would help
speed the resolution

and the steps to collect them
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*** <REQUEST NAME 1> ***
<REQUEST 1 STEPS>
*** <REQUEST NAME 2> ***

<REQUEST 2 STEPS>
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1 234 5 6 7 8 9 10 11

.curlin s A F TEEFMRA M firepower.py i 2

. -kiRE R A T EEEH R ZBIE PR IRV IE T,

sHRER—NET , AT EsilentlE8X TiafTeurl, XATHFIEESHEE  EAECERSE,

-SIRERCUrl & REBIRMIED, XA TREREHES AsilentiEAIER T NHEREHER,

. RERFTIRA M firepower.py I ZRFIURL, LRI Rourl i S IRIMEBEZ T RFTMAIE X,

X ELinuxEE |, Bfcurlis S H H ( pythonI AN AR ) &3 T —SHhHRITIER,

ELSERH | FRESMAN — EARIRE EWpython=# #l, X1 RpythonMstdin3REUR ( E

AR R BMcurlBSEEEH ) o

8. -cir& 2firepower.py I AR — N ASH , CETIBELN LHENROIES. Lt
66666666611 /5 H{E = R RFIHRS .

9. thr& Efirepower. py A — NAASE , ERTHARBERFIERNE—FIE (FB ). Lk
%I 3 E B aBcDeFgHiJkLmNoP{E 2 157 B R 615 A&

10. —auto-upload#r & Zfirepower.py I R — NEFHR S B , TERHAEBHLERX TET.

BXEETENFAEE , BSAMEEBESS .
1. JIERUBNGSERAET , RATAFRERNARITHH#ESHNATRKE,

XX W TF6.42 e EMFMChHRARG.7 2B EAIFTDRRAE , MFE — kiz& , BHNCXDE
AKBIEBEFMC 6.4FFTD 6.7 2 81 A2 Firepoweri & EE , X &S BUEBRIE KK,

~No bk WN -

Firepower.pyji 4~

ZHMANEEBRENLZ S AERRERF LECHTIRST , RN WEHRR . E4E LS ERE
BRI | firepower.pyI AR RE B A AT E R LS H N Esf_troubleshoot.plfii A<, BLHIARE M
GUIAE B FEBEBRAT A ARV AR . BR T SEHERR UM |, BIARIERER SR B S EBIE BRI LS
DR EHAMZEBIE. Bal, ATLUKESIR M — A KIE R Core Files , B RFEENTUBFIZEK
o MATLEBFRREERTEIT:

B3t

HEMZITHAR , /A — auto-upload”iZTEY , 2/F ALER ., WERZEAXERRETR , BAK
DXHWE , ABF/EIELERRG, BB FHAERNETHR T2 — auto-upload” £,

H3)

XRMANRINETEN, EREXT , AF2BRBARTREEGISIBE ( 00X+ ) B
RBR, BRAITEANMT , ERUNAHBLKITHNIRRE L, FERBAEXHH , BIEEREAR



THHEE, MAXSELIHNRAIEERHITT KEISR , HAE
https://cxd.cisco.com/public/ctfr/firepower.py FE/EE

ARy FA s i
T 2B HATHA KRB -

root @td:/hone/admi n# curl -k -s -S https://cxd.cisco.compublic/ctfr/firepower.py | python - -c
666666666 -t aBcDeFgH JKkLmNoP - - aut o-upl oad &

[1] 26422

root @td:/ honme/ adm n#

“/var/comon/first_responder_notify' successfully uploaded to 666666666

Runni ng sf_troubl eshoot.pl conmand to create a troubl eshoot file...

Troubl eshoot file successfully generated at /ngfw var/conmon/results-08-30-2022--135014.tar. gz
Attenpting to upload troubl eshoot to case...

HHHBHBHIRHBH IR AR R R R R R R R A R R R AR A R R R AR
HUBHBHH R AR R R AR 100, 0%

“ I/ ngfw var/ common/ r esul t s- 08- 30- 2022- - 135014. tar.gz" successfully upl oaded to 666666666

Found the follow ng core files:

(0 B) - /ngfw var/common/core_FAKEL. gz

(0 B) - /ngfw var/common/core_FAKE2. gz

(0 B) - /ngfw var/common/core_FAKE3. gz

Successfully created /ngfw var/comon/cores_666666666- 1661867858.tar. gz

Attenpting core file upload...

HHHBHBHIRHBH I HH B R R R R A R R A AR R R AR A R AR AR
HUBHBHHHH R B R R R R #E 100, 0%

“/ ngfw var/ common/ cores_6666666660- 1661867858.tar.gz" successfully upl oaded to 666666666
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curl -s -S https://cxd.cisco.com/public/ctfr/firepower.py | python - -c 666666666 -t
aBcDeFgHiJKkLmNoP --auto-upload &
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curl: (6) Could not resolve host: cxd.cisco.com
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Permission denied while trying to create log file. Are you running this as root?

FERHREN -8 , ABERMBERESEATHIRAATHNIRFREL

Something unexpected happened while trying to create the log file. Here is the error:

EfRLER , RFEUEEAF ( W admin”s‘root” ) B E1THIZ,
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Failed to create file -> " /var/common/first_responder notify . Permission denied. Are you
running as root?

R R B
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aAXE wRIEF SNXEEXIEIR ) RELFER—FE2HRER "Unexpected error while trying to
open file -> “/var/common/first_responder_notify’. Please check first-responder.log file for full error". A] LA 7E first-
responder.logH % F ST B H 7 & IE X,
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Failed to run the “sf_ troubleshoot.pl’ command - existing sf_ troubleshoot process detected.
Please wait for existing process to complete.
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X : WRsf troubleshoot.plI AR & & A 451R |, NIRRT E RERE L "Unexpected
PROCESS error while trying to run “sf_troubleshoot.pl’ command. Please check first-responder.log file for full error". A A
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[FAILURE] Failed to upload " /var/common/first_responder_ notify  to 666666666. Please check the
first-responder.log file for the full error

# &first-responder.logX A EE TR, BE | first-responder.log XXM TR :

08/29/2022 06:51:57 PM - WARNING - Upload Failed with the following error:

Command '['curl', '-k', '--progress-bar',
'https://666666666:aBcDeFgHiJkLmNoP@cxd.cisco.com/home/ "',
'--upload-file', '/var/common/first_responder_notify']' returned non-zero exit status 6
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