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Access List
Access Control Preferences
Audit Log

Audit Log Certificate

Change Management
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Email Notification
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Integration

Overview Analysis Policies Devices Objects
Send Audit Log to Syslog I-Enainuled" v
Send Configuration Changes Send as JSON v
Hosts (Up to 5) 172.16.10.11
Facility | USER =
Severity | INFO v |
Tag (optional)
Send Audit Log to HTTP Server | Disabled v |

URL to Post Audit

Test Syslog Server
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Access List
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Audit Log Certificate
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Overview Analysis

Send Audit Log to Syslog

Send Configuration Changes
Hosts (Up to 5)

Facility

Severity

Tag (optional)

Send Audit Log to HTTP Server

URL to Post Audit

Policies Devices

| Enabled
| Send as JSON

172.16.10.11

USER

INFO

Disabled

1F1%EFE System > Configuration > Audit Log > Test Syslog Server,

Objects Integration

Syslog server has been reached. \.5')

Test Syslog Server

172.16.10.11
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2023-09-29 16:12:18 localhost 172.16.10.
2023-09-29 16:12:20 localhost 172.16.10.
2023-09-29 16:12:23 localhost 172.16.10.
2023-09-29 16:13:39 localhost 172.16.10.
2023-09-29 16:14:32 localhost 172.16.10.
2023-09-29 16:14:32 localhost 172.16.10.
2023-09-29 16:14:54 localhost 172.16.10.
2023-09-29 16:14:55 localhost 172.16.10.

Sep 29 16:12:23 firepower: [FMC-AUDIT] mojo_server.pl: admin@
Sep 29 16:12:25 firepower: [FMC-AUDIT] sfdccsm: admin@l0.1.1.
Sep 29 16:12:28 firepower: [FMC-AUDIT] sfdccsm: admin@lO0.
Sep 29 16:13:44 firepower: [FMC-AUDIT] sfdccsm: admin@lO0.
Sep 29 16:14:37 firepower: [FMC-AUDIT] sfdccsm: admin@lO0.
Sep 29 16:14:37 firepower: [FMC-AUDIT] sfdccsm: admin@lO. .
Sep 29 16:14:59 firepower: [FMC-AUDIT] ActionQueueScrape.pl:
Sep 29 16:15:00 firepower: [FMC-AUDIT] ActionQueueScrape.pl:
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* tcpdump, LT AIHERME EWHRE

> expert
admin@firepower:~$ sudo su
Password:

root@firepower:/Volume/home/admin# tcpdump -i eth0 host 172.16.10.11 and port 514

A, EANRICMPREY |, ERAUT&S
« ping. WA TEMTEHINRRZREWIGM , H 7T HEENER,

> expert

admin@firepower:~$ sudo su

Password:

root@firepower:/Volume/home/admin#ping 172.16.10.11

PING 172.16.10.11 (172.16.10.11) 56(84) bytes of data.

64 bytes from 172.16.10.11: icmp_seq=1 tt1=128 time=3.07 ms
64 bytes from 172.16.10.11: icmp_seq=2 tt1=128 time=2.06 ms
64 bytes from 172.16.10.11: icmp_seq=3 tt1=128 time=2.04 ms
64 bytes from 172.16.10.11: icmp_seq=4 tt1=128 time=0.632 ms
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