5 A Flex-ConfigTE & £ B X & B B 4 A i &
BFD

A STHA B FFlex-ConfighE 177, 2R EEMRA M 22 b5 XS4 B2 0 L BBFD L
FERFAM

fE R R 205 KB B5(FTD)H R E 4034 RIS (BGP) 5 BN £ 55 KiF HRH(FMO),
=R

Cisco BB THUTER :

-BGP1#X
-BFD#E4:

fE VA1
— BT 2R E RN BRI AEERH .,

ANHEHPHEEHRETREXRRENEFHNRBZEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMELTENRS , FERRETRAERSHIBERRE,

dib B /=
B 5{15 E\

WE RN (BFD)R—FENHDI , EENAEREMERE, HHE, HIMNBRADPIERHEIER R
PR AL B 1]



BLiE

B1T7 2R EERA N FMCH #IBFDEL B 2475 i F Flex-Config R BE FIX RFTELE -
HR]R1:

B3I Flexconfight K 81 ZBFDE 4R

BFD& s E —4ABFDIEIfE{E, EBFD&RMRFEENVBFDERBEFFH/ET EMNMED, LB E
B 5P Z B2 ER & BRI,

E 8|2 Flex-Configh R , 1H1%EFF objectsTab FETNZP , £ Flexconfig I , RSG5 T FlexConfig Object 1%
I, ARG8T Add FlexConfig Object.

AMP Intelligence Jeploy q — & @ admin~

-t
A HIIBFDIMY FR B S B -

BFD#&MiEE —4ABFDIEIFRE{E, EBFDRMRFEENBFDERBEFFH/ET 2N ED, LB T E
B # PN Z B2 ER & BRI,

bfd-template [single-hop | multi-hop] template_name

* single-hop — 5 E &£ BkBFDE 1R
« multi-hop — ¥§E % BkBFD#&E 4R

- template_name — IEEEIRBE M. BERBEHTEIT =K,



( % ) £ BBFDEAR LB EIS,

AR BARERARER LEEADSER.

F£BFD#&E AR A B E B[R] (] Fs

interval both milliseconds | microseconds {both | min-tx} microseconds | min-tx milliseconds echo

both — &x/M&H MUk B FEZhEE,

BIfE ( LZER B ) . SBER 50 Fl 999,
microseconds — & Emin-tx#Y BFDIA] B@ (#1373 4 #)
microseconds — 38l 7750,000%/999,000,

min-tx — &/ME iR FEIhEE,

HEBFDER FELE & 7RI

authentication {md5 | meticulous-mds | meticulous-sha-1 | sha-1}[0]|8] wordkey-id id

authentication — IEE H IR,

md5 -8 B E5(MD5) & 2Kl

NNEEHIMDS — /NI BIMDS & 43 1T .

EERSHA-1 — EENSHA-1E4 5 A KIE,

sha-1 — MZESHA-1 5 BRI,

018 - ONEEFHIRE RMEMNE, 8IEE/FSHEIREENCRYPTEDEB,

word - BFDZEHE (%4 ) , R RZEEIMNFRANENEEBR/ZH. TIHEURFI X
. BIRZERKNE |, HlinopassM1EM,

key-id — SR RIEZ4AID,

id — ERAFHFREENLZEZAID. SCERNF255MFH,



Edit FlexConfig Object

Name:

BFD-SINGLEHOP

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v 2] Deployment: Once Type: Append

¥ Varia

Property

Name Dimension Default Value (Type:Name)

Override Description

FMBFDEMREEOXE.



Edit FlexConfig Object

MName:

BFD-SINGLEHOP

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert = B Deployment: wr Type: Append

plate single-hop TEMPLATEL

¥ ariables

Property

Dimension Default Value (Type:Name)

Override

No

ERBFDZ BRHR 5 B PR ST < BRo

EA4L (L)
BRI E UGS HREMRKEKR B iRHNBFDIRS . B XM ERLE S BBFDIER,
FBFDZ BHE R 5 B FRAR SR EX

bfd map {ipv4 | ipv6} destination/cdir source/cdire template-name

* ipv4d — B EIPv4it i,
. ipv6 — FEIPV6HEE,
« destination/cdir — I8 B R BIR/KE, %X NA.B.C.D/<0-32>,

+ source/cdir — FEE BIRBIR/EKE., BN AXXX;X::X/<0-128>,

Description




« template-name — 1§ E St BFDAR 51 X BX B9 2 BEE AR Y & 5o

iEE Save EiHLj\1%ﬁiq%o

Edit FlexConfig Object

Name:
I BFD-MULTIHOP

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CL| before deployment.

Insert v 23] Deployment: Once

MULTI-TEMPLATEL

MULTI

Dimension Default Value

EHED
$$ Devices JﬁIJﬁ‘F ) ?"UE:&?% FlexConfig RN,

Type: Append

Property

(Type:Name) Override

Description




Deploy

Troubleshoaot

FERE
EQ B FHFlexConfigiR B | & R New Policy 24,

. Firepower Management Center s @ admine

New Policy

Name %%#ﬁ?¥ﬁﬁﬂéﬁ2%mﬁﬂglﬁﬁo if Add to Policy %Eifﬁ Save?zf"fﬂo



New Policy

Name:

BFD

Description:

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

Q Search by name or value SF3130-A

Add to Policy SF3130-B

HIR 8

BRI RIFlexConfight R , RIFR T > HEFHZXN KA MEIFlexConfigiR g , RIFRE save
%.HO



i . —
Firepower Management Center Orerview Anal Palicies Devices Objects AMP Inteligence Deplay Q B @ adminy

* Selected Prepend FlexConfigs
FraxCanfig Objest

X

 Usar Daf
* BFD-MULTHOP
* BFD=SINGLEHOP

® BFD_N:

1_Disaba

Selected Append FlexConfigs
DHCPUE_P Description
E DNS_Condgurs
BFD=MULTIHOP

DHS_Un
® Eigrp_Conf
® Eigrp_leatace_Conl

Eigrp_UnConsgura

Eigrp._Un

¥ Inapoct_IPvE,_Con

InspictIPvE_UnContguns

ifﬁ Devices ﬁlﬁi‘F ) %E)ﬂ—:‘_\ﬂi Device Management iﬁIJﬁ

Alali. Firepower Management Center

A Overndaw Analysis Policies Devices Ot AMP Imelbgance Deploy Q — i+ @ admin~

BFD Device Managemant VPH Trosiblasheot
Device Upgrade e To Sive File Download
NAT Remate Access Threat Defense CLI
e B QoS Dynamic Access Policy Packet Tracer
Platform Settings Troubleshooting Packet Gaplure
FlexConhg Site to Site Manftoring

FlexConfig Object

=

Cartificates

HIR 10

ERESEBFDEEMNIRE.




ent Center

AMP Intelligence

§ SF3130-A Snom3

p 5F3130-B Snod 3

HIR 11

ijlﬁ Routing :&Iﬁi‘k ) %Eifﬁlm4 Ejz | Pv6, *Eﬁﬁ&EEEUE’JBGP%BﬁEFH’QQEIE ) ?’Uﬁifﬁ Neighbor :&

T+ , RER T REHEREARTHRE.

AMP Intalligonce

Routing Inibarfacas

General Meighboar Add Aggregate Address Filtering Hetworks Redistribution Route Injection

SE 12
1% $% checkbox Xt FBFDH#IE |, 58 &5 ok R4,

o @ admine

Cancel




Edit Neighbor

IP Address*® & Enabled address
172.16.10.2 Shutdown administratively

Remote AS* Configure graceful restart
65001

Graceful restart(failow yanned mode)
BFD Fallover @

Description — -
Configuring BFD support for BGP for multi-hop,

ensure that the BFD map is already created for
the source destination pair through flex-config.

Filtering Routes Routes Timers Advanced Migration

Incoming Outgoing

Access List Access List
Route Map Route Map
Prefix List Prefix List

AS path filter AS path filter
.+.

Limit the number of prefixes allowed from the neighbor

Maximum Prefixes®

(1-2147483647)

SR 13

B Deploy 74 ) REHETH Deployment %4,

alial, Firepower Management Center

ciseo Chvarviow Analysis Palicies Devices Objects AMP Inelbgence Deploy o, * £+ @ admin~

Depkoymant
Deployment History

S 14

ﬂ,'f—I_'\fﬁ checkbox , %}EifﬁDeploy E%ﬂo

il Firepower Management Center

e Overview Anatysis Pulicies Devices Objests AMP Intelligence Depiloy Q@ s £+ @ admin~

Modified by Inspect Inerruption oo o Last Deploy T Teve seatus
admin o Jul 18, 2023 4:55 PM Ready fo

admin T 5 PM | Reacy for D

HIR 15

ijlﬁ Deploy E{Eo




Deployment Confirmation

You have selected 1 device to deploy

Deployment Notes:

Cancel Deploy

HIR 16

ifﬁ Deploy T’Ziiﬂo
Validation Messages: SF3130-B

PG.TEMPLATE.TemplatePolicy: BFD

> I Warning: FlexConfig policies intentionally do not contain extensive input validation. Please ensure that the configurations in this FlexConfig policy are correct. In...




ey, ARRHRER.

=T

Kz

5 UE

FER T — &S EEECLISEPRIIBFDE BRIRS.

<#root>

>

system support di agnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.
SF3130-A>
enabl e

Password:
SF3130-A#

show runni ng-config | inc bfd

bfd-template single-hop Template
bfd template Template
neighbor 172.16.10.2 fall-over bfd single-hop

SF3130-A#

show bfd sumary

Session Up Down
Total 1 1 0
SF3130-A#
show bf d nei ghbors
IPv4 Sessions
NeighAddr LD/RD
172.16.10.2 1/1

U HEER

B BDR B X L E BB EHEERE B

RH/RS State
Up

Int
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AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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