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SB1: B SSHEZH| A iEEE|Ansible RFZ 23 HICLI,
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% : IBE{TH D ansblegalaxy collection install cisco.fmeansibleSAEANs bl %528 + REFMCHIAnSbleE A,

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

E=% : BIT@ R mkdir /home/cisco/fme_ansiblebA Bl 28 — N SRR IF M8 < 30, FEARGIF |, B FA/homelciscol , FsXHR
Z#HHfmec_ansible,

<#root>
cisco@inserthostname-here:~$

nkdi r /hore/ ci sco/fnt_ansible

FEML . SHEIXH4R/homel/ciscolfme_ansible , BIBE =X, EARGIR , BF=3XHH Ainventory.inio

<#root>
cisco@inserthostname-here:~$

cd /home/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

inventory.ini

BULEFHABHEWEURERR2FH , HEREBSHREIEEFTD .

<tfroot>
[fmc]

10.0.5. 11

[fmc:vars]
ansible_user=

ci sco



ansible_password=

ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

BHEL . SMEBIXHFR/home/ciscolfme_ansible , 812 A FRIEFTD HANZEE X, ERRHIH , TEXXH B Hfme-create-ftd-ha

vars.ymlo

<#root>
cisco@inserthostname-here:~$

cd /honme/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fnc-create-ftd-ha-vars. ym

inventory.ini

BULEHERBHRBUERNZE , HERAEBSHESBERD .

<#root>
user: domain: 'Global’ device_name: ftd1: '
FTDA

' ftd2: !

FTDB

' ftd_ha: name:

FTD_HA

active_ip:

192.168.1.1

standby_ip:
192.168.1.2
' key:

ci sco



mask24: '

255. 255.255. 0

EARE . SMEBIHF/home/ciscolfme_ansible , 812 A FRIEFTD HAM KBS X, EARRAIH , FMH X4 B Hfme-create-ftd-ha
playbook.yaml .

<#root>
cisco@inserthostname-here:~$

cd / honme/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fc-create-ftd-ha-pl aybook. yan

fmc-create-ftd-ha-vars.yml inventory.ini

BULEHERBHRUEUEINZE , HERAEBSHESBERD .

<#root>
--- - name; FMC Create FTD HA hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_configuration: operation:
user. domai n

}}" register_as: domain - name: Task02 - Get FTD1 cisco.fmcansible.fmc_configuration: operation: getAl
devi ce_nane. ftdl

}}" register_as: ftdl_list - name: Task03 - Get FTD2 cisco.fmcansible.fmc_configuration: operation: ge
devi ce_nane. ftd2

}}" register_as: ftd2_list - name: Task04 - Get Physical Interfaces cisco.fmcansible.fmc_configuration
ftd _ha. nane

11" type: "DeviceHAPair" ftdHABootstrap: { 'isEncryptionEnabled': false, 'encKeyGenerationScheme': 'CU
ftd_ha. key

11", 'useSamelLinkForFailovers': true, 'TanFailover': { 'useIPv6Address': false, 'subnetMask': "{{
ftd _ha. mask24

11", "interfaceObject': { 'id': '{{ primary_physical_interfaces[7].id }}', 'type': 'PhysicalInterface'
ftd_ha. standby_i p

11", '"logicalName': 'LAN-INTERFACE', 'activeIP': "{{



ftd_ha.active_ip
31" 3}, 'statefulFailover': { 'useIPvb6Address': false, 'subnetMask': "{{
ftd_ha. mask24
11", "interfaceObject': { 'id': '{{ primary_physical_interfaces[7].id }}', 'type': 'PhysicalInterface'
ftd_ha. standby_ip
}}", 'logicalName': 'STATEFUL-INTERFACE', 'activeIP': "{{
ftd_ha.active_ip

11" } } path_params: domainUUID: "{{ domain[0].uuid }}" - name: Task06 - Wait for FTD HA Ready ansible

AR ATRGFMPRGE TN ENAFELTE, SETBNNNEREEZTEXHF,



S 7. S EIXHF/homelcisco/fme_ansible , run commandansible-playbook -i <inventory_name>.ini <playbook_name>.yaml -
e@"<playbook_vars>.yml" A i& R ansibleff 5.

EARRHIG | %4 Ransible-playbook -i inventory.ini fme-create-ftd-ha-playbook.yaml -e@"fme-create-ftd-ha-varsyml”s

<#root>
cisco@inserthostname-here:~$
cd /hone/ci scol/ fnt_ansi bl e/
ccisco@inserthostname-here:~/fmc_ansible$
I's
fmc-create-ftd-ha-playbook.yaml fmc-create-ftd-ha-vars.yml inventory.ini cisco@inserthostname-here:~/fi
ansi bl e- pl aybook -i inventory.ini fnc-create-ftd-ha-playbook.yam -e@fnc-create-ftd-ha-vars.ym"

PLAY [FMC Create FTD HA] R R R R R o R R R R R R R R o R R R R R e A K A Lk S S R ok R T AR R LR Rk LR R

S8 8 S EI X /homelciscolfme_ansible , I AT EHFTD HAZ AP E B X, EAREH , TE XS Ffme-create
ftd-ha-standby-ip-vars.yml,

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ fnc_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml
fnc-create-ftd-ha-standby-ip-vars.yn

fmc-create-ftd-ha-vars.yml inventory.ini

BULEFIRBHELBER | HEREBSHREIEETD .

<#root>
user: domain: 'Global’ ftd_data: outside_name: '

Qut si de

inside_name:



| nsi de

' outside_ip: '10.1.1.1" inside_ip: '10.1.2.1" mask24: '255.255.255.0"' ftd_ha: name: '

FTD_HA

outside_standby:

10.1.1.2

inside_standby:

10.1.2.2

S8 9 SRR /home/cisco/fme_ansible , 8l A TEHFTD HAR APt I KRS ST, FEARBIFR | FMI4E Ffme-create
ftd-ha-standby-ip-playbook.yaml .

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml
f nt- create-ftd-ha-standby-ip-pl aybook. yan

fmc-create-ftd-ha-standby-ip-vars.yml fmc-create-ftd-ha-vars.yml inventory.ini

BULEFILRBHEMURERR2F , AERAEBRSHESEETD

<#root>
--- - name; FMC Update FTD HA Interface Standby P hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_con
user. domai n

}}" register_as: domain - name: Task02 - Get FTD HA Object cisco.fmcansible.fmc_configuration: operati
ftd_dat a. out si de_nane

}}" register_as: outside_interface - name: Task04 - Get Inside Interface cisco.fmcansible.fmc_configur
ftd_data.inside_nane

}}" register_as: inside_interface - name: Task05 - Configure Standby IP-Outside cisco.fmcansible.fmc_c
ftd_ha. out si de_st andby

}}"} monitorForFailures: true path_params: objectId: "{{ outside_interface[0].id }}" containerUUID: "{

ftd_ha.inside_standby



}3}"} monitorForFailures: true path_params: objectId: "{{ inside_interface[0].id }}" containerUUID: "{{

AR ARGIFMPEGETHEVAFELTE, IEXEBNNNEREEREXHF,

S, 10 SR EIHFK/home/cisco/fme_ansible , run commandansible-playbook -i <inventory_name>.ini <playbook_name>.yaml -
e@"<playbook_vars>.yml" A3 fansiblefE 55,

ERRHIF | Zd< Ransible-playbook -i inventory.ini fme-create-ftd-ha-standby-ip-playbook.yaml -e@" fme-create-ftd-ha-standoy-ip-

varsyml",

<#froot>



cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml

f nt- creat e-ftd- ha-standby-ip-pl aybook. yan

fnt-create-ftd-ha-standby-ip-vars.yn

fmc-create-ftd-ha-vars.yml

i nventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fnt-create-ftd-ha-standby-ip-playbook.yam -e@fnt-create-ftd-ha-stanc

PLAY [FMC Update FTD HA Inter-face Standby IP] R R R R R R R o o R R o o ko ko o o o o o o o o e e R A Rk o o R R T

LN
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Firewall Management Center ) )
o Overview Analysis
View By: Group -
All (2) ® Error (0) ® Warning (0) Offline (0) Normal (2)
Name Maodel
~ Ungrouped (2)
FTDA (Snoms FTDv for KYM

FIDB |Snortd FTDv for KV

L
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Policies Devices Objects Integration Deploy Q,
—
Deployment Pending (0) ® Lipgrade (0) ® Snort 3 (2)
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"+, Firewall Management Center

Jevices [ Device Management

View By: Group v
All (2) ® Error (0) ® Warning (0)

Overview Analysis

Offline (0) ® Normal (2)
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Devices

Deployment Pending (0)

Objects

Integration Deploy @

@ Upgrade (0)

Deploy

Caollapse All
MName Model Version Chassis
~ Ungrouped (1)
FTD_HA
High Availability
r
FTDA(Primary, Active) (SEEEES FTDv for KVM 7.4.1 N/A
10.0.5.12 - Routed
FTDE(S dary, Standb
{Secondary, Standby) (CHEES FTDv for KVM 7.4.1 N/A
A\, 10.0.5.13 - Routed
RIE{TANSblefE S
B EHEFTD HAKIEdit , BHECE T SR YDHRI Pt it M2 O & APtk it
] I.:Ire‘.lfl'a.lr Management Center Overview Analysis Policies Devices Objects Integration
FTD_HA
Cisco Firepower Threat Defense for KVM
Summany High Availability Device Routing Intarfaces Inline Sets DHCP VTEP
| High Availability Link | [ state Link |
Interface GigabitEthemat0f7 Interface
Logical Name LAN=INTERFACE Logical Name
Primary [P 192.188.1.1 Primary IP
Secondary IP 192.168.1.2 Secondary IP
Subnet Mask 255.255.255.0 Subnet Mask
IPsec Encryption Disabled Statistics
Monitored Interfaces
Interface Name Active IPvd Standby IPvd Active IPvG - Standby IPvE Active Link-Local IPvE
managemant
Inside 10.1.2.1 10.1.2.2
Outside 10.1.1.1 10.1.1.2
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<#root>
cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-create-ftd-ha-standby-ip-playbook.yaml -e@"fmc-create-ftd-ha-standby-
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https://github.com/CiscoDevNet/FMCAnsible/tree/main
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