FEFMCHELENetFlow
B =%

A"Hj/\
FTREH
ER
EAKAY
BEEER
fENetFlowH 7R Uk £ 28

R E K N F | NetFlow

AR B IAIEIE 1T 7 4R E B R AR CiscoR £ By X 15 & I8 fh /0 1 i B Netflow,

TR

B

Cisco BB THRLUTEM :
. BRIZ2PHREEEHL(FMC)
. BRIZ2PRERPFE(FTD)
« NetFlowfX

fE RV A L
XGRS BET U T SRR -

« BHTVMWarefIZ 2 KIEEB R EIT7.4.10R

« REHREZITV .41

AXHEPNEEHRETREXRENEFHNRZEEN, AXEFEANAAERZRNERAR



(A ) BE. MRENMELTEIRS , FHRETRAERSHBERRE,

BRER
AR LB ER DI -

© BITIRAT ARNE S RAH BB &2 By A& R B i
© BITIRAT ARNESRAN CiscoR £ fh XN FEEH O

TENetFlowHR 7 Nk £ 85

FIR1:3 ZEDevices > Platform Settings :

o Firewall Management Center

Overview Analysis Policies Devices Objects Integration
Device Management VPN Troubleshoot
S D hb d NAT Site To Site File Download
ummar as 0ANQ (xeich dashioard)
Provides & summa}: af getivity on the spplance Q05 Remote Access Threat Defense CLI

I Platform Settings Dynamic Access Policy Packet Tracer

MNetwork %  Threats Intrusion Events Status Geolocation QoS FlexCanfig

Centificates

Upgrade

Troubleshooting Packet Capture

* Unigque Applications over Time Upgrade Package Management

Threat Defense Upgrade

Chassis Upgrade

HEREAIEE

2 /\ 15 {52 R PAVAN ‘J'L .
FoH REIHRALRERENTARERE
Firewall quag?ment Center Overview Analysis Policies Devices Objects Integration Deploy Q ‘e to N - ]

Platform Settings Device Type Status

Tangeting 1 devices
P fon
‘olicy for Secure Firewall Threat Defense Up-to-date on all targeted devices

R AR

E =4 : #EENetflow :

¢¢¢¢¢



= Firewall Management Center

Owverview Analysis Policies Devices Objects Integration

Policy for Secure Firewall

Enter Description

ARP Inspection

Interface Inspect Enabled
External Auther

Fragment Settings

HTTP A

ICMP Acc

MetFlow

hronization

-ompliance

Performance Profile

1 FINetFlowik &

FE - BARS HUERIS ANetFlowHBIES H -



i

Flrewal:l_ M.a.rqu_t.e.me_nt..genter Owerview Analysis Policies Devices Objects Integration

Policy for Secure Firewall

Enter Description

ARP Inspectiof @) Enable Flow Export

Banner

Active Refresh Interval (1-60) Collector

| 1 | minutes

Delay Flow Create (1-180)

| | seconds

Template Timeout Rate {1-3600)

| 30 | minutes

Traffic Class

/3 FANetFlow

$£HL . KidAdd Collector :

Paolicy Assignments {1)

Add Collector

YILE S



EAY | EENetFlowSBH KRR ERENIPHR ( WESF LM M E R iENetFlowEiESH
UDPI®O ) , R AAIGRIERNEOR , RAFEHOK

Add Collector

Host
| MWetflow_Collector | -+

o

Hart § 1-b

2055 |

Available Interface Groups (1) - +

| |

Selected Interface Groups (0)

Add

@ Select at least one interface group.

= [l

) Eeat w Exgrort

Mothew_Colatser

M raff class Pesords.

S g =
IV

BH  MALTENetFlowEHEENRERNBERFZR , A TEELAE N NetFlowSEHHIRAY
MEBEEARERNACL , P ERIEIWERN T EINetFlowEHHERE , RFEEHOK :



Add Traffic Class o

Marme

| Metflow _class

ype
s Access List J(0) Default

ist ODjec

MNetflow _ACL

Event Types
Collector Created Denied Updated Torn Down

Metflow_Collector

RERKRE

HEHEER

SB1AETALLMFTD CLIKIEE &,

1.1.MFTD CLI%i A Zsystem support diagnostic-cli :

>system support diagnostic-cli

120 ERBERHFEE

<tfroot>

firepower#show running-config policy-map

1

policy-map type inspect dns preset_dns_map

parameters

message-length maximum client auto

message-length maximum 512

no tcp-inspection

policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP



parameters

eool action allow

nop action allow
router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class Netflow class_Netflow ACL

fl ow export event-type all destination 192.168.31.1

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
!

1.3. 8 Eflow-exportEl & :

<#root>
firepower#show running-config flow-export

fl ow export destination Inside 192.168.31.1 2055
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<#froot>

firepower#show access-Tlist Netflow_ACL
access-1ist Netflow_ACL; 1 elements; name hash: Oxbad5d4bf
access-1list Netflow_ACL 1line 1 extended permit ip object Inside_Network any (

hitcnt =44

) 0xb704fc5b
access-1list Netflow_ACL 1line 1 extended permit ip 10.1.2.0 255.255.255.0 any (

hitcnt =44

) 0xb704fc5b



$£=% : WiFNetflowitZkes :

<{froot>

firepower#show flow-export counters

destination: Inside 192.168.31.1 2055
Statistics:

packets sent

Errors:

block allocation failure
invalid interface

template send failure

no route to collector

failed to get lock on block
source port allocation failure
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