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WUFRT RS

FHI1IE(Ta S show fxos mode AR IFIE R ER/A TEBEER

AR N TRA AR EBMRANZ LB XE21XX , RIXBFFEEN . I 14BRRESR
A, REFRAZMIARS,

<#root>
ci scoasa#

show f xos node

Mode is currently set to appliance

%:}JF . BﬁﬁE%‘Vé\:’l‘io



SE BRI L NIEASAEAM XU ITIFTDEAGE A ML XIEASAR G2 B EAM,
2[R

BRlL S REASAKEA Y
E=% : MCiscoB#FEH L TEARREE

AR NTREAE 1000/2100*!]1(%5)5*1 3100/4200 , &7 Bl L EASAE
FXOS ; MANRGER 2 WP Ay —

ES REENRE | THRESSHPHASATIFXOSIRA, BESHZEZ LA E1000/2100F13100/4200
ASAFIFXOSHRL TR o
EACLIAE

FBR1.EEASDMIRE,

E2REEEX TERINTREASITUTHS :
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<#root>
ciscoasa(config)#
asdm i nage di sk0:/asdm bin

ciscoasa(config)# exit
ciscoasa#

copy running-config startup-config

Source filename [running-config]?
Cryptochecksum: 6beb01ldl b7a3c30f 5e8eb557 a8ebb8ca

12067 bytes copied in 3.780 secs (4022 bytes/sec)

E=S  NHROAREELEIERR

AR BEAXHESP , BEANEFTPRSE  EWAERTFTP, HTTPSRHE MRS 2RRE

o



<#root>
Ciscoasatt

copy ftp://calo:calo@O0.88.7.12/cisco-asa-fp2k.9.16.4. SPA diskO0:/cisco-asa-fp2k.9.16. 4. SPA

Address or nane of renote host [10.88.7.12]7

Sour ce usernane [cal 0] ?

Source password []? ****

Source filenane [cisco-asa-fp2k.9.16. 4. SPA] ?
Destination filenane [cisco-asa-fp2k.9.16. 4. SPA] ?

Accessing ftp:/cal o: <password>@l0.88.7.12/cisco-asa-fp2k.9.16.4.SPA. .. l1trirrrrrrrrrrrrrrrrrrrrrrrrrrnd
Verifying file diskO:/cisco-asa-fp2k.9.16.4.SPA. ..

Witing file diskO:/cisco-asa-fp2k.9.16.4. SPA. .

474475840 bytes copied in 843.230 secs (562842 bytes/sec)

B=S  FHRHRE LEFHHEIRE.

EFRELETHES.

<#root>
ciscoasatt

failover exec mate copy /noconfirmftp://cal o:cal 0@0.88.7.12/cisco-asa-fp2k.9.16. 4. SPA di sk0:/ ci sco- asz

Accessing ftp://calo :<password>@10.88.7.12/cisco-asa-fp2k.9.16.4.SPA... .11t
Verifying file disk0:/cisco-asa-fp2k.9.16.4.SPA...
Writing file disk0:/cisco-asa-fp2k.9.16.4.SPA...

474475840 bytes copied in 843.230 secs (562842 bytes/sec)

S5 : fEF show running-config boot system AR BE LM ESRE T 2 SBE.,



AR BUREMREES S RE.

<#r oot>

ci scoasa(config)#

show runni ng-config boot system



boot system di skO:/ci sco-asa-fp2k.9.14. 4. SPA

BS54 (AE) : MREEESISHRE , NSBUTFEBIR.
no boot system diskn : /asa_image_name

i

ciscoasa(config)# no boot system diskO:/cisco-asa-fp2k.9.14.4.SPA

BRY L ERERIHNRE,

<#root>

ciscoasa(config)#

boot system di skO:/ci sco-asa-fp2k.9. 16. 4. SPA

The system 1is currently installed with security software package 9.14.4, which has:
- The platform version: 2.8.1.172
- The CSP (asa) version: 9.14.4

Preparing new image for install...
rrrrrrrrrnrnd

Image download complete (Successful unpack the image).
Installation of version 9.16.4 will do the following:
- upgrade to the new platform version 2.10.1.217
- upgrade to the CSP ASA version 9.16.4
After installation is complete, ensure to do write memory and reload to save this config and apply the
Finalizing image install process...

Install_status: ready......couiiiiinnninnnnnnnn.
Install_status: validating-images....
Install_status: upgrading-npu

Install_status: upgrading-system.
Install_status: update-software-pack-completed

518 7.4 Fcopy running-config startup-configis SR 1ZEL B



SR SEM MBI IRE ARERIRA

<#root>

ciscoasa(config)#

fail over rel oad-standby

F 3Bk & hNEKo
SROIZARBEFMEG , FERBNEARTEXR N &ARS.

<#root>

ciscoasa#

no failover active

SR I0EM MBI B A RBEUARENRAE . BLTERIFTHNEA RS,

<#root>



ciscoasa(config)#

fail over rel oad-standby

MEHHERBER , AREHKo
{EFRASDM AR

SRLEAASOMIEEEIHBIRE
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Cisco ASDM 7.18(1)152 for ASA - 10.88.15.59
File View -Tuuls Wizards Window Help
& Home | Command Line Interface...
Show Commands Ignored by ASDM on Device

== Packet Tracer...
& Add “ PFing...
- Traceroute...
= 10.88. File Management...
= *110.88| Check for ASA/ASDM Updates...
E;rade Software from Local Computer... I Device Uptime: 0d Oh 44m .
Backup Configurations eiype! FPR-Z420
. T ) Conkext Mode: Single
eatore Configuestions Total Memory: 6588 MB
System Reload...
Administrator's Alert to Clientless SSL VPN Users...
Migrate Metwork Object Group Members...
Preferences... |ess SSLVPN: 0 AnyConnect Client(SSL,TLS,DTLS):
ASDM v Consols, e
Total Memory Usage  Total CPUUsage CoreUsage Details
Memory Usage (MB)
18000 7
5000
4000
FE5ME
3000
2000 7
1000 Lo
o T T T T
2259153 22:56 22:58 2257 2
 Latest ASDM Syslog Messages

Device configuration loaded successfully.

B=F : NTHIFIRPIERASA.



@ Upgrade Software

Lipload a file fram local computer ta Flash File system on the device, The upload process might take a few
minutes, Please wait for the operation to finish.

Image to Upload: ASA e

Application Profile Customization Framework (APCF)

Local File Path: Browse Local Files, ..

Flash File System Path: [ASDM Browse Flash. ..
Client Secure Desktop (CSD)

Cisco AnyConneck VPN Client
REST Agent

ITT T _I T T

BOEY  EARRGEOD, BHNEAMG U RARE EEBHBE T,

B



AR BIAERT , Flash File System Path9disk0 ; EESE |, B2 &Browse FlashHiE B FEZ,



-
@'_.5::.: Software
g

Lipload a file from local computer ta flash file system on the device, The upload process might take a few
minutes, Please wait for the operation to finish.

Image to Upload: ASA v

Local File Path: Browse Local Files. ..

Flash File System Path: Browse Flash,..
Upload Image Close Help

R LEER -
@ Upgrade Software

Upload a file from local computer to Flash file system on the device. The upload process might take a few
minutes, Please wait for the operation ta finish.

Image to Upload: ASHA .
Local File Path: C:\Users\alexiriviDownloads|cisco-asa-fp2k.9.16.4.5PA Browse Local Files. ..
Flash File System Path: disk0: cisco-asa-fp2k.9.16.4.5P4 Browse Flash, ..

I Upload Image | Close Help

LERBERE , RES.
By Upgrade Software
L @ ASA
mi

In Image has been uploaded to flash successfully. Do vou want to set this image as
@ the book image?

Lo

Fl.

Upload Image J ' Close B Help

BHYP  EBASDMBE,



fiE FHASDME 2 B £ 1% & F # = Configuration > Device Management > System | mage/Configuration > Boot | mage/Configuration.

TEASDM Image File Path/ , i A{Bdisk0 : /asdm.bin , 5% 5Apply.

@Y Cisco ASDM 7.18(1)152 for ASA - 10.88.15.58

File View Tools Wizards Window Help

@ Home 0 Configuration [a Monitoring B Save GReFresh o Bacl O Forward ? Help

" Device List | Bookmarks Configuration > Device Management > System Image,/Configuration > Boot Image,/Configuration
evice Li: sl H
| D i g 2 Boot Configuration
4 Add [J Delete & Connect Canfigure boot images from a Flash file system. Up to Four boot images can be configured For the boot system.
Find: Go Boot Order Boot Image Locatic
-3 10.88.15.59
| Device Management o o
[#-{B' Management Access Boat Cenfiguration File Path:
ASDM Image Configuration
s ASDM Image File Path: diski): [asdm. bin
- ——
- Logging
- Smart Call-Home
£ Cloud Web Security
5 service Module Settings
EJ--@ Users/AAA
-E3 Certificate Management
" DHCP
[l DNS
-ff5" REST APT Agent
- Advanced

BAY . FHAMGEEIEER,
& #HBrowseLocal Files, RFERFEZ ELHARE,

KR LEE®R -



(5] Upgrade Software x

Lpload a file from local computer ta Flash File syskem on the device, The upload process might take a few
minutes, Please wait for the operation to finish,

Image to Upload: ASA n

Local File Path: C:\Users|alexiriviDownloads\cisco-asa-fp2k.9.16.4.5PA

Flash File System Path: | diskl:/cisco-asa-fp2k.9.16.4,5PA Browse Flash,..

Upload Image Close Help

HEEREE , BdEYes,

In Image has been uploaded to flash successfully. Do vou want to set this image as
@ the book image?

Lo

Fl.

[ ves | No

l Upload Image J ' Close B Help

EMEEAS , BHSendRERFEE,



B Preview CLI Commands x

The fallowing CLI commands are generated based on the changes vou made in ASDM. To send the commands to the
&sA, click send. To nat send the commands and continue making changes in ASDM, click Cancel.

no boat system diskD: fcisco-asa-fp2lk.9,16.4,.5P4
boot system diskd: /cisco-asa-fp2k,9.18,3.56,5PA

[ Send ] Cancel Save To File, ..

SR BESaveRFEE.

@ Cisco ASDM 7.18(1)152 for ASA - 10.88.15.58

File Wiew Tools Wizards Window Help

@ Home E} Configuration @ Manitoring E (3 Refresh

0 Bacl: l\) Forward ‘ ? Help ‘

Device List rBonlqnarks ] Configuration > Device Management = tem Image /Configuration > Boot Image /Configuration
A = ”
| Device List o 7 | Boot Configuration
% Add ﬂ Delete ﬁ Connect Configure boat images from a Flash file system. Up to Four boot images can be configured For the boot system.
Find: Go

Boot Order

10.88.15.58
------ = 10.88.15.59

SR 8 EF MBI IRB UL RHIRA .

#ZEMonitoring > Properties > Failover > Status , #/5# HiReload Standby,



[ Cisco ASDM 7.18{1)152 for ASA - 10.88.15.58
File View Tools Wizards Window Help

@ Home G%Cmﬁgmﬁm Save Gﬂeﬁgsh :°aa:k o Forward ? Help

" Device List | Boakmarks |

Device List g g X
% add [0 Delete S Connect
Find: | | &

— 5 10.86.15.59

|Prop 8 |
[l AAA Servers

= Device Access

3y AAA Local Lacked Ot Us

- 5§ Muthenticated Users

- Bk ASDM[HTTPS[TelnetSsH
=M connection Graphs

7 Perfmon

i ,ﬁ wates

B CRL

(=-dig, Identity by TrustSec
i & PAC
i 3‘ Environment Data
g, SHP Connections
- 3]. 1P Mappings
185 1P Audit
I::-% ‘System Resources Graphs
oy Blocks

Failover state of the system:

Failover On
Fallover unit Primary
Failover LAN Interface: folink Bthernetl/l (up)
Reconnece timecut 0:00:00
Unic Poll fregquency L seconds, holdtime 15 seconds
Interface Poll frequency § seconds, holdtime 25 seconds
Interface Policy 1
Monitorad Interfaces L of 1292 maximums
HAC Address Move Notification Interval not sec
Version: Curs 9.16(4), Mace 5.1E(4)
Serial Number: (urs JADZS430R73, Mate JADZS5430RCG
Lase Failewer at: CC:45:48 UTC Jan 31 024

This hest: Primary - Active

Aetive time: STBL (sec)

EEEARB MR,

L slet 0: FRR-2U20 hwisw rev (188 1&(4)) status (Up Svsi |

Make Active Make: Standby Reset Falover

Reload Stﬂ'rdbz

Refresh

SROZARBEFMEE , FERBNEARTEXH & ARS.

% Z Monitoring > Properties > Failover > Status , /5% #iMake Standby.,




FE  ASMDEFEZEIFHNERIRE,



B Cisco ASDM 7.18{1)152 for ASA - 10.88.15.58

File View Tools Wizards Window Help

@ Home G%Carﬁgxsbon Save Gﬂeﬁgsh .oﬂa:k oFuwald ? Help
" Device List | Boakmarks | v

Dewice List a 8 X

% add [ Delete 8 Connect Failover state of the system:

Find: | | G

Failover On
Fallover unit Primary
—H 10881555 Failover LAN Interface: folink Echernetl/l (up)
Reconnece timecut 0:00:00
Unic Poll fregquency L seconds, holdtime 15 seconds
Interface Poll frequency § seconds, holdtime 25 seconds
Interface Policy 1
Monitorad Interfaces L of 1292 maximums
& o HAC Address Mowe Notification Interwval not set
" @le AA Sarvers Verfj.m: Ours 9.16{4), Mace 5.1E(4)
= Dervica Accass Serial Number: Ours JADZE420RTZ, Hate JADZS430RCG
i -IEAMLDHILDCH!GMUII Lase Failower at: ID:45:48 UTC Jan 31 2024
This hest: Primary - Active

&‘U lcated Users Active time: T8l (sec)
Umg::ﬂ'g:hr:eheuss"' siot O0: FPR-2120 hwisw rev (L.5/5.18(4)) stacus (Up Swvsi
P 7 Parfmon
il Wates Make Active Malke FReset Falover Reload Standby
S

Groups Refresh

(=-dig, Identity by TrustSec
i & PAC
8, Environment Data
- SHP Connections
- 3]. 1P Mappings
185 1P Audit
E.% ‘System Resources Graphs
oy Blocks

ST I0EHM MBI R A IRE A REHRA

% Z Monitoring > Properties > Failover > Status , #A/5 % #iReload Standby,



5 Cisco ASDM 7.18(1)152 for ASA - 10.88.15.58
File View Tools Wizards Window Help

@ Home {}3} Configuration Q Save @ Refresh o Back \_;] Farward "? Help

Device List | Bookmarks Monitoring > Properties = Failover > Status
Device List o B X
% Add ﬁ Delete @@’ Connect Failover state of the system:
Find: Go

Failower On
T %]10.88.15.58

Failowver unit Secondary
=} 10.88.15.59 ] _
Failower LAN Interface: folink Ethernetl/sl (up)

RPeconnect timecut 0:00:00

Tnit Poll frecquency 1 seconds, holdtime 15 seconds
Interface Poll frecuency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 12592 maximum

Properties o o MAC Address IMove Notification Interval not set
T Version: Ours 5_18(3156, Mate S9.1&61(4)
|5k AAA Servers
. Serial Number: Ours JADIZS43Z0RCG, IMate JADZIE430RT7TIE
[=1- 3 Device Access

Last Failower at: 00:53:34 UTC Feh 1 Z0Z4
This host: Secondary - Actiwve

By AAA Local Locked Out Usi
e Authenticated Users
2y ASDM[HTTPS Telnet{SSH

Active time: 3 (sec)
slot 0: FPRP-Z170 hw/sw rev (1. 5/9 18(3)58)

status (Tp

E—]--m Connection Graphs

Make Active Make Standby Resel Failover

=-8g Identity
&, AD Agent
&“' Groups Refresh
55 Memory Usage

:5‘. Users

[—j--ﬂ; Identity by TrustSec
55 Environment Data
%‘. S¥P Connactions
5‘; IP Mappings

IR P Audit

E—]--% System Resources Graphs
-y Blocks

""[j CPU

MEFHEARER  ARER
E vl
BRIFAARE ENARRBERM , HBLCLINASODMBEAR.

@EECLI

<#root>

ciscoasa#

Reload Standby
L]




show fai l over

Failover On

Failover unit Primary

Failover LAN Interface: folink Ethernetl/1 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1292 maximum

MAC Address Move Notification Interval not set

Version: Qurs 9.16(4), Mte 9.16(4)

Serial Number: Ours JAD25430R73, Mate JAD25430RCG

Last Failover at: 22:45:48 UTC Jan 31 2024

This host: Primary - Active

Active time: 45 (sec)

slot 0: FPR-2120 hw/sw rev (1.5/9.16(4)) status (Up Sys)
Interface management (10.88.15.58): Normal (Monitored)
Other host: Secondary - Standby Ready

Active time: 909 (sec)

slot 0: FPR-2120 hw/sw rev (1.5/9.16(4)) status (Up Sys)
Interface management (10.88.15.59): Normal (Monitored)

Stateful Failover Logical Update Statistics

Link : folink Ethernetl/1 (up)

Stateful Obj xmit xerr rcv rerr

General 27 0 29 0

sys cmd 27 0 27 0

up time 0 0 0 0

RPC services 0 0

TCP conn 0 0 0 0

UDP conn 0 0 0 O

ARP th1 0 010

Xlate_Timeout O

IPv6 ND th1 0 O

VPN IKEV1 SA0O 00O

VPN IKEV1 P2 0 0 0 0O

VPN IKEV2 SA0O 00O
0000
0000

00

000
00

VPN IKEv2 P2
VPN CTCP upd
VPN SDI upd 0 0 0 O
VPN DHCP upd 0 0 0 O
SIP Session 0 0 0 O
SIPTx 0000

SIP Pinhole 0 0 O
Route Session 0 0
Router ID 0 0 0 O

0
00



User-Identity 0
CTS SGTNAME 0 0O
CTSPACOOOO
TrustSec-SXP 0 0 0
IPv6 Route 0 0 0 O
STS Table 0 0 0 O
Umbrella Device-ID 0 0 0 O

0

Logical Update Queue Information
Cur Max Total

Recv Q: 0 10 160

Xmit Q: 0 1 53

@I ASDM

#ZFEMonitoring > Properties> Failover > Status , # A LA & BIW ML Z HASARRA

) Cisco ASDM 7.18({1)152 for ASA - 10.88.15.58
File View Tools Wizards Window Help

@ Home 0% Curﬁg..lal'i.un Save @.Reﬁesh OSack \;9 Forward ? Help

Device List | Bookmarks Manitoring > Properties > Failover > Status
Device List a X
% ndd ﬂ Delete ﬁcoﬂ\e(l‘ Failover state of the system:
Firiel: Go
F]10.05.15.55 e
: IU-@-IS-Q Faileower unit Primary

Failover LAN Interface: folink Bthernetl/l iup)
Reconnect timeout 0:00:00
Unic Pell frequency L seconds, holdtime 1§ seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Incerface Policy 1
Honitored Interfaces L of 12192 maximum
HAC Address Mowe Notificavion Interwal not set
Version: Curs 5.16(4),. Mace 5.1E(4)
Serial Humber: (urs JADZE420RTZ, Hate JADZS4320RCC
Last Failower at: ZI:45:48 UTC Jan 31 024
This host: Primary - Active
Active time: 5TBL (sec)
slot 0: FPR-2120 hw/sw rev (1 575 16(4)) status (U Sws)

Properties
ARA Servers
B Device Access
- AAA Local Locked Out Usi
- B Authenticated Users
- &y ASDM/HTTPS|Telnet|SSH
= ’ﬁj Connection Graphs
ﬁ Perfmon
-l Mates Make Active Make Standby Reset Faiover Reload Standby
CRL
&) DNS Cache

L]
-

- g Graphs
-8, Tdentity
-8, AD Agent
23 Groups Refresh
g, Memory Usage
Users
=g, Identity by TrustSec
8 paC
35 Environment Data
g, SYP Connections
: & 1P Mappings
1R 1P Audit
=i System Resources Graphs
ofly Blocks
— & cru
Bl Memory

= [ weep

I% Inkerfaces
‘% Routing

il les

§. osaing
HAXER
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https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade.html
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