MASART KIBE RN EH/ZERHEREX

RN ENA R ER/ZARERBN IR EENREIRE (ASA)BL X ik,

BRER

ASABF K IBmX IR MR TIREE | T H/ERBERNEA/ZBREDR,
B2 K1

« firewall-a is primary/active

- B HEb Y HEBY/E
HEYIREE P EREF N RE ZEAXE
e B 5 VR AR b o A 35 0 £ H U B L R K B B B

# failover lan unit primary
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# failover lan unit secondary
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# failover active
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# failover standby
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1. RIEE KR EL TIENIRESH 4 TERAIVRES, Bl

firewall-a/pri/act# show failover
Failover On
Failover unit Primary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces O of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL1, Mate JADSERIAL2
Last Failover at: 19:54:29 GMT May 23 2023
This host: Primary - Active
Active time: 2204 (sec)
dot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1): Normal (Not-Monitored)
Interface outside (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
Other host: Secondary - Failed
Active time: 0 (sec)
slot 0: FPR-2110 hwi/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)
Interface management (10.2.2.2): Normal (Not-Monitored)
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firewall-a/pri/act#conf t
firewall-a/pri/act#(config)#interface Port-channel 1
firewall-a/pri/act#(config-if)#no shutdown
firewall-a/pri/act#(config)#exit

firewall-a/pri/act#

firewall-b/sec/stby#conf t
firewall-b/sec/stby#(config)#interface Port-channel 1
firewall-b/sec/stby#(config-if)#no shutdown
firewall-b/sec/stby#(config)#exit
firewall-b/sec/stby#

5 BEME RIS, Hilm :

firewall-a/pri/act# sh run | inc fail

failover

failover lan unit primary

failover lan interface sync Port-channel 1

failover link sync Port-channel1

failover interface ip sync 10.10.13.9 255.255.255.252 standby 10.10.13.10
no failover wait-disable

firewall-a/pri/act#

firewall-b/sec/stby# sh run | inc fail

no failover

failover lan unit secondary

failover lan interface sync Port-channel 1

failover link sync Port-channel 1

failover interface ip sync 10.10.13.9 255.255.255.252 standby 10.10.13.10
no failover wait-disable

firewall-b/sec/stby#

6. EF A EBIFL A im L5 RS, flan

firewall-b/sec/stby#conf t
firewall-b/sec/stby#(config)#failover
firewall-b/sec/stby#(config)#exit
firewall-b/sec/stby#
firewall-b/sec/stby# sh run | inc fail
failover

firewall-b/sec/stby#

7. ¥R RERSIMRZARIEEBNREEBIRS. Hlm



firewall-a/pri/act#

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate
firewall-alpri/act#

firewall-b/sec/stby#

Beginning configuration replication from mate.

End configuration replication from mate.
firewall-b/sec/sthy#

AR EAR, B KEE(firewall-a)F BB KA B BYFH K (firewall-b)o

8. REE/E LMNEEF VIV HEE/ZH LHNEARNF, Fla

firewall-a/pri/act#write memory

Building configuration...

Cryptochecksum: ad317407 935a773c 6¢5fb66a c5edc342
64509 bytes copied in 9.290 secs (7167 bytes/sec)



[OK]

firewall-a/pri/act#

firewall-b/sec/stby#

May 24 2023 15:16:21 firewall-b : %A SA-5-111001: Begin configuration: console writing to memory

May 24 2023 15:16:22 firewall-b : %A SA-5-111004: console end configuration: OK

May 24 2023 15:16:22 firewall-b : %A SA-5-111008: User 'failover' executed the 'write memory' command.

May 24 2023 15:16:22 firewall-b : %A SA-5-111010: User ‘failover', running 'N/A' from IP x.x.x.x , executed 'write memory'
firewall-b/sec/stby#

9. RIFMBEHRBXIEM AN K& L1594 Tup/up’E3 R, Hlm

firewall-a/pri/act# show failover
Failover On
Failover unit Primary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 0 of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL1, Mate JADSERIAL2
Last Failover at: 19:54:29 GMT May 23 2023
This host: Primary - Active
Active time: 71564 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1): Normal (Not-Monitored)
Interface outside (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
dot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)
Interface management (10.2.2.2): Normal (Not-Monitored)

firewall-b/sec/stby# show failover
Failover On
Failover unit Secondary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces O of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL2, Mate JADSERIAL1
Last Failover at: 20:51:27 GMT May 23 2023
This host: Secondary - Standby Ready
Active time: 0 (sec)
dot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)



Interface management (10.2.2.2): Normal (Not-Monitored)
Other host: Primary - Active
Active time: 71635 (sec)
dot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1: Normal (Not-Monitored)
Interface outide (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
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firewall-b/sec/act# show failover
Failover On
Failover unit Secondary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 0 of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL2, Mate JADSERIAL1
Last Failover at: 19:54:29 GMT May 23 2023
This host: Secondary - Active
Activetime: 2204 (sec)
slot 0: FPR-2110 hwi/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1): Normal (Not-Monitored)
Interface outside (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
Other host: Primary - Failed
Active time: 0 (sec)
dot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-M onitored)
Interface management (10.2.2.2): Normal (Not-Monitored)
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firewall-a/pri/stby#conf t
firewall-a/pri/stby#(config)#interface Port-channel 1
firewall-a/pri/stby#(config-if)#no shutdown
firewall-a/pri/stby#(config)#exit
firewall-a/pri/stby#



firewall-b/sec/act#conf t
firewall-b/sec/act#(config)#interface Port-channel 1
firewall-b/sec/act#(config-if)#no shutdown
firewall-b/sec/act#(config)#exit

firewall-b/sec/act#

6. REERE.ERWB/ EHHAXE LEARE , ABKREIEEFHRE T RIaniz &

“secondary”,

T~ -

firewall-b/sec/act# write memory
Building configuration...
Cryptochecksum: ad317407 935a773c 6¢5fb66a c5edc342

64509 bytes copied in 9.290 secs (7167 bytes/sec)
[OK]

firewall-b/sec/act# show start | inc unit

failover lan unit secondary

firewall-b/sec/act#

7. BLEMEI®R G T
1. EHBISES B RS £ | SAE ik Efailover lan unit primary@© , UEERESEEMN
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firewall-b/sec/act# sh run | inc unit
failover lan unit secondary
firewall-b/sec/act#

firewall-b/sec/act#conf t
firewall-b/sec/act#(config)#failover lan unit primary
firewall-b/sec/act#(config)#exit

firewall-b/sec/act# sh run | inc unit

failover lan unit primary

firewall-b/pri/act#

b. WUEM AR % LRV ELIREE ., Bl

firewall-b/pri/act# sh run | inc fail

failover

failover lan unit primary

failover lan interface sync Port-channel 1

failover link sync Port-channel1

failover interface ip sync 10.10.13.9 255.255.255.252 standby 10.10.13.10
no failover wait-disable

firewall-b/pri/act#



firewall-a/sec/stby# sh run | inc fail

no failover

failover lan unit secondary

failover lan interface sync Port-channel 1

failover link sync Port-channel1

failover interface ip sync 10.10.13.9 255.255.255.252 standby 10.10.13.10
no failover wait-disable

firewall-a/sec/stby#

8. MM Ry AiE LB AHEYIH]R, flum

firewall-a/sec/stby#conf t
firewall-a/sec/stby#(config)#failover
firewall-a/sec/stby#(config)#exit
firewall-a/sec/stby#

firewall-a/sec/stby# sh run | inc fail
failover
firewall-a/sec/stby#

9. ¥ EIMEF S I RBZARIEEBHHEEBIRS, Hla:

firewall-b/pri/act#

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate
firewall-b/pri/act#

firewall-a/sec/stby#

Beginning configuration replication from mate.

End configuration replication from mate.
firewall-a/sec/stby#



AR EEER, EBAE(firewall-b)fFEL E &KX B F BB X (firewall-a)e BAEIRENE
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10. EFMNEHIERN E A/E A K (firewall-b) , EEAEN 4B/ A X EHITED.

firewall-b/pri/act#rel oad

1. BT firewall-b reload" s & ( FF15% ) 2/a , MEMIRBIFH EBH A& (firewall-a) , F
#i Afailover lan unit primary@s® , /5% Awrite memory.

firewall-alsec/act#conf t
firewall-a/sec/act#(config)#failover lan unit primary
firewall-a/sec/act#(config)#exit
firewall-a/sec/act# sh run | inc unit



failover lan unit primary

firewall-a/pri/act# write memory

Building configuration...

Cryptochecksum: ad317407 935a773c 6¢5fb66a c5edc342

64509 bytes copied in 9.290 secs (7167 bytes/sec)
[OK]

firewall-a/pri/act# show start | inc unit

failover lan unit primary

firewall-a/pri/act#

12. E¥irewall-bT2£ B3 , REFENHE/Z A RFMARERBEN. FlW

firewall-a/pri/act#

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate
firewall-a/pri/act#

firewall-b/sec/stby#

Beginning configuration replication from mate.

End configuration replication from mate.
firewall-b/sec/stby#



AR BEEE , EPAKIE(firewall-a) S EL & & 3% EI 5 B B X 3 (firewall-b) o

13. REEE , EFR/EFRLEANEF , ARIEMNEE/ZRA LNEARNT, flw :

firewall-a/pri/act#write memory
Building configuration...
Cryptochecksum: ad317407 935a773c 6¢5fb66a c5edc342

64509 bytes copied in 9.290 secs (7167 bytes/sec)
[OK]
firewall-alpri/act#

firewall-b/sec/stby#

May 24 2023 15:16:21 firewall-b : %A SA-5-111001: Begin configuration: console writing to memory

May 24 2023 15:16:22 firewall-b : %A SA-5-111004: console end configuration: OK

May 24 2023 15:16:22 firewall-b : %A SA-5-111008: User ‘failover' executed the 'write memory' command.

May 24 2023 15:16:22 firewall-b : %A SA-5-111010: User ‘failover', running 'N/A' from IP x.x.x.x , executed 'write memory'
firewall-b/sec/stby#



14. BIEHEH B EF NP X iE E1540 Fup/upiEahiRE. filan

firewall-a/pri/act# show failover
Failover On
Failover unit Primary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 0 of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL1, Mate JADSERIAL2
Last Failover at: 19:54:29 GMT May 23 2023
This host: Primary - Active
Active time: 71564 (sec)
slot 0: FPR-2110 hwi/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1): Normal (Not-Monitored)
Interface outside (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)
Interface management (10.2.2.2): Normal (Not-Monitored)

firewall-b/sec/stby# show failover
Failover On
Failover unit Secondary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 0 of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL2, Mate JADSERIAL1
Last Failover at: 20:51:27 GMT May 23 2023
This host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)
Interface management (10.2.2.2): Normal (Not-Monitored)
Other host: Primary - Active
Active time: 71635 (sec)
dot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1: Normal (Not-Monitored)
Interface outide (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
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