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BRIEE
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AR E R IIRE N debughy K50 EERF AN
ZEMNAFAKCBITEZSRTRER,
AHERNZE2E P IRGUINITRIZFRITH.

TERE

It B SRR NCSERE A 7 RE(GUN B R T2,

(1487343, +0 ms) Aug 23 18:06:01 [9568]: Processing AMP UT SCAN action: 1, type 2

MR REEAHE

b4 | Scanlnitiatori#t 2T 4 EH =,

(1407343, +0 ms) Aug 23 18:06:01 [9568]: ScanInitiator::RequestScan: Attempting to start scan: dConnect

&R AR B|Full Scan2GUI LR Y HEHRE | MEFRR.

ETR , BAREWRARSID) , ERIBEAUBESHNTEREE , LRSI AT BRRE
HERREH,

(1407343, +0 ms 3 18:06:0: er:: lishEvent: lishing type=554696714,

json={"iclsa" sce sl 2 3 s :2,"sop":0

RWEH

R LB CSEEH &L EMH 5SS M ITIE.

BHasEs



BTk, ZBEF , KAUBIUTHE :

(1407343, +0 ms) Aug 23 18:06:01 [17268]: PublishScanStartEvent publishing event succeeded for 1407343, (null)

R

XERESHERNZHEICSER,
RE , T—HREXFLERMITHHE

(1487343, +0 ms) Aug 23 18:06:01 [17268]: Scan::ScanThreadProcess: published event. Starting Scan: 1487343, [type:

Sl

HiEFm

O LLER , SIDRMEER , Rib&E4FSIDR 1407343,

AT 2 AR AN B &b it E S ITI D 3R,
SR1UEZESBFERESBERNH XY , EARAH |, ZKN 2 HHacksantana Trainer GLSS B #Y

les\se\4\Attachments\HackSantana Trainer GLS And GIS By

owEpas

EZH  BHNRMECSEERS S , AT RN B MR N ZE4RE,

AR
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ARG , BALEREHERR , THRHENEE,

Ciseo Secure Endpoint  Nimero de event

Mreel Fecha y hora Orgen 14, del evente Categors de ls tares
"j}lnformacio'n 23/08/2022 06:29:40 p. m. CiscoSecureEndpoint 1248 Scan
e 23/08/2022 06:23:18 p. m. CiscoSecureE ndpoint 1311 Quarantine
1) Informacidn 23/08/2022 06:23:18 p. m. CiscoSecureEndpoint 1300 Detection
ormacitn 23/08/2022 06:14:24 p. m, CiscoSecureEndpoint 1310 Quarantine
23/08/2022 Dke14:24 p. m. CiscoSecureEndpoint 1300 Datection
23/08/2022 D&:11:55 p. m. CiscoSecureEndpoint 1310 Quarantine
informacisn 23/08/2022 D6:11:55 p. m, CiscoSecureEndpoint 1300 Detection
i} Informacidn 23/08/2022 06:11:25 p. m. CiscoSecureEndpoint 1310 Quarantine
LY Informacidn 23/08/2022 06:11:25 p. m. CiscoSecureEndpoint 1300 Detection
() Informacién 23/08/2022 011:24 p. m, CisceSecureEndpoint 1310 Quarantine
) Infermacién 23/08/2022 D6:11:24 p. . CiscoSecureE ndpoint 1300 Detection
Evento 1249, CiscoSecureEndpeint
General Detalles
Scan [Full Scan) completed successfully. A total of 278172 files were scanned and 6 threats were detected,

EHEESR

Flashi33#

WEFHERERR , FRLR L2 T 88T Ko
FWREIR | BRI BRREEMNFS , ARSI —#F , KIKIBET —1SID , £{E52458015,

canThreadPreoc

Flashi3#7F 14

T—HRERREHRMEICSESR,

:PublishEvent: publ ish ing

25682311380E589188

BH#ExTXE  SHRRFER.

58615, +8 ms) 24 21:19 [17508]: i :PublishEvent: publishing type=554636714,

n","sid":2458815,"5 :3, 4Ev 5682311308589188



AR R

AL EWindowsEHEERPEIZEN. B2xW , ZEEREREFERHEEMERE.

- <EventData>
<Data Name="]sonEvent">{"dios":0,"ds":0,"hi":0,"scx":"Flash Scan","sdds":0,"sdfs":10951,"sdps":215,"sid":2458015,"sios":0,"sit":2,"sop":3,"sspc":0,"stp":1}
=/Data>
<Data Name="EventTypeld">554696715</Data>
<Data Name="TimeStamp">133058605022030000</Data>
<Data Name="EventId">7135602410092756997 </Data>
<Data Name="Description">EVENT_SCAN_COMPLETED_CLEAN</Data>
</EventData>
</Events

JSONZE#

(pdEEE

LS RBTRIAHEE , BURT BRI G HE,
ZHHEME  FISREEEL,
geat , W RESZ B EMITRIEME,

Groups

n Control

Network Control

MRBLZHEE |, BRERE.

E’rﬂﬁfz Advanced Settings > Scheduled Scans.



Product Updates

Advanced Settings

Administrative Features
Client User Interface
File and Process Scan
Cache

Endpoint Isolation
Orbital

Engines

TETRA

Network

Scheduled Scans

BRRE

iEE New,



Schedule

HHEERE
®IA

- FifE
o AT (E]
- KR

BLERHE , £HAdD,

Scheduled Scan

Scan Interval

Scan Time

Scan Type

ITRIPAHEERE

RERBER , REFEF—IMHREED , BIAENER

-tst" successfully updated.
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Groups

Cisco-Maintained

FHEEHR

FHSEHR

|1661470488|Daily Flash Scan (18:40)|1|3|-|48|e|2022|8|24|2122|8|24|18|4e|e|e|1|1|1]e|e|e|e</

20| 1661470489 |Daily Full Scan (18:50)|5|e|-|48|e|2022|8|24|2122|8|24|18|5e|e|e|1|1|1]e|e|e|e
5178352428800+« /maxarchive s
2428800</ ize>




FEEXML

EATRA IR HistoryDBH Y AEFEF. <scheduled>#Ric M ZRF 2 IMRFEMNIIZID(PID),

, +8 ms) Aug 25 18:43:59 [12488]: AddScheduledScanExecStatusToHistoryDB Queued 1661478488 scan. last run status: @x@ with status: @x@

i ID

WEMR , BB,

616893, +@ msj Aug 25 18:43:59 [12488]: ScheduledScanMgr::CheckAndTriggerScheduledScans scan_id: 1661478488 queued execution status: @xe

HH S BEBA

BEUERSFERAME , FEBRBRESILNEET, MRT , WHRITHHE.

(86616893, +8 ms) Aug 25 18:43:59 [12488]: ScheduledScanMgr::CanTriggerMow: [TASK_TIME_TRIGGER_DAILY] executing 1661478488 scheduled scan,
bShouldTrigger: true, timeDiff: @, days_interval: 1

(86616093, +8 ms) Aug 25 18:43:59 [8472]: ClEngineInterface::ReadOptions 1, 1, @, @, 120eee
(86616893, +8 ms) Aug 25 18:43:59 [12488]: Scanlnitiator::RequestScan loading scheduled scan ID 1661470488

AT

B L E BB MEIFHEMIEIN | H HScanlnitiator# 2B R FF R,

(B6616093, 2 53 [8472]: ClEngineInterface::SetOptions setting anner options
(86616093, 5) 25 9 [12488]: ScanInitiator::RequestScan: s 5 y loaded scheduled scan:

(86616093, 2 59 [8472]: ClEngineInterface::SetOptiens 1, 1, @, e, 12eeee
(86616093, 2 9 [12488]: ScanInitiator::RequestScan: Name: Daily Flash Scan (18:48), Type: 1, Options: 3, ScanPath: -

#RJG , Process Scan::ScanThreadProcess B s34,

(86616093, +@ ms) Aug 25 18:43:59 [15372]: Sean::ScanThreadProcess: beginning scan id: 86616893, [type: 1, optiens: 3, 3, pid: 1661470488, initiater:

4]

BEZzafyEs AL, FEECSERF R 1ZIRkE. AEANEIFEHHMNER | EAHIFHFlash,

(86616893, ) Aug 25 18:43:59 [15372]: imn::CEventMana ::PublishEvent: publishing type=554696714, j {"iclsa":"@","sce":188,"scx": "Flash

Scan","sid":86616093,"sit":4,"sop":3,"stp" 11}, uib4EventId=7135963775756148548

Rt HAEES



f@xﬁ.“*j\%-ﬂﬁfz Event Viewer > App and Services Registries.

>

M AMBRS B &

v [P Applications and Services Logs

o D) . D (R (D () CHED

Arellia

Cisco AnyConnect Diagnc
Cisco AnyConnect ISE Pos
Cisco AnyConnect Netwo
Cisco AnyConnect Secure
Cisco AnyConnect Umbre
Cisco Orbital

Cisco Secure Client
CiscoSecureEndpoint

BREMNZ2KQE , AITASHNES. SMETFHNERHATENAE,
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- <FventDataz
zData Name="ScanId">=86616093</Data=
=Data Name="ScanType"=1</Dataz
<Data Name="FilesScanned"=11575</Data=
zData Name="Threats">=0</Data=>
=Data Name="ScanInitiator'>4</Dataz
=Data Mame="ScanContext">Flash Scan=/Data=
zData Name="ErrorCode"=0</Dataz
<Data Name="ErrorContext" /=

</EventData=
</Event=

EH4UE
=

- «<EventData>
<Data Name="]sonEvent">={"iclsa":"0","sce":108,"scx":"Flash Scan","sid":86616093,"sit":4,"sop":3,"stp":1} </Data>
<Data Name="EventTypeld">=554696714</Data>
<Data Name="TimeStamp">133059446390220000</Data>
<Data Name="EventId">7135963775756140548 </Data>
<Data Name="Description">EVENT_SCAN_STARTED</Data>
<{EventDataz
</Event>

=UE

RA#EZE , BAUEIRB NS,

(86641515, +8 ms) Aug 25 18:44:24 [3116]: imn::CEventManager::PublishEvent: publishing type=554696715, json={"dios":8,"ds":8,"hi":8,"scx":"Flash

Scan","sdds":@,"sdfs":11575,"sdps" :218,"51d": 86616093, "si0s":0,"5it" 4, "s0p" 3, "s5pc™:0,"5tp":1}, uib4Eventld=71359638831308322951

B#ETHAES

ppdlikae =k

WindowsZE4#& & 88 & 'REvent Scan Started , BT Ro



- «<EventData=
<Data Name=")sonEvent"={"iclsa":"0","sce":108,"scx":"Full Scan","sid":87216125,"sit":4,"sop":0,"stp":5}</Data=
<Data Name="EventTypeld">=554696714</Datax
<Data Name="TimeStamp">133059452390500000</Data=
zData Name="EventId">7135966352736518152 </Datax>
<Data Name="Description">EVENT_SCAN_STARTED</Dataz
z/EventDataz
=/Event:=

TRE , BALLRERTNEN,

(8816 +8 ms) Aug 25 19:89:48 [18536]: im rent 3 ishEwv : publishing

p
Scan", "sdds":46012, "sd 88196, "sdps":224, "sid":87216125," ":@,"sit":4,"sop":0,"sspc":0,

B LA EWindows N EHEFRPEFILER

- <EventData:z
<Data Name="JsonEvent">={"dios":0,"ds":2,"hi":0,"scx":"Full
Scan","sdds":46012,"sdfs":280196,"sdps":224,"sid":87216125,"sios":0,"sit":4,"sop":0,"sspc":0,"stp":5} </Data>
<Data Name="EventTypeld">1091567628</Data>
<Data Name="TimeStamp">133059461880170000</Data=
<Data Name="EventId">=71359704286604832061</Data>
<Data Name="Description">EVENT_SCAN_COMPLETED_DIRTY </Data=>
</EventDatax>
</Event=
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