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« SEG Per Policyi£ 1 /2 iF35i%#%E : No Scan, Default Message Inceive Address=k Custom
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& Yes, Secure Email Gateway is present. Mo, Secure Email Gateway is not present.
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http://ESA%20FAQ: What is a Message ID (MID), Injection Connection ID (ICID), or Delivery Connection ID (DCID)?
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Select the message source

Micrasal 365 (&) Ganewy
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Sacisra Emadl Gatiwany Pl eipin Savarcd Visilsility & Remediation

Select Microsoft 365 permission mode to remediate messages.

Microsoft 365 Authentication Mo Authentication
Read/Write (Recommended) 4 (=) Visibdlity Only
Visibility
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Secure Email Gateway Massage Source Visibility & Remediation Massage Intake

Send message copies to Secure Email Threat Defense.

+ Configure your Securg Email Gateway to send messages to Secure Email Threat Defense for processing. For details, see the
Cloud Email Gateway documentation.

+ Message Intake Address: b5986efe-374c 1847e1ab@beta.cmd.cisco.com Iy
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£ Home Message Source
¥ Messages Message Intake Address

S Incoming Configure your Secune Email Gateway 1
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| Gateway Message Intake Address
BEOEG0Te-3740 1247 lad@batacm
o Administration > % Incoming

d.cisco.com

I EEISEG WebUI , &finZE Security Services ( Z£ k%5 ) > Threat Defense Connector
Settings ( BB HIERERIZE ) o

Edit Threat Defense Connector Settings

Mode —Cluster: Hosted_Cluster Change Mode... i

b Centralized Management Options

Threat Defense Connector Settings

Enable Threat Defense Connector

Message Intake | [heagaefe. 374c- 1847125 @beta.cmd. cisco.com
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S ZEMail Policies ( BRH3REE ) -

o {EAHRLESERE
- AN RS —TRRS 2“Threat Defense Connector’,
- REHEERERECER,

Mail Policies: Threat Defense Connector

Mode —Cluster: Hosted_Cluster Change Mode... ~

B Centralized Management Dptions

Thraat Defense Connector Settings

Policy: DEFALLT

Emable Threat Defense Connectar Tar This @ Use Global Settings (b5986efe-374c

Folicy: 184 Felab@beta. crmd. cisco. cam)

) Use custom Message Intake Address
) No
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Threat Defense Connector Ssttings

Paliey: DERAVAT

Enable Threat Befense Connector for This Polloy: | 0 cion i Settings (bS686efe-374c-47 a5 -aade-bEASEE4Te 1 ab@beta omd. cisco.com)

() Ve custom Mestage [ntake Address
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Threat Defense Connector
(use default)

(use default)
[use default)

(use default)

Enabled
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(Machine esal.myesa.com)> tophosts

Status as of: Fri Feb 16 19:55:34 2824 C5T
Hosts marked with 'x' were down as of the last delivery attempt.

Active Conn. Deliv. Soft Hard
# Recipient Host Recip. Out Recip. Bounced Bounced
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Fri Feb 16 21:19:22 2024 Info: TDC: MID 14501404 with Message-ID '<07afv777xxrellLg20Q@gostrt-sstp-0>"' e
Fri Feb 16 21:19:23 2024 Info: TDC: New SMTP DCID 4566150 interface 10.13.0.99 address 10.10.55.171 por
Fri Feb 16 21:19:23 2024 Info: DCID 4566150 TLS success protocol TLSv1l.2 cipher ECDHE-RSA-AES128-GCM-SH



Fri Feb 16 21:19:23 2024 Info: TDC: Delivery start DCID 4566150 MID 14501404
Fri Feb 16 21:19:24 2024 Info: TDC: MID 14501404 successfully delivered for scanning with Cisco Secure
Fri Feb 16 21:19:24 2024 Info: Message finished MID 14501404 done
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Wed Nov 29 09:03:05 2023 Info: TDC: Connection Error: DCID 36 domain: the.tdc.queue IP: 10.10.0.3 port:

APIEREFTLSEH IR S BMNEIBE IR,

Fri Feb 14 04:10:14 2024 Info: TDC: MID 1450012 delivery failed to Cisco Secure Email Threat Defense:TL

L RPIE RWSETD Hictkibut T3 , S HEIRE,

Wed Nov 29 09:07:16 2023 Info: TDC: MID 171 with Message-ID '<20231129090720.24911.11947@vm21bsd0050.cs
dress test@esa.example.com

Wed Nov 29 09:07:16 2023 Info: DNS Error esa.example.com MX - NXDomain

Wed Nov 29 09:07:16 2023 Info: TDC: Hard bounced - 5.1.2 - Bad destination host ('000', 'DNS Hard Error
Wed Nov 29 09:07:16 2023 Info:

TDC: MID 171 delivery failed to Cisco Secure Email Threat Defense: Hard Bounced.

Wed Nov 29 09:07:16 2023 Info: Bounced: DCID O MID 171 to RID O - Bounced by destination server with re
wmx) :
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https://www.cisco.com/c/m/zh_cn/products/security/email-security/setup-guide.html#~your-journey
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/series.html
https://www.cisco.com/c/zh_cn/td/docs/security/email-threat-defense/user-guide/secure-email-threat-defense-user-guide/setup.html
https://www.cisco.com/c/zh_cn/td/docs/security/email-threat-defense/user-guide/secure-email-threat-defense-user-guide/setup.html
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