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5 fii = B B (Administration)-> & {2 & 2 (Identity Management)->4 (Groups)->F F° & {34 (User
Identity Group). B FI7R.

[ ] &% ESA_Admin
[] &t ESA_DEMO
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EWSRE | QBRI BEEFETRIES 9:.2143@']3&5’]%@2%’]%?0 BERIISEHSM
FAdministration -> Identity Management -> Identities , ARSI AR5 B L EOIEZNA DR
BF. mER.

Network Access Users List > New Network Access User

¥ Network Access User

* Name | ESA_admin

Status |[] Enabled «

Email |admin5@mydomain.com

v Passwords

Password Type: Internal Users -
Password Re-Enter Password

* Login Password | esesssssecsces | | | | Generate Password i

Enable Password | | | | | Generate Password | (i
User Groups

v User Information

( o)

First Name | T= " =

brid ALL_ACCOUNTS (default)
Last Name | -

& AH\JCDI'II‘IECt
1 Dot1X

[y
'J } |_

v Account Options
& s Employee

Description —— &% ESA_Admin ;
&1 ESA_DEMO

£ ESA_Diego_Admins

£1 ESA_Monitor

£ GROUP_ACCOUNTS (default)

Change password on next login O

v Account Disable Policy

[J Disable account if date exceeds <i" GuestType_Contractor (default) fy-mm-dd)
£ GuestType_Daily (default)

v User Groups £ GuestType_Weekly (default)

|Select an item

Csibmt JTE

R30I B AE B3 4.

RADIUSH A IIE AJ AR ERNEBEXHNERTRUITER , BER , FoRAR. EXKIRE
, 15 S E KB (Policy)-> 5B 7T & (Policy Elements)->%%(ResuIts)->E$X(Authonzatlon)->ﬁ1‘xm
iR 324 (Authorization profile).

AE: AN EIENAGLIR - MRRNEENH,



Authorization Profiles > Aavega_ESA_Admin

Authorization Profile

*Name |ESA_Admin |

Service Template 0
Track Movement [ ;

Passive Identity Tracking (7] ;

v Common Tasks

[_] web Authentication (Local Web Auth)

() Airespace ACL Name

ASA VPN Administrators

(L] AvC Profile Name

v Advanced Attributes Settings

|Select an item |

Description | y:
*Access Type [ACCESS_ACCEPT v ]
Network Device Profile a Cisco | w| 2

X BREAradiusKBH25HIBEERB . LLBRMYIEAsyncOS(ESA/SMA) L H Bt & T
ft. ME3H , EE A RCLASSE MR M.

SR4. QIR BRNE
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MBI , ISELBEFAES , FHFCLASSEE L FRREE L.
SHERM>HEIESTM (+F5)

+  Swhs  Policy Set Name Description Conditions

# ©  Mew ooy St 1 + o o

Allowed Protocols | Server Sequence  Hits  Actions  View

>




BEBMHHERINSLUNMAIESR NG, ARKINEMFFARadius, NAS-IP-Address, RIZHTR AL,

we  dentity Services Engine Home b Context Vaibilty & ) - + Adeni 5 b g @  Liconse Waming 4

Policy Sets |~ Profiing  Posture  Client Provisioning  » Policy Elements
Click hafa to dbvri.-l.ulﬂy saltup Do nol show this again

+ Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits  Actions View

@ ESA_Policy Q MNetwork Access-Devics IP Address EQUALS 10.122.111.238 Default Network Access o o 16 o >

>
EEBHEERNGER , BARMEHE. EF BFR NI

LI R4 65 F InternalUser-ldentityGroup 7 S8 /MR AN EL & U4 ITEL,

™ Authorization Policy {5)

Results
+
Status  Rule Name ‘Conditions Profiles Security Groups Hits  Actions
@ ESA Moniior A IntermalUser ldentityGroup EQUALS User [dentity Groups:ESA_Monitor * ESA_Monitors + 4 froen kst -+ o £+ ]
(@  ESAHelpDesk & IntemalUser-ldentityGroup EQUALS User Identity Groups-HolpDesk * ESA_adenin + roen st -+ ] £

S B5.7EAsyncOS ESA/SMAR 5 A S8 & 12 18I .

B FAsyncOSI&&F (ESA/ISMA/WSA), H S EESA LN REEE> >3 5 0Bir> 8 AR

Edit External Authentication

External Authentication Settings
Enable External Authentication

RELUTE -

- RADIUSHR S 28 A&
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Edit External Authentication

External Authentication Settings

Enable External Authentication

Authentication Type: RADIUS B

RADIUS Server Information: | | pap1yS Server Port Shared Secret Timeout | Authentication| | Add Row
Hostname Value protocol
(in
seconds)
x.x.x.X | [1812  [seeseeee B PAP B @

External Authentication Cache Timeout: (7) IO seconds

Group Mapping: (O Map externally authenticated users to multiple local roles. (recommended)

RADIUS CLASS Attribute Role (2) Add Row ]
|Admin istrators Administrator 8 ]
|Mn nitors Operator %] @

RADIUS CLASS attributes are case-sensitive.

Map all externally authenticated users to the Administrator role.

A : RADIUS CLASSEM XM ESIRIPELHE BT ( FERF IASA VPN ER
FET)o

BriE

FEFRIENAsyncOSRE , BNERTFHRANBRACERIESENAE, MEATEAFAR
RYBR R P 7R o

Email Security Appliance is getti

stftalie Cisco CO00V

Cisco Email Security Virtual Appliance

N Monitor

My Dashboard

I Printable PDF &

Attention — i You can customize this "My Dashboard" page by adding report modules from different reports.
Some modules are added for you by default. The Overview page can be accessed from Monitor

> Overview.

System Overview
Overview > Status [ Overview > Quarantines - Top 3 by Disk Usage (Policy and Virus) Bd
System Status: Online No guarantines are available

Incoming Messages per hour: 0
Messages in Work Queue: 0
System Status Details Local Quarantines

TR HE R



MREBRZHEESALRN , AR TEE AP BRNEBTLTY . FE AR HERPURE L.
BRESAHMAREHRIEEFRAAEANSSFORIIASRFINEERAE,

RADIUS CLASS attributes are case-sensitive.

Map all externally authenticated users to the Administrator role.

RXARREN, = HEREFR, NRBEFHY , ENEHISE RADIUSERELE X ( CLASSEM
25 ) MBRIERE



https://www.cisco.com/c/zh_cn/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide_24/m_monitoring_and_troubleshooting.html#id_23312
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