ONAfE Bizg Bt HLAR A H = HE BR

&g

ANENBMAFER LT DM (SCAMERBFE RN RHRSH S AR A,

BRER

L =0 (SCA)LLHI#H Stealthwatch=(SWC) |, XERFAILLERER,
SCAERBBRETAMBIEIE , ATMENONA, ONAZ BRI SIENZBZEFRKEI A,
A @R E Fona-20.04.1-server-amd64.iso debianZ& %%,

AR A% BERRY AT RE R X

B ZARRARZE2SBEBRZENHIVIRES.
XERZNHNROIREMNERRNEE , FEXR XA RGEEETENHE

R AR HLAE BB

SCAIIFEEBRENZREYIFK,. BEFFRILAME , FSME satings> Sensors.

HBREP BRI ERBUNLERT , F AFTERKENLNESNBERFE.



You can monitor traffic in public cloud environments by following the instructions on the relevant integrations page:

ona-a6fcbd4 = ona-cee2le

o =
(/] N il
& &
7 m. U R v
(# Change settings (& Change settings

K E R L1L Es

P £& 8] B

ONAZEHL I BE L Einternet 5 [ AX PR , M S Bt BESHFI A B4,

MiXONAEHEEREpingE 2 HAYES) Pt | $1207£8.8.8.88 — N Google DNSERS 88

EFONAE B85 Hi=1Tping -c4 8.8.8.8 T,

<#root>



user@example-ona:~#

ping -c4 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

From 10.10.10.11 icmp_seg=1 Destination Host Unreachable
From 10.10.10.11 icmp_seqg=2 Destination Host Unreachable
From 10.10.10.11 icmp_seg=3 Destination Host Unreachable
From 10.10.10.11 icmp_seg=4 Destination Host Unreachable

--- 8.8.8.8 ping statistics ---
4 packets transmitted, O received, 100% packet Toss, time 3065ms
user@example-ona:~#

MREBERTEpingB EHAVESNIPibiL , BH —PRE,

fif Froute -nf S EERIAM K,

A arp -an HBEN FRIAMKES T A M kBT I ILARP)Z B .

WMRZREREEB pingB E AP , MAIXDNSEH A BT LUK AZ BEEE B THIRED

P
AT

B F AR BES Hi= 1T sudo curl hitps://sensor.ext.obsrvbl.comr

o

cul i S8 E R , X sensor.ext.obsrvbl.comfIDNSEEAT KW , # B EEIFZEDNS,

<#root>

user@example-ona:~#


https://sensor.ext.obsrvbl.com

sudo curl https://sensor.ext.obsrvbl.com

[sudo] password for user:
curl: (6) Could not resolve host: sensor.ext.obsrvbl.com
user@example-ona:~#

HRMBRNERER | F AR AHRBME RS,

<#root>

user @xanpl e- ona: ~#

sudo curl https://sensor.ext.obsrvbl.com

[ sudo] password for user:
{"wel cone": " exanpl e-donai n"}
user @xanpl e- ona: ~#


https://sensor.ext.obsrvbl.com
https://sensor.ext.obsrvbl.com

EE AT BME Reurl i LA AR BIAY X US : https://sensor.ext.obsrvbl.com®XiM : https://sensor.eu-prod.obsrvbl.comi® K &
A : https://sensor.anz-prod.obsrvbl.com

BRBH MR RERER | BERRERSHEEXK,


https://sensor.ext.obsrvbl.com
https://sensor.eu-prod.obsrvbl.com
https://sensor.anz-prod.obsrvbl.com

user@example-ona:~# sudo curl https://sensor.anz-prod.obsrvbl.com
[sudo] password for user:

{"error":"unknown identity","identity":"240.0.0.0"}
user@example-ona:~#

DNSIa) &

MRERBRBET LB IDNSHEMN EHE , B A cat /etc/netplan/O1-netcfg.yaml i I IEDNSIE B

MEDNSIEBEFEF KX , BSHREHFDNSEEH 5

O
T

WIFDNSIRE S , &= 1Tsudo systemctl restart systemd-resolved.servicedn

o

T AREEAH L.

<#root>

user@example-ona:~#

sudo systenct|l restart systend-resol ved. service

[sudo] password for user:
user@example-ona:~#

E#DNSEE

EFE HNetplanP BIDNSIRSSES , AT LS S M £& 52 O A9 NetplanBid & X4



Netplanf & X #+ 77 f# £ /etc/netplan B &,

B EBFZRPEE —NEAENYAMLI . TUHI XA £ 01-netcfg.yaml F/2850-cloud-init.yaml,

{8 F sudo vi /etc/netplan/O1-netcfg.yaml &5 73T FF Netplanfit B 34



ENetplanBl B XX HH |, FEMLEE O T HE“nameservers’ %4A.

A LUEE 2/ DNSIRSS 5Pttt , FAEF 2 M.

£ sudo netplan apply @ E R A T NetplanBi B,

Netplan’y systemdf# 47 #9 AR 55 4 B B XX 4o

ERBFHDNSHENTBIRBCIRE |, Bz {Tresolvect! status | grep -A2 'DNS Serversii o

<#root>

user@example-ona:~#

resol vectl status | grep -A2 'DNS Servers'

DNS Servers: 10.122.147.56
DNS Domain: example.org

user@example-ona:~#

AU REEH

LR A EREA BT —&E NS IRE S © “Failed to create new system journal : No space left on device” ( RIBH RSB &
W g% ERERREER )

XRTHWEEHE , HBE/root X HREFEBERREHE,

BTdf -ah /&, HBEEEZLZERTA,



<#root>

user@example-ona:~#

df -ah /

FiTesystem Size Used Avail Use% Mounted on
/dev/mapper/vgona--default-root 30G 30G 0G 100% /
user@example-ona:~#

& Fjournalctl --vacuum-time 1das £ 8RR 1A B % B R AR A Z2 18]

<#root>

user@example-ona:~#

journal ctl --vacuumtime 1d

Vacuuming done, freed OB of archived journals from /var/log/journal.

{Removed for brevity}

Vacuuming done, freed 2.9G of archived journals from /var/log/journal/315bfec86e0947b2a3a23da2a672e577.
Vacuuming done, freed OB of archived journals from /run/log/journal.

user@example-ona:~#



BRENTFHZRBENEDEERPIIHNRERSEER,

ANBRZLZTZ D ( Stedthwatchs= ) =R FNER RIZIER : https//www.cisco.com/c/en/us/support/security/stealthwatch-
cloud/series.html

BEREE

SRR EERE R B RHNDNSRENE BRI 2IB RS

R4 BRI P TU ZE A SR RBR A 0 B, M AT LR LIRS



https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/series.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/series.html

AR RS AT RIARRKNWONALRER | %A B E LEEH E3) ERnetflowH/sH I PFIX IR,

iZ{Tgrep PNA_SERVICE /opt/obsrvbl-ona/configds & AT E IR o

<#root>

user@example-ona:~#

grep PNA_SERVI CE / opt/ obsrvbl -ona/config

OBSRVBL_PNA_SERVICE="false"
user@example-ona:~#

MRRSFEE Rfdse, BRIEESCAITFFRBREREEFIH T Settings > configure monitoring FT T #Y W £,

4 ona-80a187 Settings -~

s
IP Address: 192.168.20. change name

Heartbeat Received: » 2023-02-1

configure Netflow/IPFIX

Heartbeat Sent: 2023-02-1
| act Flnw Roacard & 2023-N72-1




iZ{Tps-fuobsrvbl_ona|greppnais & , HEZRBETFRS , UREBIIHTEN L EREZEE,

<#root>

user@example-ona:~#

ps -fu obsrvbl _ona | grep pna

obsrvb1l+ 925 763 0 Feb09 ? 00:29:04 /usr/bin/python3 /opt/obsrvbl-ona/ona_service/pna_pusher.py
obsrvbl+ 956 920 0 Feb09 ? 00:24:00 /opt/obsrvbl-ona/pna/user/pna -i ens192 -N 10.0.0.0/8 172.16.0.0/12
obsrvbl+ 957 921 0 Feb09 ? 00:00:00 /opt/obsrvbl-ona/pna/user/pna -i ens224 -N 10.0.0.0/8 172.16.0.0/12
user@example-ona:~#

ZHSHHREETR , PNARSHHZIDRNI56HM957 |, 3+ B 1Eens192fens2244Z O L 5= F. A #1355 10.0.0.0/8. 172.16.0.0/12F
192.168.0.0/16,



AR IBEENEO BN T RRARBNEENIREMN S

SSL iR

{8 Filless /opt/obsrvbl-onall ogs/ona_service/ona-pna-pusher.logis 4548 2 /opt/obsrvbl-onall ogs/ona._service/ona-pna-pusher.logX 4 2 & 171
SSLEEIR.

BEAMRHE T —MERTH



(Caused by SSLError(SSLCertVerificationError(l, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify fa

1= {Twget htps/s3.amazonaws.com@ B HEFHME , EREEEMTEEHHTTPSRE,

WMRFEHTTPSRE , BFHAMNEMREFRIRRERRFIVFEET R TFFIRS.


https://s3.amazonaws.com

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



