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Connectivity | Lau 24 Hours v

Network tunnel groups o

4 pisconnested o 3 warning

2 Connected -]

Data Transfer [ iumzavous v |
TOTAL USAGE

Usage data - delayed up 1o 30 min,

1.33 GB Total traffic

202.13 MB -~ increase (last 24 hours)

366.26 MB Received

22114 MB -~ Inerasss {last 24 hours)

961.01 MB sent

19,01 MB “u Dacreate (last 24 hours)

sPM

Resource connector groups o e

1 biscannestod

O overloaded [in Last 24 Hours)

PN - 1AM 2 AM - 4 AN

AT Connect > Network Connections > Network Tunnels Groups

B2 Overview Overview

The Overview dashboard displays

’.’ Connect Essantials
= Network Connections
ii. Resources Connect data centers, tunnels,

resource connectors ’
[ | Secure Users and Groups

Pr N and manage users and
u Moni[or ar Of use In access rules

End User Connectivity

Manage traffic steering from
“Q Admin endpoints to Secure Access

o fENetwork Tunnel Groups T # & + Add
Network Tunnel Groups

A network tunnel group provides a framework for establishing tunnel redundancy and high
Awailibility. Connect tunneds 10 the hubs within a network tunnel group 10 Secunely contnol
USEr ACOESS 10 Ui Intermet and private resources. Help o7

€ Search w Status b ] 2 Tunnel Groups
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https://login.sse.cisco.com/

@ SansrsiEsitings | General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel

@ Tunnel ID and Passphrase group will use.
. Tunnel Group Name
@ Routing
[ Fortigate ® ]
@ Data for Tunnel Setup Region
[ Europe (Germany) v ]
Device Type



AR RFRBEER AV ERITNXE,

o TERKHES EEE Tunne ID Format Passphrase

+  RifNext



@ General Settings

@ Tunnel ID and Passphrase

@ Routing

@ Data for Tunnel Setup

- BEEEEMSZLERE

«  RifSave

@ General Settings

@ Tunnel ID and Passphrase

o Routing

@ Data for Tunnel Setup

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this
| tunnel group.

Tunnel ID Format

@® Email IP Address

Tunnel ID

[ fortigate ® J Ii@ﬁfu::::’vrf:‘.>sStt:.c:iscrwom
Passphrase

The passphrase must be between 16 and 64 characters long. It must include at least one
upper case letter, one lower case |letter, one number, and cannot include any special
characters.

Confirm Passphrase

e

AEBEREREVRMEBREN PSR HEN

Routing options and network overlaps

Configure routing options for this tunnel group.

Network subnet overlap

(] Enable NAT / Outbound only

Select if the IP address space of the subnet behind this tunnel group overlaps with other IP address spaces in your network,
When selected, private applications behind these tunnels are not accessible.

Routing option

@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.100.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

BHERESave XBEMELE , BREZEEUMT —FHEE, Configurethe VPN Siteto Site on Fortigate.



BB
Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel
devices. This is the only time that your passphrase is displayed.

Primary Tunnel ID: @ -sse.cisco.com [
Primary Data Center IP Address: 18.156.145.74 (1

Secondary Tunnel ID: @ -sse.cisco.com [

Secondary Data Center IP

Address: 3120.45.23 [0

Passphrase: PO

1EFortigate E Bt B VPN Y R B ¥E =

SR B4R Forti gated® £ E R

=i VPN > |Psec Tunnels

Ll VPN
IPsec Tunnels
IPsec Wizard

|Psec Tunnel Template

VPN Location Map




e il Create New > IPsec Tunnels

4 Createnew +

' IPsec Tunnel

|Psec Aggregate

«  BfCustom, EiiEName H & HNext,

@ VPN Setup

Mame 2 | Cisco Secure 1

Template type  SitetoSite Hub-and-Spoke Remote Access

< Back Next > Cancel

ET—KEH  BFEIFTENFEENetwork AR E,
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Network Network

IP Version IPv4 RIS IP Version 1Pv4
Remote Gateway Static IP Address i Remote Gateway Static IP Address
IP Address 0.0.0.0 IP Address 18.156.145.74
Interface v Interface | # waN (port1)
Local Gateway > Local Gateway (@ ]
Mode Config Mode Config
MNAT Traversal Disable Forced MNAT Traversal E Disable Forced
Keepalive Frequency 10 Keepalive Frequency 10
Dead Peer Detection Disable  On ldle Dead Peer Detection Disable Onldle
DPD retry count 3 DPD retry count 3
DPD retry interval 20 § DPD retry interval I 10 Is
Forward Error Correction Egress Ingress Forward Error Correction Egress Ingress
B Advanced... & Advanced...
Add route LY © Disabled Add route O Disabled
Auto discoverysender @ Enabled Autodiscoverysender @ Enabled JlxRoltr sG]
Auto discovery receiver @ Enabled Autodiscoveryreceiver @ Enabled
Exchange interface IP @ Enabled Exchange interface IP ® Enabled

Device creation € @ Enabled JxNolEElNEN| Device creation © ® Enabled =15 on o

Aggregate member @ Enabled xNoEETE

¢ Network

IPVersion : IPv4

+ Remote Gateway 87 IP it

« IPAddress : {§ FIBRiE $3E 5 B Primary |P Datacenter |P Address, 43 EERYIP
« Interface : EFREZITHATFRUBRENWANED
+ Local Gateway : 2R RNERIAE

+  ModeConfig : 2R AERIAE

+  NAT Traversal ./ A

¢ Keepalive Freguency :10

»  Dead Peer Detection ;32 5E

e DPDretry count :3

e DPDretryinterval :10

« Forward Error Correction : #&20i%& PR EI%4E,

o Advanced... : FHEE N MK,



I B & IKE Authentications

S HWIE
Authentication Authentication
Method Pre-shared Key - Method I Pre-shared Key
Pre-shared Key Pre-shared Key I sesssane
IKE IKE
Version 2 Version 1
Mode Aggressive

¢ Authentication

Method : TIRZZHNEBIANE

Pre-shared Key : i FiB218 5z 5 BR 7 44 T Passphr asefy

« IKE

Version : EEIMA2,
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Phase 1Proposal ©Q Add

Encryption AES128 -
Encryption AES256 -
Encryption AE5128 -
Encryption AES256 -

32
Diffie-Hellman Groups 21

15
Key Lifetime (seconds) 86400
Local ID

¢ Phase 1 Proposa

Authentication
Authentication
Authentication
Authentication
31 30

20 [ 19
14 /G 5

Encryption : %£EAES256

SHAZ256
SHA256
SHA1
SHA1
29 28

18 17
2 1

o Authentication : i&#FSHA256

«  Diffie-Hellman Groups : &5 4E19F120

27
14

X X X X

+ Key Lifetime (seconds) : 864007 ZRiAE

Phase 1 Proposal @ Add

Encryption AES256 = | Authentication | SHA256 -

32 31 30 29 28 2
Diffie-Hellman Groups .

Key Lifetime (seconds) 86400
Local ID I fortigate@8195126-621099508-sse.ci I

* Locd ID : EFARBREHESRPLEN Primary Tunnel 1D

I EE E Phase 2 Proposal

SE2R BRI

o

)



New Phase 2 @ O

Mame CSA
Comments Comments p
Local Address addr_subnet «  0.0.0.0/000.0
Remote Address addr_subnet «  0.0.0.0/0.0.00

New Phase 2
B Advanced...

MName CSA
Phase 2 Proposal @ Add

Comments
Encryption AES128 ~  Authentication = SHA1 vl x SEIHETE i p
Encryption AES256 = Authentication = SHA1 - x Local Address addr_subnet = 0.0.0.0/0.000
Encryption AES128 »  Authentication SHA256 v % Remote Address addr_subnet «  0.0.0.0/0.000
Encryption AES256 - Authentication SHA256 - X & Advanced...
Encryption AES128GCM = X Phase 2 Proposal @ Add
Encryption AES256GCM + % Encryption AES128 « | Authentication | SHA256 -
Encryption CHACHAZ0POLY1305 = X% Enable Replay Detection
Enable Replay Detection [ Enable Perfect Forward Secrecy (PFS)
Enable Perfect Forward Secrecy (PFS) [ Local Port All
32 31 30 29 28 27 P e All
Diffie-Hellman Group 21 (] 20°[] 19 18 17 16
15 | 14 M 5 2 1 Protocol All

Auto-negotiate
Local Port All £

Autokey Keep Alive
Remote Port All

Key Lifetime Seconds -
Protocol Al 19

Seconds 43200

Auto-negotiate

Autokey Keep Alive

Key Lifetime Seconds -
Seconds 43200

* New Phase2

Name : BRIA ( ERBVPNEI BT )

Local Address : Btik¥(0.0.0.0/0.0.0.0)

» Remote Address : ER1A9(0.0.0.0/0.0.0.0)

¢ Advanced

Encryption : #%&$FAES128

« Authentication : %&#ESHA256
+  EnableReplay Detection : ZRiIAK (BA )
«  EnablePerfect Forward Secrecy (PFS) : BUNE F & i%4E

¢ Local



Port : BRIAR (BA)

+  RemotePort : BIAHN (BA)

+  Protocol : BikH (BA)

« Auto-negotiate : I EIAE ( RFFIE)

+  Autokey Keep Alive : IR BRIAE ( KRARIE )
o KeyLifetime : IR HERIAE (B)

+  Seconds : ERIAJ9(43200)

25, REOK, JLAH#E , BELBEVPNEFERZEHRIEM , BAINSENITT—F , Configurethe Tunne Interface.

O CsA ™ WAN (port1) O Up

B ERSEED
BERER , FLEERAEROBEAE —MFED | %% 0 A#ESSecure AccessBEFIWANEE D,

EREEEM , HSME Network > Interfaces.

i FortiGate VM6&4-AZURE 1

++ Network )

Interfaces o I I I :
[+ Create New~ | # t tegr t Search Q

IF/Metmask = Administrative Access 5

[E] 8e B02.3ad Aggregate @

B= fortilink Be 802.3ad Aggregate Dedicated to FortiSwitch PING

Security Fabric Connection

[E # Physical Interface @

B LAN (port2)

B Physical Interface 192.168.100.5/255.255.255.0

= WAN (port1) = Physical Interface 10.3.4.4/255.235.255.192 PING

> B @ Tunnel Interface @

1 NAT interface (nafroot) 2 Tunnel Interface 0.0.0:0/0.0.00

RFACATEZ£HRBENRKA ; EAGTHWAN 0O,

=) ® WAN (port1) [®™ Physical Interface

...... ® () CSA (=) Tunnel Interface

e ———



o BHEEMTunnd Interface ¥ & &7 Edit

+ CreateNew~ || ¢ Edit ] 1 Delete Integrate Interface Seart

Name < Type

[-] 3e 802.3ad Aggregate @

Je fortilink de 802.3ad Aggregate
[=] M Physical Interface @

™ LAN (port2) ™ Physical Interface
= ™ WAN (port1) [® Physical Interface
' =y CSA (&) Tunnel Interface

. REERET-TMHE

Name 2 CsA Name @ CSA

Alias Alias

Type (2 Tunnel Interface Type (2 Tunnel Interface

Interface ™ WAN (port1) Interface M WAN (port1)

VRFID @ 0 VRFID @ O

Role € Undefined v Role @ Uncefined v

Address Address

Addressing mode Manual Addressing mode Manual

P 0.0.0.0 P | 169.254.0.1 |
Netmask 255.255.255.255 Netmask 255.255.255.255

Remote IP/Netmask | 0.0.0.0 Remote IP/Netmask | 169.254.0.2 255.255.255.252




e Interface Configuration

o IP: BEMEHSENTAEHIP(169.254.0.1)

» Remote IP/Netmask : FHZEIPEENELQIPH T —MP, MEREIEH30 (169.254.0.2 255.255.255.252)

2ZJa , REHOK REEREHME T —F | Configure Policy Route ( EFRMNEEH ) -

BE  THUESE , BT EFortiGae LB B XIERE , LATRAWRBRENBERH#TRLVRURRKRAERS
5 R Y B R R B IR F B R R TR R B R 4
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e, BEFVPNEEB R ZSRE ; E , E4RGREEFKHAIRZ SR |, LRI EE TR E RIS Forti Gatelh A 1 5 81 & F K #Y
WiE,

S/ ZE Network > Policy Routes

Dashboard 4+ Create New

Network

Seq.#
Interfaces

DNS

|IPAM

SD-WAN

Static Routes

Policy Routes




If incoming traffic matches:

Incoming interface +
Source Address

IP/Netmask

Addresses +

Destination Address

IP/Netmask
[+]

Addresses +

Internet service +
Protocol TCP UDP SCTP Specify

Type of service 0x00 Bit Mask 0x00
Then:
Action S EIGHIE (s Stop Policy Routing
Outgoinginterface @ @ CSA v
Gateway address
Comments Write a comment... £ 0/255
Status [+ ANELIELE © Disabled

¢ If Incoming traffic matches

If incoming traffic matches:

Incoming interface F LAN (port2) x
+
Source Address
IP/Netmask | 192.168.100.0/255.255.255.0 |
[+]
Addresses +

Destination Address
IP/Netmask

Addresses = all x

Internet service

Protocol TCP UDP SCTP PN E Specify

Type of service 0x00 Bit Mask 0x00
Then:
Action I HTE i Stop Policy Routing
QOutgoing interface @] = CSA 'I
Gateway address 169.254.0.2
Comments Write a comment... £0/255
Status (A ELERN O Disabled

Incoming Interface : BTN NFREEHFKHEZSHR (RER ) HWEO

¢ Source Address

IP/Netmask : 1R NEEHFOMN TR |, B LEDR

+  Addresses : IREHIEXNRARBFERBSMNMEONS DTN , W ERIED]

e Destination Addresses

Addresses : #%# all



e Protocol : i%&# ANY

¢ Then

- Action : Choose Forward Traffic

+  Outgoing Interface : £#%7E 25 B Configure Tunnel Interfaces & SR AYBEEE O

»  Gateway Address : it & £ 25 ¥ Remotel PNetmask F it & Y I 2 P

o Status : EEEEH

KREOK REFEE , IEEAURIRE S REREENBBHI LI,

Loang

ERITUHENNRERECENRAIRLEE , BEMMED ; EUMEERN EREHRELHIP, REERACUET T -

A
™

<tfroot>

C:\Windows\system32>curl ipinfo.io { "i

BUNEERENNHLTER !

Min Host:151.186.176.1

Max Host :151.186.207.254

"151.186.197.1", "city": "Frankfurt am Main", "region": "Hes
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