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BRI,
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ANHEHPHEEHRETREZRERETNRZUEN, AXEPEANAMERERVEXAR
M(BA) BE, MREREEIMEZ LRE , FRRECECHEAGTSNEL THEBERT,

ERER

PEAP fl EAP-TLS HEHFEA TLS/Z2EEFE (SSL) f2iE, PEAP XRS5 & B RIE
, AERSHFTERIUED , HAEFRIEAHSH, EAP-TLS 7 ACS RE 8 ( SHRIE, R
gtk [AAA] ) MIEFHBEIEPIER TERAMEIAE , dEAEIHLN &4,
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BERULT SERECE ACS 3.2,

1. 3REXACS RS2+,

2. BLE ACS LAMF T2 ff R AVIE B,

3. 8% ACS RMEFH EiF BME HH,

4 EFEHREHE ACS LEE PEAP RE,
5. MEASEEHAEEN AAA B,

6. EBASAFBIERE.

7. BB RS,

FREXACS BR S5 BRAF 5
BB T SBRRBIES.

1. 1€ ACS RE25 L3TH Web X %25 , HiEu£=% A http:/CA-ip-address/certsrv ip
address/certsrv 158 CA RF588. UEE R 50 EFEH,



Site:
Uzer Mame
Pazzword

Lromain

10.66.73.241

Enter Metwork Password K |

% Flease type pour uger name and pazsword.

Adrniriztrator

HEENX

SEC-SYD

[T Save this password in your password list

k.

Canicel

2. i%$% Request a certificate , AAf5 % & Next,

Welcome

Microsoft Certificate Services - Cur TAC CTA

Select atask:

You use this web site to request a certificate for your web
browser, e-mail client, or other secure program. Once you
acquire a certificate, you will be able to securely identify
yourself to other people aver the web, sign your e-mail
messages, encrypt your e-mail messages, and maore
depending upon the type of certificate you request.

" Retrieve the CA certificate or certificate revocation list
[F Request a cer‘[ificate]
 Checlk on a pending certificate

Mext = |

3. #%&# Advanced request , A/ % & Next.




Microsoft Certificate Services -- Our TAC CA

Choose Reguest Type

Flease select the type of request you wiould like to make:

 LUser certificate request

(@ Advanced request)

Mext =

4. 1% Submit a certificate request to this CA using a form , /5% &5 Next.



Microsoft Cerificate Services - Oour TAC CA

Advanced Certificate Requests

Yol can request a certificate for yourself, another user, or a
computer using one of the following methods. Mote that the
policy of the certification authority (CA) will determine the
cemtificates that you can obtain,

(& Submit a certificate request to this CA using a form )

© Submit a cerificate request using a basetd encoded
F.CS #10 file or a renewal request using a basetd
encoded PHCS #7 file

¢ REequest a certificate for a smart card on behalf of

another user using the Smart Card Enrollment Station.
You rmust have an ehrolliment agent certificate to submit a request
for another usear.

Mext =

5. BREBIE %L, EF Web Server fEREH#R. A ACS IRE 2B,



Microsoft Certificate Services -- Our TAC CA

Advanced Cetificate Request

Certificate Template:
[lWeh Server j]

ldentifying Information For Offline Template:

[Name: |DurﬂnCS ]
E-tail:

Company:

Department:

City:
=tate:
Country/Region: [US

MEAKR
/MEIEN 1024, i&H Mark keys as exportable #l Use local machine store i, 1R1E% ZhL
BEHAMIED , A5 % E Submit,




Key Options:

CSF’:lMicrnsnﬁ Basze Cryptographic Pravider w1.0

ey
sage:

[HE'_-,-‘ SIEEI']I:IEJJ ]3;;1323 (common key sizes: 512 1024 )

& Create new key set

" Exchange © Signature & Both

[T Set the container name
" Use existing key set

™ Enable strong private key protection

UF Mark keys as ez{pnr’[ahlej
™ Export keys to file

[F Use local machine stnrej

You must be ah administrator to generate
a kel in the Jocal machine store.

Additional Options:

Hash
af3-~Ig||:|ritP1r’r1:|SH’&":I [

Onlly wsed to sigh request.

™ Save request to a PKCS #10 file

=)

Attributes: -
4 b

submmit =
i MR
BEIN—NEEED , BRMAEN (BURTHNRENEZE/BRIRE ) , FEH R HE,
Potential scripting Violation |

This Web site is requesting a new certificate on wour behalf. You
shiould allow only krusked WWeb sites to request a certificate For wou,
Do vwou wank ko request a certificate now?

6. 2.5 Install this certificate.



Microsoft Certificate Services - Cur TA

Certificate Issued

The certificate you requested was i5sued to you.

Install this cerificate

& R
BEINESTEN  EAHNAEN (AURTRRFNLL/BAMIRE ) , FRHRHE,

Potential Scripting ¥iolation |

This "Web site is adding one or more certificates to this computer,
Allwing an untrusted Web site to update vour certificates is a
security risk, The Web site could install certificates wvou do not
trust, which could allowe programs that wou do not krust ko run on
this compuker and gain access ko vour data,

Do wou wank this program to add the certificates now? Click Yes if
woll brusk this Web site, Otherwise, click Ma,

7. WMREERY , BHEI-FBINVEE.

Microsoft Centificate Services - Cur TAI

Certificate Installed

Your new certificate has been successfully installed.

Eil ACS BAER 17 i PV IEF
BIBLT BT ACS BB N A FHFHIES.

1. 3TFF Web X85 , F B S/ H%A http://ACS-ip-address:2002/ ¥ ¥ F ACS RFE 8.
# 7 System Configuration , Af5# & ACS Certificate Setup,
2. & i Install ACS Certificate.
3. 1&1% Use certificate from storage. 7t Certificate CN FERH |, i ASBTEIRELACS AR ZRIE
DL IR 5a RIEEMIEB R K. B “Submit’s EESRWIEPBEREE , kR B HSAEE
Eﬁ)\%ﬁ'\?—ﬁﬁﬂ’ﬂ%?—ﬂ:ﬁﬂo ZEMRRS [P subject FEXHH CN %*"\ ; A A PR S5 28
EPRHITRE , LEBRER. EATRHF , ZBMHOUrACS”. B BAMKER CN &




Cisco SYsTEmsS - I
M SYStEm l:[lﬂh!]llfﬂtlﬂﬂ
B Edit
Iﬂ User
Setup -
= Install ACS Certificate
ﬁ Group
Setup
i E';ﬁ;’;fnﬂ;ﬂ"e Install new certificate v
& Netwrork " Eead certificate from file
Canfiguratian c . fil I
— ertificate file
i System .
%q Configuration EF' Tze certificate from st@ragej
Interf Certificate
e e e Jpwacs ]
ddministration .
Cantraol Private key file
External Liser Private key
Catabazes pas I‘d
Reportsand
dotivity
Online ‘? Back to Help
Crocurnentation
submit Cancel
ho

4. GEETHE , LREFR-FKBIAER , BTF ACS BSHENRECHER. XX : BT
FENBIACS,



Cisco SvsTems

System Configuration

Edit
@ User
E— Install ACS Certificate

B |

iy E'Sﬁflffnﬂ”nii"e Installed Certificate Information | 9
Q Eﬁﬁﬁ'i;ﬁ‘i-amn Issued to: COurdCS
- Issued by: Our TAC CA
s 2t || [ Valid from:  Tune 23 2003 at 02:19:56
— o Valid to: Tune 18 2005 at 00:52:30

Configuration Validity: OK

. | Adminiztration
Ed | Contral

The current configuration has
been changed. Restart ACS in
"System Configuration:Service
Control' to adopt the new settings
for EAP-TLS or PEAP support
only.

External User
Databazes

Reports and
St iwvity

Online
Docurnentation

Install Mew Cerificate | Cancel |

$EE ACS RIS {EH) EAthilf H A H#4

ACS FEZEEMREECHIERHN CA. MRENN CARITEFRILES , WERETHU TS

BRo

1. 8. System Configuration , Af5# &5 ACS Certificate Setup,
2. B & ACS Certificate Authority Setup A B ZFEENIEHRFIRRFM CA, £ CAEHXHNFE
B, WALEBHUE , A58 Submit,



meemmey  System Configuration
e

Uzer
Setup

ACS Certification Authority Setup

Group
Setup

Shared Profile C.L'jl DpEl‘Elﬁl]l’lS @

Cornponents

Confi ti
anfiguration stc:-rage

Ee
B4

iy

& Network Add new CA certificate to local certificate
i

=| Sustemn EZ?A certificate file I J

Contiguratian

Interface
Configuration

Adrministration @ Back to Help |
Control 2

External User
Databaszes

Reportsand
dctivity

Online
Docurmentation

3. #.i; Edit Certificate Trust List. %&£+ ACS MIZEEMNFTE CA , FE%IF ACS TREEHFT
A CA, B FH“Submit’s



meemey  System Configuration
.

Edit
Iﬁ gsizhr'
— Edit Certificate Trust List

B | oo

By | Edit the Certificate Trust List (CTL)
& Metwork Display Name (Friendly Name)
e T  ABAECOM Root CA
%‘ Egﬂ'?gnl-l.lratinn mST {ﬁBﬂECDI’:’D Cﬁ-}

— I_ Autoridad Certificadora de la Asociacion I3
| ,':'?:,tn'ﬁe"igﬂf,imn (Autondad Certficadora de la Asociacion 1]
= I Autonidad Certificadora del Colegio Maciona

Vg | oniror — Battmore EZ by DST

a-'; Excternal Lser (DT (Baltmeore EZ) CA)

: bathases ™ Belgacom E-Trust Primary CA

% Ezm‘z‘; and E C&W HET Securellet CA Class A
(CW HET Securelet CA Class &)

gnn-lmentatinn - CaSW HET Securelfet CA Class B

(CW HET SecurelNet CA Class B)

BHEZBEEHE ACS LEE PEAP R iR

BREBUTHSREMB RS NEE PEAP 2B,

1. # &7 System Configuration , A/ % & Service Control,

2. 1 Restart AE#H B3RS

3. EfliE PEAP ®& , 5% i System Configuration , /A5 ¥ & Global Authentication Setup.

4. EFMTARHAMRE , AN EEMRERENRINME. NMREEE | BUNEEHMR
& , 40 , Enable Fast Reconnect, &1 fG4£ & Submit. Allow EAP-MSCHAPv2Allow
MS-CHAP Version 2 Authenticationi¥ : HXRIFZEZNFHAER , BSHREMEPN S0
RUE B ET . B RIEFES P H B 731U E &R,
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