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HXES

fifr

AN EERBBEIXEACisco Secure 2.x8 A F iR E M Fi Cisco Secure TACACS+ELE, ©HIE
X ERZ L IhEEMIE RER,

EXABESBHENAPRENERRER , FSRENER RSN, BXBHEDDNFAER
, 55 Cisco |OSH 3 #4 LASR BUAE B AR AR o

KRR

BEXR
AXEFHEERETUTRGFNE R

. F&ﬂi’ziACSﬁ 2 xR E G4
. Cisco IOS®P IR A11.3. 3R E B IRA

p 1|

BRMHAENESZEER , 5 %E Cisco BARERAE,
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%X B Cisco Secure

BERATIIR

1. BREARAMHTNHBEUNIXES SR LZEENZ2RB,

2. Eﬁ@%?ﬁ:%ﬁ%ﬂ:*ﬂ%ﬁ] ) '\lﬁ)lgcd/etC/rCO.d ) #'ﬂzﬂg rOOt?ﬂ?T./KSOCisco Secure ( L;{{%JJ:;.F
?F*E:éﬁ ) o E/etc/cm.dEﬁjACd ) 1’5%*&/880Cisco Secure ( EfjJ'—TT'?FEI:E}# ) ) Efﬂﬁq ) i@@%
FMTHEE

Cisco Secure starting Processes: Fast Track Admin, FastTrack Server (Delayed Start),
DBServer, AAA Server

1Bspase/utils/pse ARBNEREDIZEIT -, HlA0SQLAnywheres 5 — MNIEE S| 2,
Cisco Secure¥EFE RSS2 2. Netscape Web Server, Netscape Web Admin, Acme
Web Server, Cisco Secure AAABFEE{Auto restarti# 12,

BATHAEBNTEBNERD , BENASTHREFREFRETENBER, A Mc-shell,
$BASE R Z %% Cisco Securef1i£#H B &, ©2ED0OCS. DBServer, CSUZ% B %, EAY
B, RiZTE/opt/CSCOacsHF L3 , BELNREPXAIsEEAAE :
setenv S$BASE /opt/CSCOacs
$SQLANY R ZEEIACiscoZ £ BFEFENE R , EREIEPIEEFE, NMREFEA T~ RHETHER
BHEESQLAnywhere , MITBEHEE., XHEER, EXARHH , RZE
/opt/CSCOacs/SYBSsa50Hh Z % , BEXELRNRE LA gE BT E.
setenv $SQLANY /opt/CSCOacs/SYBSsab0

EARRRERRIMREE
SBASE/utils

$SBASE/bin

$SBASE/CSU
SBASE/ns-home/admserv
SBASE/Ns-home/bin/httpd
$SSQLANY/bin

4. CDE$BASE/configCSU.cfgCisco Secure [RF a2 HI3X 4. BB XHNR M EIZAR. Fit
I'ﬁ:q:' , LIST config_license_key;ﬁ%jﬁﬁm\qaifiﬁ:ﬂqﬁﬁi*ﬂsﬁiiuﬂguE’gitFﬁ.I-iIEgéﬁ ; ZZ[]%
X 248 O AiFATiE |, N ZRE 4B . NAS config_nas_configif 2 fT A B & BIAMEEA
fRSSER(NAS)S BB RS , RERELEFMAKNINAS, H T EARRHGHTER , BRI ULEF
E{INASECisco Secure[RFEREE , MAEHH. AW, NTE/+ nasvas+/"H/*NAS/Cisco
SecureZ 4%/, ZiXE—MFRHEZ

NAS config_nas_config = {
{
" /* NAS name can go here */
/* NAS/Cisco Secure secret key */
/* message_catalogue_filename */

1, /* username retries */
2, /* password retries */
1 /* trusted NAS for SENDPASS */

AUTHEN config_external_authen_symbols = {
HITIIRERT | L% iFCisco Secure , EATFEMENASHITHIE , MARLERA,

5. MR HLE LR E B El/var/log/csuslog , MFEEECSU.cfgiiEH —THETR , ZITEHR
SREHRTZLEIR, OXTFFFFFFRMATE WT8EA ik, A8 Rt 7 0=k & Stk 17 -

NUMBER config_logging_configuration = Ox7FFFFFFF;

b Bt ANk B% R 181 45 B & & EllocalO:

NUMBER config system_logging_level = 0x80;

AN, Wik sk B BAME K /etc/syslog.conf3 4 :

locall.debug /var/log/csuslog



ARG , & A syslogd A EHTIEER :

kill -HUP ‘cat /etc/syslog.pid®

5K Cisco Secure [R5 25 :
/etc/rc0.d/K80Cisco Secure
/etc/rc2.d/S80Cisco Secure

remmzmao

ETREHEEANKERRNMARF, A% |, SICSimportSEAREF. FHACSimportd] LR
ZFI$éEE%$EK1¢FEFE’Jm1§IJH§F$§ﬁJ BBEES, XEAPNATUHEN , ZRILEEEW
APR#RAE , BRI LEEBBR. SAKE , BEAUUBELGUIEESANAF, IREBREMEH
CSimport:

CD $SBASE/utils

FAFPMARENX R ERXERBENXSF , MRE ENEMVE , ASMIBASE/utilsE
X, BITSFPRERF |, fli/etc/rc2.d/S80Cisco Secure ?FVE?JFHF‘*E , { Ftest(-t)iE BT
CSimport:

./CSimport -t -p <path_to_file> -s <name_of_file>

XA EE ; BNRBIMTHE

Secure config home directory is: /opt/CSCOacs/config/CSConfig.ini

hostname = berry and port = 9900 and clientid = 100
/home/ddunlap/csecure/upgrade.log exists, do you want to write over 'yes' or 'no' ?
yes

Sorting profiles...

Done sorting 21 profiles!

Running the database import test...

BRIAZEROTEE
Error at line 2: password = "adminusr"
Couldn't repair and continue parse

CILRBFEHIR , B Bupgrade.loghl R ESHEEX 4, YUIEHIRE , N
$BASE/utilsB % , B1TFH 2 F (/etc/rc2.d/S80Cisco Secure) , HUAAFRBF BEMHET
CSimportFlcommit(-c)i&1 , AP BARIEE -

./CSimport -c -p <path_to_file> -s <name_of_file>

B , RERupgrade.logh R HI4E IR

 BRREHRAMBARRERPIE T ZHEAXKEEE. EPCXMEEEF , E@Cisco
Secure/SoIans*Ehttp.//#.#.#.#/cs , Erh# #.##2Cisco Secure/SolarisfRE 2 IP, £ ERE
REL , "AFPBABRAF , IZ®E%H Achangeme, WWEHENERFE, WREL—FF
fEACSimport , /& AT LR TR R X AHBELGUIF IR MAFFA |, WERZE BRI
B4,

141 RN

: WGBS AL B R EIZ1TCisco IOSH MR A 11.3.3M B HEs EFF XM, Cisco IOSE R

12.0.5. TR E S RZAE 7~ T group tacacsii 7+ &tacacs.

, FEEMEER.

1. £ B A EFAT4 Lk Cisco Secure,

/etc/rc0.d/K80Cisco Secure to stop the daemons.

2. ML, FFHREIETACACS+, B ABHES |, Edal$ Aconft, IiEEAIH{RIECisco

Secureiﬁ‘iﬁlﬁ fﬁTA?&’fﬁEE%EH%%Z%O ?Aps -ef | grep secure{E*AEL/L@ﬁCISCO
Secure RIZ1T , HLI-9HRE (WMRZ)

I -—— Turn on TACACS+ aaa new-model enable password whatever !/--- These are lists of
authentication methods, !--- that is, vtymethod and conmethod are !--- names of lists, and


//www.cisco.com/en/US/products/sw/secursw/ps4911/products_tech_note09186a0080107cf3.shtml

the methods listed on the !--- same lines are the methods in the order to be !--- tried. As
used here, 1f authentication !--- fails due to Cisco Secure not being started, !--- the
enable password is accepted !--- because it is in each list. aaa authentication login
vtymethod tacacs+ enable aaa authentication login conmethod tacacs+ enable !--- Point the
router to the server, that is, !--- #.#.#.# 1is the server IP address. tacacs-server host
#.#.#.# line con 0 password whatever !--- No time-out to prevent being locked out !---
during debugging. exec-timeout 0 0 login authentication conmethod line vty 0 4 password
whatever !--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0
0 login authentication vtymethod

3. MR ELMAIERE T —HNET Telnet ML A O FEEAERE. B TFCisco
Secure RZ1T , AL MIZEZFREFRE, XX . REEFEBRAOLKEL T EIRESHRES AR
N S FEFREN, R EFREHXEBEENTR , HELREEREBETNECHENE
MTEREE, FHUTHS , AEERKHB LNRSH[IBHI[NRE -

terminal monitor
debug aaa authentication

4. ERBAF , RS 23 LB 3Cisco Secure:

/etc/rc2.d/S80Cisco Secure

XSGR E#HE , BEFERS AHS80Cisco Secure P EBHE Z iR |, Fit :

ps -ef | grep Cisco Secure
kill -9 <pid_of CS_process>

CD $BASE/CSU
./Cisco Secure -cx -f $BASE/config/CSU.cfg to start the Cisco Secure process with debugging

5/ -x3 , Cisco SecurefE Bl B1E1T , Rt AT AMEE AR FRFI|ARE, BFNEIEIR
HE. BT —xi&I , BRZ & RER G 3 HIER,

5. NB—1MNEQO , RELIA{RCisco SecureB B3, i Aps et HERBRZ 2RI,

6. Telnet(vty) AP EX BT BRI ZL#HTH MR, ERHEEE LHITdebuginT™E , MFE
W5 —ZBoTelnetZEIFEHET, HRASBNERAFBNEBEIR T, BRIZEBERAUTHAFID/ZE
BEHEHERRESE

adminusr/adminusr

operator/oper
desusr/encrypt

MEBENZEHPEIRBENRS[MEEHES , B, BALEEFL, MEFERE, EEH
gH , BEEMBMRE,

7. MR EEFH LB Cisco Secure# THHRIEU#H A G AEN , FRAKRENEFEKOS
FOATERSHFUEERMEIEHE

! -—— For enable mode, list 'default' looks to Cisco Secure !--- then enable password if
Cisco Secure 1is not running. aaa authentication enable default tacacs+ enable

8. I LB Cisco Secure/5 . EHEHER LiTTdebugin T/ , NREH S —EB5
TelnetEIBEHES, HEHB[ERBWAHAFLZ/OSH , 28 /8, YAFRERZHEHABH
B (R FN15) B, EEZ “cisco’s MEXENRRFER ( HCiscoRETIEF K
i) HttAFRSEE#H ABAER. UERRSHENEHSE , BNZEHPEIERNZELXRE
BN, RIEAB, MAFERE, ERECH , HHETMARE,

9. X ARS 28 LA Cisco Securei#t 2 , EATMEZERIEH AwO , LAFERIECisco Secure>< A RT
, B P LA R B S

'ps -ef' and look for Cisco Secure process
kill -9 pid_of_Cisco Secure

ESHEMN Telnet AL T, BMHASMIZZIRFCisco Secure tBBARMWE , RAFHFER
RIAEREZ B ERH B Ao
10. BIX B 3hCisco SecurefR %58 , HE U ZIFK AN TelnetRiF , Z21E MBI Cisco Secureit
TERRI , HERAFID/ZRBIRERMRE , LUEETCisco Secure® & & A i O FH P 1Y
BHRRIE, RiFtenetFBBHBHALTEARR , BEFZBETMUESZEF AR OEXIEHER
,plan BN EE SR EHETEASRNREERE  AREMEZIEHERO. FAZH



WA FID/ZBEEERNEE &R O 5B RIEIER B Cisco Secure, N , HAfEH
userid/password operator/oper , AJEfEH O GciscoF 8e/E Ao

EN

ANER 7 R AR < WA ES B A AL PR Th BB RV A5 Bo

AR ERDAXEBIHAERAGTHNESRES  IEAGSERTE (XREIHREFT) .
1 4

NI R ATIERY

RIABERT |, BBEAREBE=ABTR

- RRF0 — BIEEA. SRHIBE. #BAEH

- IR BT - TelnetMIBRFLWVIEE>

- BREHI15 — B AR B H IR Rrouters
BT JASTERTFCisco IOSIhAESE., Cisco IOSEHFIRAR, HHFESE R EE1RM155K
FIBmTSHEESIR, Hla , show ipx route~F1E FIXIPIHRESE S |, show ip nat trans FFE T
Cisco IOSEHFIRA10.2F, XHB , BRHEIRSIANAT , HESEBHRMNEBEELIENWEBIFHES
H R 17 Eshow environment.

ERERINBERHR[PITAND S RHA?EITRE,

FEEHECSCdi820302 8 , #HI A ik QWK NN A THEE, 2H & ik O RNERIAKE |, LIBREEN
BERBFEN TS, MRAFBIRFANEHS[HETYERE , WEHARORNAT+2E
M. 1B , ECisco IOSEEH | line con 0 AT A LAG AR Aw ORI , FEIZBREH

, CSCdi820302 fif F authorization exec default| WORD# &35 #Y .

FRBMUATEER

1. BRI ER ATEL B N B Cisco Secure EFMIEH R LR BTN T, WERBFEEATMERAFRE
RSEE LIEBB AT RREN. B LB Cisco SecureXFIE IR TR , BUNRIRSEFX
i, MEFRN , BT, ZiCisco SecurelRFI/HKMET , MAUT@WT : MAMUTHS , %
BH @33 Cisco SecureiiiTE A B M RIEMER :
no aaa authentication enable default tacacs+ none

WAL T @S ERE I Cisco Secure il T 4 :
aaa authorization commands 0 default tacacs+ none

aaa authorization commands 1 default tacacs+ none
aaa authorization commands 15 default tacacs+ none

2. % Cisco SecurefR% 2212178 , A B FPID/Z B loneusr/lonepwdi@id TelnetiE B BE H 8BS -
LRAFBRUTHSN , FeERTEASTS :

show version
ping <anything>
logout

LL&T B A Fadminusr/adminusr, operator/oper. desusr/encrypt{/} 585 % &3 H 2R IA RS-
permit MATATE T, WRZSBERE , EERAFLHABAREN , ARERAUATHST
FERER :

terminal monitor

debug aaa authorization


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

MERSRMEHR , BNZEEPREIINRZLXRE , flW, RENBNNVE, WEMER
F, B8 sEn | FEEMARE,

. B Es AT Bl & N @i Cisco SecureE XN 1TL1E. aaa authorization exec default tacacs+

nonefi B HMITRIER ATACACSHREN ., WMRMALED , BT A /- #Y 6 E/a [,
telnet/telnet, todam/todam. todpm/todpm#lsomerouters/somerouters. {1t 7 b0 2 #& B
g H U AR/ EFER TelnetZIBE BTG , ITELERRIFITH —2 8h(set timeout = 1),

F Ptelnet/telneti# AR 25 , B2 BIRIXE %S — /Mt (set autocmd = "telnet
171.68.118.102"), F Ftodam/todam#todpm/todpm T AR B REW R BEH 8T , XEURTFN
W R E BB E. H /- somerouters REEMMLE10.31.1.x8 X TelnetiE #2238 1 25
koala.rtp.cisco.com, Cisco Secure= i f##TBE 2RV & . MREMIPH#HE10.31.1.5 , NIHF
WERR ; MR B Mkoala , WA EEE K.

38 hn ic e Th &k

A hnicmk 2 s .
1. R IR A ESZ1THICisco IOSE R 2~ & T Cisco IOSER R Z11.0 , MIBRIEER BB P ITH

w

B, SR a#H Tk, BRI AERESR LS AiEk !
aaa accounting exec default start-stop tacacs+

aaa accounting connection default start-stop tacacs+
aaa accounting network default start-stop tacacs+
aaa accounting system default start-stop tacacs+

X : 7£Cisco Bug ID CSCdi441407 , S iCtk BT , ENREANBRGEHEEE , NH
Sictk LTS A,

R HER LA MNISIKIZRIAR ¢

terminal monitor
debug aaa accounting

A RN E RER P B R A RS SIS K K.
. BERRICKIZE , B rootE 4 :

CD $SBASE/utils/bin
./AcctExport <filename> no_truncate

no_truncateiﬁyﬁﬁgﬁﬁﬁﬁ ':F' o

ARIIR & A

BERATIR :

1.

2.

EARMKESHF 28 , BHERCisco SecurefV E A ThEEIE F T4, MR Cisco Secure RSS2 H
BHIRARELRZRAIE , NEkZFENFTIE,
b a5 NI R ESEE -

aaa authentication ppp default if-needed tacacs+

aaa authentication login default tacacs+ enable

aaa authorization network default tacacs+

chat-script default "" at&flsO=1&hl&r2&cl&d2&blelg2 OK

BEORETR , EABRRTEHRIENTR AR , BAGIFERAKALE , HEEWT .
interface Ethernet 0

ip address 10.6.1.200 255.255.255.0

! I-——- CHAP/PPP authentication user: interface Asyncl ip unnumbered Ethernet(0 encapsulation
ppp async mode dedicated peer default ip address pool async no cdp enable ppp
authentication chap ! !/--- PAP/PPP authentication user: interface Async2 ip unnumbered
Ethernet0 encapsulation ppp async mode dedicated peer default ip address pool async no cdp
enable ppp authentication pap ! !--- login authentication user with autocommand PPP:
interface Async3 ip unnumbered Ethernet0 encapsulation ppp async mode interactive peer



default ip address pool async no cdp enable ip local pool async 10.6.100.101 10.6.100.103
line 1 session-timeout 20 exec-timeout 120 0 autoselect during-login script startup default
script reset default modem Dialin transport input all stopbits 1 rxspeed 115200 txspeed
115200 flowcontrol hardware ! line 2 session-timeout 20 exec-timeout 120 0 autoselect
during-login script startup default script reset default modem Dialin transport input all
stopbits 1 rxspeed 115200 txspeed 115200 flowcontrol hardware ! line 3 session-timeout 20
exec-timeout 120 0 autoselect during-login autoselect ppp script startup default script
reset default modem Dialin autocommand ppp transport input all stopbits 1 rxspeed 115200
txspeed 115200 flowcontrol hardware ! access-list 101 deny icmp any any

3. NERIZELMWAF X : chapuser - CHAP/PPP — AAFESE 11T 5 ; it X S8 iAip
address pool async#Hlip local pool async 10.6.100.101 10.6.100.103%E % 88 L 3 B chapaddr
- CHAP/PPP — BIFE S 147482 ; #:4:10.29.1.998 ff % 25 % Bichapacl - CHAP/PPP — £
1THIAFES ; #H1E10.29.1.100HRGSR[ 2 E , HNAAEHRESIR101 ( AIMTEREHET
EXEN ) papuser - PAP/PPP — AP ESE21TH & ; thut AR HIF LN ERINipkbit 575
FMip local pool async 10.6.100.101 10.6.100.103% Bipapaddr - PAP/PPP — B £ 882173k
5 ; #1E10.29.1.98H BR 5585 2 Bipapacl - PAP/PPP — AP 521785 ; #1£10.29.1.100H
RFEEPE , AWiFRIFIFKI01NA , HTERHES LE Loginauto — AR ESR3ITHR S ; £
Fautocommand onlinefy & 35 & £ 5 1 58 &l A 7= #t 1T PPPIE 1 3 M ith 7 B itk

4. BEAPEFADIN , FTE AP B Microsoft Windowsik Bk 2 F >BE>HE>EREME, %1%
EESMEERE. BAEENEN. mAFSREARISESSE. £Configure > GeneralH , &
BRAGNBRABRNRERE , EFEEP T HNERE, CRE>EET  FHSNEEMN. £F
BREAIAME (L, R EIEDUR“ER S SR 550 R2008 5 k% 82 11 BUH /e
" BRI, [OEEERRFIFRGIKEIRAE. EConfigure > OptionsH , BRIASIEHT
A, FRREFEMRNA. Click OKENext ( F—% )"BOF , mABRHNBIESH K AFE
Fi‘Next ( F—% ) 7 RER G Finish(ER)’. HINFEZRRE , RETZARHERE
H REBREHRSEERE", £FEPPP:WINDOWS 95, WINDOWS NT 3.5, Internet , it
PEMERIET, EATHREDNS , EDRETCP/IP, E“TCP/IPIRE"T , EERFH/YD
EHIPHLE, ARFES S BB RS ERbUFERTZEME LAMIAMR., Click OK. XXt B4R
DT EZEEEO#HTREN , XTHEB AP NBE"FE , AL T ER,

5. Microsoft Windows 95/ 7 & % Bz 1R E BR7E ‘Bl & " (Configure)>“1& 11" (Options) & O H 4 , A
F&FBE3 ( FMautocommand PPPHEHRRIIAF ) WEESEMAFNERMERE. %+
BEEIFARED, NERRATAER SN EZEEON , TEE AR N'BE 7R
» #idiConnect , ESHHREBIEES , EEANECEORRARFBNEB. SHRIE
&, BHKE(FT7).

Brir

LA BEAUATHREENRIEIZE,

P B R

REo RENEETATHEERTHRED R,

PR S5 88

./ — cx -f $BASE/CSU $BASE/config/CSU.cfg

B AR




BOHHBERER ([EEMAS ) (OIT) XEFEL show 8. A OIT J&EEX show S H
HE 2o

EXE : EFEAdebugii D 2Bl SR AEXDebugin PHEEE LR, AXEBEEGSNIFAEE | 1B
2 Cisco IOSEiRGT S E,

. terminal monitor — & R AL KM L 1ENdebugim T H A REHIRE R

- debug ppp negotiation — & REPPPE zh Hi[E & MW PPPEIES , LA HRIPPPIELA

- debug ppp packet — & RAEMBWHWPPPHEIEE., LETERERAHKES.

- debug ppp chap — & REHEF i & 14 KM (CHAP)KW MER M E R B X REMTHRNEE.
- debug aaa authentication — EF EEFEAWLE S HRIESEUARIXLEFENE R,

- debug aaa authorization — EF EEFEANRN A EURIXLEFEZNE R,

Cisco Secure Users X #

group = admin {
password = clear "adminpwd"
service = shell {
default cmd = permit
default attribute = permit

group = oper {
password = clear "oper"
privilege = clear "cisco" 15
service = shell {
default cmd = permit
default attribute = permit

user = adminusr {
password = clear "adminusr"
default service = permit
}

user = desusr {
password = des "QjnXYdlkd7ePk"
default service = permit
}

user = operator {
member = oper
default service = permit
}

user = time {
default service = permit
password = clear "time"
service = shell {
set timeout =1
default cmd = permit
default attribute = permit

user = todam {


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/122debug.html

password = clear "todam"

service = shell {
default cmd = permit
default attribute = permit
time = Any 0600 - 1200

user = todpm {
password = clear "todpm"
service = shell {
default cmd = permit
default attribute = permit
time = Any 1200 - 2359

user = telnet {
password = clear "telnet"
service = shell {
set autocmd = "telnet 171.68.118.102"
}

user = limit_lifetime {
password = clear "cisco" from
"2 may 2001" until
"4 may 2001"
}

user = loneusr {

password = clear "lonepwd"

service = shell {
cmd = show {
permit "ver"
}
cmd = ping {
permit "."
}
cmd = logout {
permit "."

}

user = chapuser {

default service = permit
password = chap "chapuser"
service = ppp {

protocol = lcp {

}
protocol = ip {
}

user = chapaddr {
password = chap "chapaddr"
service = ppp {
protocol = lcp {
}
protocol = ip {
set addr = 10.29.1.99



user = chapacl {
default service = permit
password = chap "chapacl"
service = ppp {
protocol = lcp {
}
protocol = ip {
set inacl = 101
set addr = 10.29.1.100

user = papuser {

default service = permit

password = pap "papuser"

service = ppp {
protocol = lcp {

}

protocol = ip {
}

user = papaddr {
default service = permit
password = pap "papaddr"
service = ppp {
protocol = lcp {
}
protocol = ip {
set addr = 10.29.1.98

user = papacl {
default service = permit
password = chap "papacl"
service = ppp {
protocol = lcp {
}
protocol = ip {
set inacl = 101
set addr = 10.29.1.100

user = loginauto {
default service = permit
password = clear "loginauto"
service = ppp {
protocol = lcp {
}
protocol = ip {
}

user = somerouters {



password = clear "somerouters"

allow koala ".*" "10\.31\.1\.*"

allow koala.rtp.cisco.com ".*" "10\.31\.1\.*"
allow 10.31.1.5 ".*™ "10\.31\.1\.*"

refuse ".x" v ko onm xw

service=shell {

default cmd=permit

default attribute=permit

}

HXER

. Cisco Secure ACS for UNIXF= @ x £
- R RBIZEA (8¥ECisco Secure UNIX )
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