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@ Home @ Monitoring Q Save @ Refresh o Back -d Forward ? Help CISCO
Remote Access VPN o o Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Client Software O
% Introduction

AnyConnect Client Images

)i Network (Client) Access
&} AnyConnect Connection Profiles

+--- AnyConnect Customization/Localization
AnyConnect Client Profile ‘fou can also minimize connection setup time by moving the image used by the most commonly encountered operation system to the top of the list.

Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyConnect VPN Client'. The regular expression is used
to match the user-agent of a browser to an image.

4 Add|[E Replace m Delete | 4+ | &

i}- Dynamic Access Policies

ﬁz Group Polides ) Image Regular expression to match user-agent

i i IPsec(IKEv1) Connection Profiles -

B3 Seaure Mobiity Soluton cisk0: anyconnect-nin-4.1.08005+9.pkg |
T'"aﬂ Address Assignment
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@ Home (J%} Configuration @ Monitoring Q Save @ Refresh o Back -d Forward ? Help CIsSCO
Remote Access VPN o B Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Connection Profiles O
+- @ Introduction - - 5 - - = - == -
. \ork (Client) Access The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial dient deployment requires A
arl end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKEvZ) tunnel as well as 550 tunnel with Datagram Transport Layer

[AnyConinect Connection Profiles Security (OTLS) tunneling options.
+--- AnyConnect Customization/Localization
[T AnyConnect Client Profile lcress Interfaces

AnyConnect Client Software Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
Ml Dynamic Access Policies
##% Group Policies

551 access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .

{2 Java Code Signer

Connection Profiles

IPsec({IKEv 1) Connection Profiles
Sectre Mobility Solution = I S5L Access IPsec (IKEvZ) Access
+ p Address Assignment Allow Access Enable DTLS Allow Access Enable Client Services
+--- Advanced outside |
-1 Clientiess S5L VPN Access nside 0O 0O
Connection Profiles
Portal
VDI Access Bypass interface access lists for inbound VPN sessions
ﬁz Group I.:‘D|IC|ES - Access lists from group policy and user policy always apply to the traffic.
Dynamic Access Policies
(7} Advanced Login Page Setting
{7 Encoding ) A
@ Proxy Bypass [] Allow user to select connection profile on the login page. @
@ Proxies [] shutdown portal login page.

Device Certificate ...
Port Settings ...

{2 Content Rewrite
..... @ Application Helper o Connection profile (tunnel group) spedifies how user is authenticated and other parameters. You can configure the mapping from certificate to
connection profile here,
&ﬁ) Device Setup % add|[& Edit| [ij Deletz| | Find: © @ [JMatch Case
@— Firewall
i MName S5L Enabled IPsec Enabled Aliases Authentication Method Group Policy
274 Remote Access VPN DefaultRAGroup AAA(LOCAL) DﬂtGeroIlcy

¢241 site-to-Site VPN
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@ Home @ Configuration Monitaring Q Save G Refresh ‘ o Back O Forward ? Help ‘
Remote Access VPN 9 ®  Confiauration > Remote Access VPN > Network (Client) Access > AnyConnect Client Profile
Metwork (Client) Access

AnyConnect Connection Profiles
Ay

This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to
izati lizati ‘Add' button to add a new profile. Pressing the Import or Export button is for upload and download of dient profiles between local machine and device.
ization/Localization The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

- AnyConnect Client Software
i}\ Dynamic Access Policies m—
B Group Polices | & Add [ Edit|§{§u_i Change Group Policy | i Delebe|B 1mport|ﬁ F_nq;ort|@ \.l'alidate|
IPsec(IKEv 1) Connection Profiles
Secure Mobility Solution
[ {5p Address Assignment
[+ Advanced
[+-{8 Clientless 550 VPN Access
[+-gg AAA[Local Users
g Host Scan Image Profile Name | deme]
[+ Secure Desktop Manager
[+-[F3 Certificate Management
Language Localization
=g Load Balancing Enter a device file path for an xmi file, ie. diskD:/ac_profile. The file wil be
{l#' DHCP Server automatically created if it does not exist.
DMNS
Advanced

Profile Name Profile Usage Group Policy

Profile Usage |WEb Security Service Profile

Profile Location |disk.0:,|’demo.w5|:|

Group Policy | <Unassigned >

["] Enable 'Always On VPN' for selected group
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File View Tools Wizards

@ Home 0 Configuration

Access VPN .. Web Security

P Introduction SﬁlIIl_lhmy
Network (Client) Access Exceptions

AnyConnect Connection Py io} PfEfErEI’?CEs.
AnyConnect Customizatiol Scanning Proxy list is currently up-to-date.

Profile: demo About

Scanning Proxy

Scanning Proxy Host Name Plain Port SSL Port Display Hide Display
UK. 108.171.128. 156 5030 443 Display N
Germany 108.171.129.156 8030 443 Display
France 80.254,150.66 5030 443 D!Splay Dispiay Al
Denmark 30.254.154.66 3080 443 Display
Address Assignment Switzerland 80,254, 155.66 3080 423 Display
) Advanced South Africa 196.26.220.66 8080 443 Display ”
+- {78 Clientless S5L VPN Access E— -
H-gg AAALocal Users < |

¢ Iy Secure Desktop Manager

H-[F3 Certificate Management
Language Localization

28 | pad Balancing

{' DHCP Server

Host Scan Image
Default Scanning Proxy

|India Pw |

Traffic Listen Port

| | ]

- o —
8080 \—I
3128

@ Device Management

Device configuration loaded successfl
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File View Tools Wizards

» Configuration

Profile: demo

Authentication

Proxy Authentication License Key |F90A686F696FF??9CB?58869F84A5688 | ==

- Advanced

Service Password websecurity

] AnyConnect Client Softwa
i} Dynamic Access Policies
5] Group Policies

IPsec{IKEv1) Connection H
-1 Secure Mobility Solution
p Address Assignment
-1 Advanced
H: Clientless SSL VPN Access
H-gg AAA[Local Users
Host Scan Image
[]-g Secure Desktop Manager
#-[E) Certificate Management
- Language Localization
- 28 | pad Balanding
- ff§" DHCP Server

= DNS

[ Advanced

Enable Enterprise Domains
@ Use |Group Indude List w |

| All Domains v | | |

[ | Ad

f:

() Custom matching and reparting for machines not joined to domains

| Computer Name |

Custom Groups {optional)

add |

Delete

** change requires WebSecurity service restart

g’ Device Management

Device configuration loaded successful
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@ Home (@ Configuration Monitoring B Save G Refresh ‘ o Back 0 Forward ? Help ‘ CIsSCO
[ A VPN T8 |
? Introduction ~

= twork (Client) Access
-0} AnyConnect Connection Profiles
-, AnyConnect Customization/Localization

This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later. You can select a profile to edit,
change group or to delete. You can select the 'Add' button to add a new profile. Pressing the Import or Export button is for upload and download of dient
profiles between local machine and device.

The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

- AnyConnect Client Software
. i} Dynamic Access Policies

: Group Policies N iwm _ -
- mé IPsec(IKEv1) Connection Profiles o .&ddl & Ed't| ¥4 Change Group Polqu| m Delete | B I-""'l::'°”:| i E)qurt| & \I'alldate|
. Secure Mobility Solution =

~1yp Address Assignment
-7, Advanced Profile DfitGrpPolicy diski: /demo.wsp

=1-fT8 Clientless S5 VPN Access
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Profile Name Profile Usage Group Policy Profile Location

File View Tools Wizards Window Help L% |T\,'pempictosearch |Ga
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Access VPN EI‘P‘

9 Introduction
) Network (Client) Access
AnyConnect Connection Profiles

afia
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;, Configuration

Manage VPN group polices. A VPM group is & collection of user-oriented authorization attribute fvalue pairs that may be stored internally on the device or externally on a RADIUS LDAF server. The
group palicy information is referenced by VPN connection profiles and user accounts,

AnyConnect Customization/Localization To enforce authorization attributes from an LDAP server you must use an LDAP attribute map,
[ AnyConnect Client Profile : wa
F) AnyConnect Client Software & Add '| = Ed't| - DEIE‘E‘?}.‘ "\53'9"|

i} Dynamic Access Polides
Name Type Tunneling Protocal
IPsec(IKEv 1) Connection Profiles

7 Secure Mobility Solution | 2tp-ipsec;ssl-dient; ssl-dientess DefaultR AGroup; Defaultl 2L Group; Default WEBVPNGroup

p Address Assignment
G} Advanced

Connection Profiles/Users
Assigned To
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F=] Edit Internal Group Policy: DiltGrpPolicy

~General The YPN dient makes split tunneling decisions on the basis of & network list that can be specified below by providing the proper parameters to 'Palicy
: -Servers
=I-Advanced DNS Names:

Browser Proxy Send All DNS Lookups Through Tunnel: () Yes  (®) No

é---AnyConnect Client
++IPsec{IKEv 1) Client

Paolicy: Exdude Metwaork List Below
IPw6 Policy: Exdude Network List Below
Metwork List: -- Mone —

Pressing this button to set up split exlusion for Web Security proxies.
| Set up Split Exdusion for Web Security. .. | = | Web Security Proxies Exclusion -

Intercept DHCP Configuration Message from Microsoft Enter a new or select an existing access list used for Web Security split
exdusion. ASDM will set up the access list for use in the network list.

Access listname: (CWS -Tower|

Create Access List | | Update Access List | | Cancel |
= Edit Internal Group Policy: DfitGrpPolicy
~General The VPN dient makes split tunneling dedsions on the basis of a network list that can be specified below by providing the proper par
Servers
=I-Advanced DNS Mames:
‘.. Browser Proxy Send All DNS Lookups Through Tunnel: () Yes  (#) No
-i----.ﬁ.ny'CDnnect Client
*-IPsec(IKEv1) Client Policy: Exdude Metwork List Below
IPva Policy: Exdude Network List Below
MNetwork List: CWS-Tower

Pressing this button to set up split exlusion for Web Security proxies.

[ Setup Split Exclusion for Web Security... |

Intercept DHCP Configuration Message from Microsoft Clients
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plit Tunneling
rowser Proxy

Connect Client]

DTLS Compression:

SSL Compression:

Login Setting
- Client Firewall Ignore Don't Fragment(DF) Bit:
-Key Regeneration
-Dead Peer Detectig | Client Bypass Protocol:
~Customization . .
Custom Attributes | | FQDN of This Device:
Psec(IKEv 1) Client MTU:

-~General Keep Installer on Client System: @) Yes ) Mo
--Gervers
[=-Advanced Datagram Transport Layer Security (DTLS): (@) Enable () Disable

Keepalive Messages:

Optional Client Medules to Download:

This panel is used to select existing AnyConnect profile for a group policy. To create or edit a profile, go to Remote
Access VPN >Network (Client) Access >AnyConnect Client Profile.

Always-On VPN: () Disable (@) Use

Select a profile name and the usage will be determined automatically. The "iew Profile’ button will open the profile
viewer (no editing) if the AnyConnect 2.5 dient or later is installed and if the profile usage is determined.
Otherwise, it will show the profile content as XML text.

Client Profiles to Download:

& MdI i Delete

Profile Name Profile Name: |gemo "l ‘ View Profile
Profile Usage: |Weh Security Service Profile W |
= == § = |
<] n [[>
‘ Find: | | @next @ Previous
ok J[ concd [ Hep
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9 Cisco AnyConnect Secure Mobility Client

| userl

Contacting 10. 106.36.30.
10,106, 36,30

| ———

Connect




el e ——
teco’ AnyConnect'Secur

Status Overview Virtual
-

Message History

Disconnect in progress, please wait. ..

Ready to connect.

Contacting 10, 106, 36,30,

User credentials entered.

Establishing VPN session. ..

The AnyConnect Downloader iz performing update checks. ..
Checking for profile updates...

Downloading Web Security Service Profile - 100%%)

Checdking for product updates. ..

Downloading AnyConnect Web ity 4.1.08005 - 100%G
Checking for customization updat

Performing any required updates.

The AnyConnect Downloader updates have been completed.
E=tablishing VPN session. ..

Establishing YPN - Initiating connection. ..

Establishing YPM - Examining system...

Establishing WP - Activating VPN adapter...

Establishing VPN - Configuring system. ..

E=tablishing VPM. ..

Connected to 10,106, 36,30,

Collect diagnostic information for all
i components.

£l

Connected to 10.106. 386, 30.

10.106.36.30

00:00:14

r 0 Web Security:
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| Remote Access VPN

o R | Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Client Software

s @ Introduction

EIB: Metwork (Client) Access

I:}- AnyConnect Customization/Localization
-[fg AnyConnect Client Profile

i} Dynamic Access Policdes
-3 Group Policies

-l IPsec(IKEv 1) Connection Profiles

Secure Mobility Solution
I:]-- Address Assignment
i

- T, Advanced
B Clientless S5L VPN Access

- Certificate Management
----- Language Localization

- 2.8 | pad Balandng

----- {8 DHCP Server

AnyConnect Client Images

Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string "AnyConne
to match the user-agent of a browser to an image.

‘You can also minimize connection setup time by moving the image used by the most commonly encountered of

o nddlg Replace m Delete | 4~ | &

Image Regular expression t

disk0: /anyconnect-win-4. 1.08005+S. pkg ]
Replace AnyConnect Client Image -

AnyConnect Image: | diskD: fanyconnect-win-4.2,010354k3.pkg

Regular expression to match user-agent ¥

| (04 || Cancel || Help |

F=% . YEBEFEETAnyconnect VPNRY , ASATHEZ VPNHEE B Y Anyconnectiii3R , TTF

SEUARMEZR B4

e

¥ Cisco AnyConnect Secure Mobility Client = &

Exiting. Upgrade in progress.
10.106. 36,30 Connect

Web Security:
Enabled (India)




AnyConnect Secure Maobility Client Downloader

Ty

The AnyConnect Downloader is instaling AnyConnect Secure
i ! b Mobility Client 4. 2.01035. Please wait...
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