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User = cse {
password = clear "cse"
default service = permit

}

ERER£LUNIX RADIUSIRE Sl
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user=bill {
radius=Cisco {
check_items= {
2="foo"



}

reply_attributes= {
6=6

}

}

}
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key = "cisco"
user = cse {

login = cleartext "cse"
default service = permit

}

PIX#13EE B — {X 5 {53 uF
PIX#DIGE B — N & B BiE

PIX Version 5.2(0)205

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd OnTrBUGlTpOedmkr encrypted
hostname pixfirewall

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514




fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

names

!

!--- These lines are necessary !--- 1f the new feature
in 5.2 is used to define which !--- target/source IP
addresses are to be authenticated. access-list 101
permit tcp any any eq telnet

access-list 101 permit tcp any any eq ftp
access-list 101 permit tcp any any eq www

!

pager lines 24

logging on

no logging timestamp

no logging standby

logging console debugging

no logging monitor

no logging buffered

logging trap debugging

no logging history

logging facility 20

logging queue 512

interface ethernet(0 auto

interface ethernetl 1l0baset

mtu outside 1500

mtu inside 1500

ip address outside 99.99.99.1 255.255.255.0

ip address inside 172.18.124.157 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

global (outside) 1 99.99.99.10-99.99.99.20 netmask
255.255.255.0

nat (inside) 1 172.18.124.0 255.255.255.0 0 O
static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp any any

conduit permit udp any any

conduit permit icmp any any

route inside 172.18.0.0 255.255.0.0 172.18.124.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323 0:05:00

si p 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

!

!--—- For the purposes of illustration, the TACACS+
process 1is used !--- to authenticate inbound users and
RADIUS is used to authenticate outbound users. aaa-
server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server AuthInbound protocol tacacs+

aaa-server AuthInbound (inside) host 172.18.124.111
cisco timeout 5

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 172.18.124.111

cisco timeout 5
1




!--- The next six statements are used to authenticate
all inbound !--- and outbound FTP, Telnet, and HTTP
traffic. aaa authentication include ftp outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include telnet outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http outside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include telnet inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include ftp inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
!
!-—— OR the new 5.2 feature allows these two statements
in !--- conjunction with access-1list 101 to replace the
previous six statements. !--- Note: Do not mix the old
and new verbiage.

aaa authentication match 101 outside AuthInbound
aaa authentication match 101 inside AuthOutbound
no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

no sysopt route dnat

isakmp identity hostname

telnet timeout 5

ssh timeout 5

terminal width 80
Cryptochecksum:5882£514247589d784a0d74c800907b8
: end

AACE RADIUS 00 ( 5.3 FIE MARA )

H b RADIUS RS 251 FIBR 1645/1646 2 5h89 RADIUS 0 (@& R 1812/1813 ) » #EPIX5.3%
FalrAT , JEAUTHSIFRADIUS B 45 i 12 fk ik O T S BRIA1645/1646 A4 M B O

aaa-server radius-authport #
aaa-server radius-acctport #

PIX IAEDebug R fi

BRIATFERNER , FSRARIR, HLT299.99.99.2HF xEZ

172.18.124.114(99.99.99) N SR B M R Bl , R ZFR. AWRBEITACACSHHBRIE , HitHE
EERADIUS B B K1,
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109001: Auth start for user '???' from 99.99.99.2/11003 to 172.18.124.114/23
109011: Authen Session Start: user 'cse', sid 2
109005: Authentication succeeded for user 'cse' from 172.18.124.114/23
to 99.99. 99.2/11003 on interface outside
302001: Built inbound TCP connection 4 for faddr 99.99.99.2/11003
gaddr 99.99.99 .99/23 laddr 172.18.124.114/23 (cse)

HTAFA/FBEIR | SHBIFAK — TACACS+ (AY ) . AP &S ‘Eror:E@ HBAZEHARK

(-]

109001: Auth start for user '???' from 99.99.99.2/11004 to 172.18.1 24.114/23
109006: Authentication failed for user '' from 172.18.124.114/23
to 99.99.99.2/1 1004 on interface outside

RSB EPIXEIE — TACACS+ (A¥) . APRPEBIL—RAFPE . PN ERBERBB(ZERMP
B). AFEIER: CBEHBAERE. ~

109001: Auth start for user '???' from 99.99.99.2/11005 to 172.18.124.114/23
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109002: Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed
(server 172.18.12 4.111 failed) on interface outside
109006: Authentication failed for user '' from 172.18.124.114/23
to 99.99.99.2/1 1005 on interface outside

RIFH S HREIF — RADIUS ((H¥% )

109001: Auth start for user '???' from 172.18.124.114/35931 to 99.99.99.2/23

109011: Authen Session Start: user 'bill', Sid O

109005: Authentication succeeded for user 'bill' from 172.18.124.114/35931
to 99 .99.99.2/23 on interface inside

SHRWIFHEIR (AFRR#EE ) —RADIUS (s ), AFEIRAFEER REEIFD . F
ENMSBARXE  MRAM , BSHHR . EHRHBARHRHE,

109001: Auth start for user '???' from 172.18.124.114/35932 to 99.99.99.2/23
109002: Auth from 172.18.124.114/35932 to 99.99.99.2/23 failed

(server 172.18.12 4.111 failed) on interface inside
109006: Authentication failed for user '' from 172.18.124.114/35932

to 99.99.99. 2/23 on interface inside

IR 5588 W pingi® , {8daemonBF M . RS EE T Alpingl® . RBR/EF BT ICE , BEEESPIX-
RADIUS (E\) B, AFREZIIAFE RAERIERB  RAEEI‘RADIUSERFESREALEHE"  BE
FIER . CHEHHBAZHAK, ”

109001: Auth start for user '???' from 172.18.124.114/35933 to 99.99.99.2/23
109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed
(server 172.18.12 4.111 failed) on interface inside
109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed
(server 172.18.12 4.111 failed) on interface inside
109002: Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed
(server 172.18.12 4.111 failed) on interface inside
109006: Authentication failed for user '' from 172.18.124.114/35933
to 99.99.99. 2/23 on interface inside
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BEBRZELUNIX TACACSHERS s L [

user = can_only do_telnet {
password = clear "**xxxkkdkdkkn
service = shell {

cmd = telnet {

permit .*

}

}

}

user = can_only do_ftp {
password = clear "***xxxkxn
service = shell {

cmd = ftp {

permit .*

}

}

}

user = httponly {

password = clear "***xxkkdn
service = shell ({

cmd = http {

permit .*

}

}

}

ERlEL£Windows TACACS+

SERUA T S B L% B Cisco Secure Windows TACACS+RE 28,

1. # #HDeny unmatched I0S# £ Group Setup ( HiZE ) KEP,

2. # i Add/Edit New Command(FTP, HTTP, Telnet). fli0 , MR E ¥ TelnetB4F E T =
(“telnet 1.2.3.4") , N5 Htelnet, ¥ 1.2.3.4, FEEE"command=telnet"'Z /5 , T£
"Argument" T E NEE "petmit" +IPtbik (40 , permit 1.2.3.4"), WRAFMEZEE
SHARRtelnet , BEFHAllow , M ARFFFE RS HHS I, ?’U‘if&“%ﬁﬁéﬁﬁ”ﬁ:‘%o

3. MITB— MATFGS(HlWTelnet, HTTPHFTP)M 5 =SB 1E,

4. EGUIKEEBI T , FE“NASHELE"ZB 2 A INPIX 1Pt



TACACS+ R # BRS5 2R it

user = can_only do_telnet {
login = cleartext "telnetonly"
cmd = telnet {
permit .*
}
}

user = httponly {
login = cleartext "httponly"
cmd = http {
permit .*
}
}

user = can_only do_ftp {
login = cleartext "ftponly"
cmd = ftp {
permit .*
}
}

PIX & E- AN
FIHSUERER :

aaa authorization include telnet outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound

aaa authorization include http outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

aaa authorization include ftp outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

M52 AR A E R E X MNIFRISIR101— BRI =MEA. FMAESFREN —%o

aaa authorization match 101 outside AuthInbound

PIX IAUF MR Debug R Fi

R 5 01 UF MR — TACACS+

109001: Auth start for user '???' from
99.99.99.2/11010 to 172.18.124.114/23
109011: Authen Session Start: user 'cse', Sid 3
109005: Authentication succeeded for user
'cse' from 172.18.124.114/23 to 99.99.99.2/11010
on interface outside
109011: Authen Session Start: user 'cse', Sid 3
109007: Authorization permitted for user 'cse'
from 99.99.99.2/11010 to 172.18.1 24.114/23
on interface outside



302001: Built inbound TCP connection 2 for faddr
99.99.99.2/11010 gaddr 99.99.99.99/23 laddr
172.18.124.114/23 (cse)

SRRITIBF , BENAM — TACACS+, AFEEREE Error:BINIELH, ~

109001: Auth start for user '???' from
99.99.99.2/11011 to 172.18.124.114/23

109011: Authen Session Start: user 'httponly', Sid 4

109005: Authentication succeeded for user 'httponly'
from 172.18.124.114/23 to 9 9.99.99.2/11011
on interface outside

109008: Authorization denied for user 'httponly'
from 172.18.124.114/23 to 99.99.99.2/11011
on interface outside

9 15 7 51l R ThEE

EPIXHBHERAS 2R EEMRAR | EXPIXEWIFRGIER. RERSSELNAPEEXHRAPN
AXEEE, TACACS+EEFHRILMNITFN, RADIUSNEEFHRIF, EARHS | X
TACACS+HIH Ut B RIERBENEEHR., EPIXEREHA TR,

EE : EPIXRA6.0.1RESMAS |, MRFEHARADIUS |, MR 5 REIEFRHAEIETF RADIUSE
P£11(Filter-1d)[CSCdt50422]F i AFIFRFKEIM, EAXRRHIF , BEINRERN115 , MABRITEHN
RIS EM “acl=115"18 %,

PIX B &

access-list 115 permit tcp any host 99.99.99.2 eq telnet
access-list 115 permit tcp any host 99.99.99.2 eq www
access-list 115 permit tcp any host 99.99.99.2 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq www
access-list 115 deny tcp any host 99.99.99.3 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq telnet

AR 55 25 Hic (W ST 4

AR : TACACS+SE FEHMM2.1IRTTEIR A “acl" B %,

BN ZLUNIX TACACS+E S BRE
user = pixaf
password = clear "k*xkkkkxn

service=shell {
set acl=115

}

}

B Rl E£Windows TACACS+

E@PIXRMBTREAZE AP HRGRSIREVE | iBikPshelllexec , 1k FHRIREIIRE | HiE
Eiz51B ( BPIXEHiEEFIRES T ) -
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user = pixa{
password = clear "***xxkkdn
radius=Cisco {
reply_attributes= {
9,1="acl=115"
}
}
}

B Rl L £Windows RADIUS

RADIUS/CiscoRi& &K a8, “pixa’ i EECisco/RADIUSEFEFTHWAF K., FLME R
“acl=115" , H .8 R009\001 AV-Pair ( NEHE ) -

Wi

Bl & XA acl=115"8 H ¥5 B P pixa” BT B B RIEFMZEN . RS EFFacl=1150 ~&iE Z|
PIX , PIXERETF :

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 2

user 'pixa' at 172.18.124.114, authenticated
access-list 115
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

U Pepixa’e it #£ 3)99.99.99.3 ( T ER99.99.99 24\ IR APt , RN 1FERRNIEL ) ot , A
2783

Error: acl authorization denied

MNBAF T TR ASIE 6.2 A
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R TEHEIPIXe X{GEATRADIUSIHMY . TEEPIXAE LEBEHRYIR, AEIRNATFZAA
P

ERHIRASF | FESIREPIXEEN ., FHRIFE , ACSHIARIFREHHEIIPIX, FARA AW
ACS¥Fii 8] 5l R E#ZHIEZIPIXo

X MREREHEER , WARESlvauthk AP REHRHTEHRIE. HRIIKRGERXTH.
ACSiZ B
# #HGroup SetupH 1£1ZRADIUS(Cisco IOS/PIX)i& ZF KB LUIEBERAFKF, RAFPIERFE (X

s f“cse” ) M#ZEB, MNEMYIRSF , %#B A THEE[009\001] vendor-av-pairf¥i£M. & X iFR %l
=, MARBIFAR :
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- N AT TelnetHIEL HMRE,

pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11063 to outside:172.16.171.201/1049

109001: Auth start for user '???' from 172.16.171.33/11063
to 172.16.171.202/23

109011: Authen Session Start: user 'cse', sid 10

109005: Authentication succeeded for user 'cse'
from 172.16.171.33/11063
to 172.16.171.202/23 on interface inside

302013: Built outbound TCP connection 123 for outside:
172.16.171.202/23 (172.16.171.202/23) to inside:
172.16.171.33/11063 (172.16.171.201/1049) (cse)

show vauthfir S H%H H.

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-list AAA-user-cse

absolute timeout: 0:05:00

inactivity timeout: 0:00:00

show access-listip S HH L.

pix#show access-list

access-list AAA-user-cse; 2 elements

access-1list AAA-user-cse permit tcp any any eq telnet (hitcnt=1)
access-1list AAA-user-cse deny ip any any (hitcnt=0)



- NELTelnetH A FHMRE,

pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11064 to outside:172.16.171.201/1050

109001: Auth start for user '???' from 172.16.171.33/11064 to
172.16.171.202/23

109011: Authen Session Start: user 'cse', sid 11

109005: Authentication succeeded for user 'cse'
from 172.16.171.33/11064
to 172.16.171.202/23 on interface inside

109015: Authorization denied (acl= AAA-user-cse) for user 'cse'
from 172.16.171.33/11064 to 172.16.171.202/23 on interface inside

show vauthm S H H.

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-list AAA-user-cse

absolute timeout: 0:05:00

inactivity timeout: 0:00:00

show access-listfF HHI# H .

pix#show access-list

access-list AAA-user-cse; 2 elements

access-list AAA-user-cse deny tcp any any eq telnet (hitcnt=1)
access-list AAA-user-cse permit ip any any (hitcnt=0)

fEFAACS 3.0~ 7] TR 5 PR

EACSHRA3.0F , HEFE XA 70 VT A 5 QIR U5 R SIS R B | I 9 457E A 7 A TE VR R
B o 1‘;15&%*"\—”)\1‘&1% FESZMAFRA-BEM. SERETFEANSMAFEEMRBN RS
&Ko

AE  MRREBERY , vauthT2EFIBHBIPIX, BRESHEDRF , 2FFE, BR , BM;
EHN IR TS ORI | FAXFER TEB AR,

ERAATFER N4
EARXERENHE , FERATER,

1. 5 HEOERR.

2. RERAPFRA TFTRACLA/FALR T FHRACL.,

3. A HHERBXHAH . % EUser-Level Downloadable ACLs.

4. EX A FEHACL,

5. B Group Setup, A FEACLT , FPIXiFR 5T ELE 2 Bl B F R SR,
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PIX i1 {5 F $£ S 0 B SC4 A9 8 30 5 15 56 UE A1 F $R A0 15 (7 51l 7=
- X o T TelnetFHIEL HMRE,
pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11065 to outside:172.16.171.201/1051
109001: Auth start for user '???' from 172.16.171.33/11065 to
172.16.171.202/23
109011: Authen Session Start: user 'cse', sid 12
109005: Authentication succeeded for user 'cse' from
172.16.171.33/11065 to 172.16.171.202/23 on interface inside
302013: Built outbound TCP connection 124 for outside:
172.16.171.202/23 (172.16.171.202/23) to inside:
172.16.171.33/11065 (172.16.171.201/1051) (cse)

show vauthfi S H H,

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-1list #ACSACL#-PIX-cse_access_list-3cfflbb3

absolute timeout: 0:05:00
inactivity timeout: 0:00:00
pix# 111009: User 'enable_15' executed cmd: show uauth

pix#

show access-listin SR H

pix#show access-list

access-1list #ACSACL#-PIX-cse_access_list-3cfflbb3;

access-1list #ACSACL#-PIX-cse_access_list-3cfflbb3
permit tcp any any eq telnet (hitcnt=1)

access-1list #ACSACL#-PIX-cse_access_list-3cfflbb3
deny ip any any (hitcnt=0)

2 elements




pix# 111009: User 'enable_15' executed cmd: show access-1list

NIELTelnetH A TFHMIRE,

pix# 305011: Built dynamic TCP translation from inside:
172.16.171.33/11066 to outside:172.16.171.201/1052

109001: Auth start for user '???' from 172.16.171.33/11066 to
172.16.171.202/23

109011: Authen Session Start: user 'cse', sid 13

109005: Authentication succeeded for user 'cse'
from 172.16.171.33/11066
to 172.16.171.202/23 on interface inside

109015: Authorization denied (acl=#ACSACL#-PIX-cse_access_list-3cfflddé6)
for user 'cse' from 172.16.171.33/11066
to 172.16.171.202/23 on interface inside

show vauthi S H H,

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated

access-list #ACSACL#-PIX-cse_access_list-3cffldde6
absolute timeout: 0:05:00

inactivity timeout: 0:00:00

pix# 111009: User 'enable_15' executed cmd: show uauth

show access-listaF S B L.

pix#show access-list
access-list #ACSACL#-PIX-cse_access_list-3cfflddé6; 2 elements
access-list #ACSACL#-PIX-cse_access_list-3cfflddé
deny tcp any any eq telnet (hitcnt=1)
access-list #ACSACL#-PIX-cse_access_list-3cfflddé
permit ip any any (hitcnt=0)
pix# 111009: User 'enable_15' executed cmd: show access-listpix#

¥ i ik
PIXEC R — ARnicik

TACACS(Authinbound=tacacs)

itk a o

aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

HEMEAS2RARARTTIEE | E LG REHIFIRF AN AR,

aaa accounting match 101 outside AuthInbound

AEE : HRISIR101EIME XL,

RADIUS(AuthOutbound=radius)

Atk a R



aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthOutbound

HE AL 2MRA R AV IHAE |, E LG REHIPI R EANAR.

aaa accounting match 101 outside AuthOutbound
A BESIR101EIETE L,
AR U AMPIX 7.00BFHBOPIX LN EBEXEEKIEKIE R,

Sit Ol

. TACACSiZHKRHI , AT M99.99.99.250#BF1172.18.124.114 1 £B(99.99.99) i Telnet,

172.18.124.157 pixuser PIX 99.99.99.2 start server=rtp-cherry
time=10:36:16 date=08/23/2000 task id=0x0 foreign_ip=99.99.99.2
local_ip=172.18.124.114 cmd=telnet

172.18.124.157 pixuser PIX 99.99.99.2 stop server=rtp-cherry
time=10:37:50 date=08/23/2000 task id=0x0 foreign_ip=99.99.99.2
local_ip=172.18.124.114
cmd=telnet elapsed_time=94 bytes_in=61 bytes_out=254

. RADIUSiEHRBI , A TFMAEE172.18.124.114F)51£899.99.99.2(Telnet) M SA 2P
99.99.99.3(HTTP)HIE#E,

Sun Aug 6 03:59:28 2000
Acct-Status-Type = Start
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 23
Acct-Session-Id = 0x00000004
User-Name = cse
Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35937
Vendor-Specific = Destination-IP=99.99.99.2
Vendor-Specific = Destination-Port=23

Sun Aug 6 03:59:32 2000
Acct-Status-Type = Stop
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 23
Acct-Session-Id = 0x00000004

Username = cse

Acct-Session-Time = 4
Acct-Input-Octets = 101
Acct-Output-Octets = 143
Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35937
Vendor-Specific = Destination-IP=99.99.99.2
Vendor-Specific = Destination-Port=23

Sun Aug 6 04:05:02 2000
Acct-Status-Type = Start
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 80



Username = cse

Vendor-Specific = Source-IP=172.18.124.114
Source-Port=35949
Destination-IP=99.99.99.3
Destination-Port=80

Vendor-Specific
Vendor-Specific

Vendor-Specific

Sun Aug 6 04:05:02 2000
Acct-Status-Type = Stop
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 80
Acct-Session-Id = 0x0000000a
Username = cse
Acct-Session-Time = 0
Acct-Input-Octets 1277
Acct-Output-Octets = 310
Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35949
Vendor-Specific = Destination-IP=99.99.99.3
Vendor-Specific = Destination-Port=80

exclude M GEH

EEMEH  MREEERERIBIRTTES ORI, BAIFiCHK , BRHUTGHES,

aaa authentication exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

aaa authorization exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

aaa accounting exclude telnet outside 172.18.124.114 255.255.255.255
99.99.99.3 255.255.255.255 AuthInbound

AR . BEL#Aincludedm T,

aaa authentication|authorization|accounting include http|ftp|telnet

qE , A5 2R EAFTE  EXEHRNAR,

access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq telnet
access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq ftp
access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq www
access-list 101 permit tcp any any eq telnet

access-list 101 permit tcp any any eq www

access-list 101 permit tcp any any eq ftp

aaa authentication match 101 outside AuthInbound

aaa authorization match 101 outside AuthInbound

aaa accounting match 101 outside AuthInbound

& MENF BB PEERE |, HEESERN, MESFMNENFHERAE,

BASEBNETEFZAST




—EETACACS+FIRADIUSIRSZ B8 B “BR K218 ( max-session ) REE B EFE AP ( view logged-
inusers ) g, BENHITRASEIREZFAFKEITRICRK. SHIEK FHRIEFKER , B&
BEIEERAERA , TACACS+ZRADIUSIRF 82 MIMRIZMABAZRRAFE - 2FEBETPIX),

HTEZEMR , CIEEEE T TenetMFTPERE, ER , XWHTTPHFER. EXRflH , FATH
BEINMKEE , B8.2HEE,

BAF@IPIX Telnet , i E#THHRILE,

(pix) 109001: Auth start for user '???' from

171.68.118.100/1200 to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse', Sid 3

(pix) 109005: Authentication succeeded for user
'cse' from 171.68.118.100/1200 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for
faddr 9.9.9.25/23 gaddr 9.9.9.10/1200 laddr
171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rtp-pinecone.rtp.cisco.com cse
PIX 171.68.118.100 start task_id=0x3
foreign_1ip=9.9.9.25
local_ip=171.68.118.100 cmd=telnet

B TRFEFEF R start’id % , BB “stop”icF , AR RESZSHRE R Telnet AR 25 F. WIRA
FPERAEESHRIINS —EE (TERkBE—APC) , FEMR AP ARSI max-
sessionsi®B H“1” ( RIZRIRF BT X I Fmax-sessions ) , MIRE 7B ZiEiE, AFPEBHREN LR
THTelnet=skFTPILS , RFEE ( ELTEFRI109H ) o

(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1 laddr
171.68.118.100/1281 duration 0:00:00 bytes
1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998
rtp-pinecone.rtp.cisco.com

cse PIX 171.68.118.100 stop task_id=0x3
foreign_ip=9.9.9.25 local_ip=171.68.118.100
cmd=telnet elapsed_time=5 bytes_in=98
bytes_out=36

FTituauthRE R0 (FEEIXIAE)RE KME(FFuauthfiiE , —XRIANEEERBER ) ), F—MEIHH
REITRIC KB,

TR , HTTPH TSR FE, A TRHTTPH R , & f P @EPIXM
171.68.118.1003% ¥& #9.9.9.25,

(pix) 109001: Auth start for user '???' from
171.68.118.100/1281 to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', Sid 5

(pix) 109005: Authentication succeeded for user
'cse' from 171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr
9.9.9.25/80 gaddr 9.9.9.10/12 81 laddr
171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998
rtp-pinecone.rtp.cisco.com

cse PIX 171.68.118.100 start task_id=0x9
foreign_ip=9.9.9.25 local_ ip=171.68.118.100 cmd=http

(pix) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128 1



laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:35.35 1998
rtp-pinecone.rtp.cisco .com
cse PIX 171.68.118.100 stop task_id=0x9
foreign_ip =9.9.9.25 local_ip=171.68.118.100
cmd=http elapsed_time=0 bytes_ in=1907 bytes_out=223

APIETHIMIT, FRICEREME16:35:34 , FILIEREM1E16:35:35, WTHFEE— (B

, FRIEZRMEFEILLIERZRZBAFRE - ), ARPREZN, AP EEEENRN | EERTH.

BRARXFERHIEFEEFAPTELLAIE, XREANHTTPH A EEERE ( “Built’"Fl“Teardown” 2 [8]
RETE ) KE. “BafMAIL"iERo¥, FEXEELRBERANFRERE , BRER/LFER—

FHEIZ4E, TituauthiRBERNOEREKRE , BIMNEZNLERSH[RXEFHR MELER, B2

, HFHTTPEZNMR , FRALEFHNEFEEFAFPFTIE,

RFSE
L6 Dk £ 20

MREBEWT

auth-prompt prompt PIX515B

RE , BYPIXHWAFBIIETR,

PIX515B

HEVAFERKNEE

MREBUATHT

auth-prompt accept "GOOD_AUTHENTICATION"
auth-prompt reject "BAD AUTHENTICATION"

RE , APREIAXKAB/ANEZN S HRIDPRSHES.

PIX515B

Username: junk
Password:
"BAD_AUTHENTICATION"

PIX515B

Username: cse
Password:
"GOOD_AUTHENTICATION"

SHAFZRENSEX B

PIX timeout vauth@e TIRFHIEESTHF HE N RITHME, MRTACACS+EMRRIE/BREBH , MR
AFEsl, tAPFEREXHIRE N ZEIEE (XU TFTACACS+EFZHARSSEL , Btbloshn
BT ),




user = cse {

default service = permit
login = cleartext "csecse"
service = exec {

timeout 2

idletime = 1

}

}
HHRIE/ENE

show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 99.99.99.3, authorized to:
port 172.18.124.114/telnet
absolute timeout: 0:02:00
inactivity timeout: 0:01:00

PHE
U RB AT — DIEMITT

109012: Authen Session End: user 'cse', Sid 20, elapsed 122 seconds
302002: Teardown TCP connection 32 faddr 99.99.99.3/11025
gaddr 99.99.99.99/23 1 addr 172.18.124.114/23 duration 0:02:26
bytes 7547 (TCP FINs)

ESREL HTTP

MREPIXABHM[SURPIXE S EREES ORI, WENASNERREANEHFITH , BRRRE
REFRHPANED,

NG XER , HBEIFREC 1918 ( #EinternetE NATEXRHEH , {BXT FTPIXA M 48 H 3% B I — 8
it ) ARMBIPIXEEF , AKX FEELHTTP,

virtual http #.#.#.#

HAPEHRPIXZANEHE | EEINE, MRESESHEE , ARPFRE—NMNEHRFOHEE, 1A
iERq‘UAUTHE’JEﬂEﬂJ&J#Eﬁ%E’JO WX RFRR 1ﬁ'}7J{EFHf=TIJHTTPHtlmeout uauthp <346 AR
BRHOW, XEBEHTTPIERE UEEE’JH%HE%%%O

X ERHTTPRIE L Telnet IPH# 3t AT A S £aaa authenticationiB ., EARHFIF | IEE
0.0.0.03E XLt


http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918

-,

99 99993
(Outside - 99 99 99 1
machine being *—— Outside PLA)

browvsed) PIX
17218124 157
(Virtual IP 17218124 47)
(Inside PLA)
_E

TACACS+
or RADIUS 17218124 114
server (browser)

FEPIXEEF AL e,

virtual http 172.18.124.47

AR R 558899.99.99.3, ERIHEER,

Enter username for PIX515B (IDXXX) at 172.18.124.47

SORIEE , REHEEEF]99.99.99.3,

Bl Telnet

X' ERHTTPHE #lTelnet IPH 3t 48 & fEaaa authenticationiB ., EAHIF | I8E
0.0.0.08& X Lt

E#l Telnet A¥4




mB

999399 2 99 .99 .99 1
(mail sender (Wirtual IP 99 9999 30 -

outside ) a Dutmde Flx)
17218124157
(Inside P1X)
_E

TACACSH 17218124114

server (mail recipient -
static to 99,9995 99)

AR ITERRIIFRE—NMNEFEE , EATFTSEREAMBELZTNED, HXHA
excludemnSo. BRATETHE , AT XEDS,

aaa authentication include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
aaa authorization include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
!--- OR the new 5.2 feature allows these !--- four statements to perform the same function. !---
Note: The old and new verbiage should not be mixed.

access-list 101 permit tcp any any eq smtp

l--- The "mail" was a Telnet to port 25. access-list 101 permit tcp any any eq telnet

aaa authentication match 101 outside AuthInbound

aaa authorization match 101 outside AuthInbound

1

!--- plus ! virtual telnet 99.99.99.30

static (inside,outside) 99.99.99.30 172.18.124.30
netmask 255.255.255.255 0 0

static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp host 99.99.99.30 eq telnet any

conduit permit tcp host 99.99.99.99 eq telnet any

conduit permit tcp host 99.99.99.99 eq smtp any



Fif (IXETACACS+R B ) -

user = cse {
default service = permit
login = cleartext "csecse"

}

user = pixuser {
login = cleartext "pixuser"
service = exec {

}
cmd = telnet {
permit .*

}

}
MENEAFHRWIE , MFHEMNHPETelnet E3TIP#:31£99.99.99.303 1T & 1 iF [5 #8 4 & 3% A Y4B
#H, MRBATER, NAFcse’2TelnetF99.99.99.30 , H#H ATACACS+AF&/ZWL,
TelnetEEHEFFHIFF . F P cse” B /a1 BB 4 4 1% £/99.99.99.99(172.18.124.114), F F“pixuser’ty &
BRIEKI. BR , HPIXEKFEcmd=tcp/25Fcmd-arg=172.18.124 114K BRAERET | iHR KW
, Wt PR

109001: Auth start for user '???' from
99.99.99.2/11036 to 172.18.124.114/23

109005: Authentication succeeded for user
'cse' from 172.18.124.114/23 to
99.99.99.2/11036 on interface outside

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

user 'cse' at 99.99.99.2, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

pixfirewall# 109001: Auth start for user '???' from
99.99.99.2/11173 to 172.18.124.30/23

109011: Authen Session Start: user 'cse',6 sid 10

109005: Authentication succeeded for user 'cse' from 99.99.99.2/23
to 172.18.124.30/11173 on interface outside

109011: Authen Session Start: user 'cse',6 sid 10

109007: Authorization permitted for user 'cse' from 99.99.99.2/11173
to 172.18.124.30/23 on interface outside

109001: Auth start for user 'cse' from 99.99.99.2/11174 to
172.18.124.114/25

109011: Authen Session Start: user 'cse',6 sid 10

109007: Authorization permitted for user 'cse' from 99.99.99.2/11174
to 172.18.124.114/25 on interface outside

302001: Built inbound TCP connection 5 for faddr 99.99.99.2/11174
gaddr 99.99.99.99/25 laddr 172.18.124.114/25 (cse)

pixfirewall# 109001: Auth start for user '???' from 99.99.99.2/11175
to 172.18.124.30/23

109011: Authen Session Start: user 'pixuser',6 sid 11

109005: Authentication succeeded for user 'pixuser' from 99.99.99.2/23
to 172.18.124.30/11175 on interface outside

109011: Authen Session Start: user 'pixuser',k sid 11

109007: Authorization permitted for user 'pixuser' from 99.99.99.2/11175
to 172.18.124.30/23 on interface outside



109001: Auth start for user 'pixuser' from 99.99.99.2/11176
to 172.18.124.114/25

109008: Authorization denied for user 'pixuser' from 99.99.99.2/25
to 172.18.124.114/11176 on interface outside

Bl Telnet H ¥4

L

9999 9972 999999 1
(mail recipient (Virtual [P 99 99 .99 30 -

outside) a Dutmde F1x)

17218124 157
(Inside PLX)

. ==

RADIUS
server 17218124114

(mail sender)

AR ITEORIEFTRE—NMNFEE , FATSERFEAUMGLZZINED, XA
excludemn . BRATETHE , AT XEHRS,

NG R THORIEAFRNMFER , RN HUEBGEF2ER—INED., FXAexcludedi &,
BRTETHEA , AT XERS,

aaa authentication include tcp/25 inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthOutbound
I-—— OR the new 5.2 feature allows these three statements !--- to replace the previous
statements. !--- Note: Do not mix the old and new verbiage.

access-list 101 permit tcp any any eq smtp

access-list 101 permit tcp any any eq telnet

aaa authentication match 101 inside AuthOutbound

!

I-—— plus ! wvirtual telnet 99.99.99.30

I-—— The IP address on the outside of PIX is not used for anything else.

ENRNTEASBEIEEH |, BEMEEN LT FGSERREF , ABTelnet®99.99.99.30, XITH T



HR BT AR, BB 172.18.124.114 K 3% F]99.99.99.2:

305002: Translation built for gaddr 99.99.99.99
to laddr 172.18.124.114

109001: Auth start for user '???' from
172.18.124.114/32860 to 99.99.99.30/23

109011: Authen Session Start: user 'cse', Sid 14

109005: Authentication succeeded for user 'cse'
from 172.18.124.114/32860 to 99.99.99.30/23
on interface inside

302001: Built outbound TCP connection 22 for faddr
99.99.99.2/25 gaddr 99.99.99.99/32861
laddr 172.18.124.114/32861 (cse)

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 172.18.124.114, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

E#l Telnet 3484

MAPIZEEERIETelnet IPH#3EET | show vauthfn S E R AL FFARHIETE], 20 A P ABTE 4]
HEBE R EHRIEBEFRZ I (FEDARREFuauth) , N EEBXZREEZIE L Telnet IPHh
e XFFHTFSE. ARFIGEE T IX— =,

F—BHRWIF

109001: Auth start for user '???'

from 172.18.124.114/32862 to 99.99.99.30/23
109011: Authen Session Start: user 'cse', Sid 15
109005: Authentication succeeded for user

'cse' from 172.18.124.114/32862 to

99.99.99.30/23 on interface inside

EE—XBHBBIFE

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 172.18.124.114, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

F-ANBHRWIT

pixfirewall# 109001: Auth start for user 'cse'
from 172.18.124.114/32863 to 99.99.99.30/23

109005: Authentication succeeded for user 'cse'
from 172.18.124.114/32863 to 99.99.99.30/23
on interface inside

B R BB



pixfirewall#show uauth

Current Most Seen
Authenticated Users 0 2
Authen In Progress 0 1

i 01 324X

9999993

(device to send
traffic in TCRAD-
Sl range)

-

TACACS+
server 17218124 114
(device to recelve
traffic in TCRA0-50
range - static to
949 99 .99 99)

99 99 99 1
(Wirtual IF 999999 99 -

Outside P
172 18124 157
_E

(Inside LX)

AN IRASEERTRN. WREPIXEEETEMTelnet, FEN—RINKABRE T RN , WA
LB EMUTelnetdT R, MRk SEERNERHRS |, ZEENKERERMEIPIX , PIXN KX
SHBTACACSHRS B TEI, IR Ri% 055 L4 A B84,

aaa authentication include any outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
aaa authorization include tcp/40-50 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
!-—— OR the new 5.2 feature allows these three statements !--- to perform the same function as
the previous two statements. !--- Note: The old and new verbiage should not be mixed.

access-list 116 permit tcp any any range 40 50
aaa authentication match 116 outside AuthInbound
aaa authorization match 116 outside AuthInbound



1

!--- plus ! static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp any any

virtual telnet 99.99.99.99

TACACS+BRSFBRECIE B ( RBZHM )

user = cse {

login = cleartext "numeric"
cmd = tcp/40-50 {

permit 172.18.124.114

}

}
P AR E e Telnet EEMUIPHEHE99.99.99.99, BARIEE , A 5B PIXSik 040-5055
REITCP7i & #5% £99.99.99.99(172.18.124.114)f , cmd=tcp/40-504 % 3% BITACACS+MR % 28
, Hicmd-arg=172.18.124.114 , I FFTR

109001: Auth start for user '???' from 99.99.99.3/11075
to 172.18.124.114/23
109011: Authen Session Start: user 'cse',6 Sid 13
109005: Authentication succeeded for user 'cse'
from 172.18.124.114/23 to 99.99.99.3/11075
on interface outside
109001: Auth start for user 'cse' from 99.99.99.3/11077
to 172.18.124.114/49
109011: Authen Session Start: user 'cse',6 Sid 13
109007: Authorization permitted for user 'cse'
from 99.99.99.3/11077 to 172.18.124.114/49
on interface outside

AAATTBHTTP, FTPHTelnet A Ry R

EBRELTelnet TEL RFTCP/40-50REEZMEIMEZRNEBA ENG , BERAL TS RMLR
BERichk,

aaa accounting include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
!-—- OR the new 5.2 feature allows these !--- two statements to replace the previous statement.

!--- Note: Do not mix the old and new verbiage.

aaa accounting match 116 outside AuthInbound
access-list 116 permit ip any any

Tacacs+ it Ri2F R

Thu Aug 24 08:06:09 2000 172.18.124.157 cse PIX 99.99.99.3

start task_1d=0x17 foreign_ip=99.99.99.3 local_ip=172.18.124.114
cmd=tcp/40-50

Thu Aug 24 08:06:17 2000 172.18.124.157 cse PIX 99.99.99.3

stop task _id=0x17 foreign_1ip=99.99.99.3 local_ip=172.18.124.114
cmd=tcp/40-50 elapsed_time=8 bytes_in=80 bytes_out=101

DMZ _ERIAE




ERIEMN—IDMZEOE S —ADMZEOWAF , BEFPIXRIEEEZEANWRE, EPIXLE , T
/(1 N

least secure

PIX outside (security0) = 172.18.124.155

pix/intf3 (DMZ - securityl5) = 3.3.3.3 & device 3.3.3.2

pix/intf4 (DMZ - security20) = 4.4.4.4 & device 4.4.4.2 (static to 3.3.3.15)
PIX inside (securityl1l00) = 10.32.1.250

most secure

L]
& =a

TACACS+ server
17218124 111

17215124 155

(ouside) DIMZ intf2
23313

DMM

4444

— 44472
(static to
— 3.3.3.15)

10.321.250
Inside

#B4 PIX Bl

U pix/intf3 M pix/intf4 Z B TelnetiRE , 20T PR

o PIX BR

nameif ethernet0 outside security0
nameif ethernetl inside securityl100
(nameif ethernet2 pix/intf2 securityl0)
nameif ethernet3 pix/intf3 securityl5




nameif ethernetd pix/intf4d security20

(nameif ethernetb pix/intf5 security25)

interface ethernet(0 auto

interface ethernetl auto

(interface ethernet2 auto shutdown)

interface ethernet3 auto

interface ethernet4d auto

(interface ethernet5 auto shutdown)

ip address outside 172.18.124.155 255.255.255.0

ip address inside 10.32.1.250 255.255.255.0

ip address pix/intf3 3.3.3.3 255.255.255.0

ip address pix/intf4 4.4.4.4 255.255.255.0

static (pix/intf4,pix/intf3) 3.3.3.15 4.4.4.2 netmask
255.255.255.255 0 0

conduit permit tcp host 3.3.3.15 host 3.3.3.2

aaa-server xway protocol tacacs+

aaa-server xway (outside) host 172.18.124.111 timeout
5

aaa authentication include telnet pix/intf4 4.4.4.0
255.255.255.0 3.3.3.0

255.255.255.0 3.3.3.0 255.255.255.0 xway

aaa authentication include telnet pix/intf3 4.4.4.0
255.255.255.0 3.3.3.0

255.255.255.0 3.3.3.0 255.255.255.0 xway
!-—— OR the new 5.2 feature allows these four statements
!--—- to replace the previous two statements. !--- Note:
Do not mix the old and new verbiage.

access-list 103 permit tcp 3.3.3.0 255.255.255.0
4.4.4.0 255.255.255.0 eqg telnet

access-list 104 permit tcp 4.4.4.0 255.255.255.0
3.3.3.0 255.255.255.0 eqg telnet

aaa authentication match 103 pix/intf3 xway

aaa authentication match 104 pix/intf4d xway

BETACEFINMENFE

MREERT ERHEHERSRENBERE , HEEM
Cisco TACE X G , ERR B S ILE B IAHEBRPIXBS X 3k

{98
. B E AR RIMNEEER
 EITFFRBIZ A0, & TR FEERR
. show tech-support &5 8% H
. f# Alogging buffered debugging @ &4T/&,show
logfe T HEE , SUVERRIBENEHAHR (WETH

)
B E AR A A SUAHE N ((ixt) FFUREERY BE B N B E SR
F, ERHAEHIE (NREMEF ) WHEBHT , BI L
HEGFEEMMBENRS, MRETEHEARGFIERT
B | BRI B 945 B K ik Blattach@cisco.com , #
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