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AXHEEAATEE

. @i SSH FRIEZLERE
. WfA{E A SSH B iR
. PIX ELi&

B SSH R Z£R#E

ERATXESR , UEREXNZEIRZR SSH A :

1.SSH SEHABRBARF BN OSTHITEHNRIE. A-HAXTHZLER, BER/R

*ﬂl:l'% , #ﬁﬁﬁ AAA : EBE pi x(confi g) #user name user nane password password
pi x(confi g)#aaa authentication {telnet | ssh | http | serial} console {LOCAL | server_group

[LocaL]} R : MMREAFEA TACACS+ 5 RADIUS FRFRAFITE MR , A LLHZ£IRE
BENE AAA RSHRTATARNEARMBEFENZRA T E. BERSHFLEN , ARERE
LOCAL ( LOCAL KA K/NE ) , BUEAMKEEFEANAFENOSE AAA RSB
Bl ) Wﬁélﬁﬁﬁﬁ\ﬁﬁjﬁjﬁﬂﬂﬁﬁﬁﬁﬁﬁffo xE . /_'Fﬁj . pi x(confi g) #aaa

aut henti cation ssh consol e TACACS+ LOCAL ﬁiﬁ . A BAE AR IEEER %"fﬁgﬁlﬂiﬂ’gig
FiE, MTARERZBALE. Ak, B A LOCAL, 7RI : pi x(config)#aaa aut hentication
ssh consol e LocAL REFEABIAAF B pix MERIA Telnet OF cisco. AIMAATHX NG
X Telnet A% : pi x(confi g) #passwd password JERK : XFER T B A LAGE A password &5
XA N SERMERE.

2. A PIX BFREEERK RSA Z4AXT , WF SSH MEXRHSLESLS R : pix(config)#crypto key
generate rsa nodul us nodul us_si ze YER& : modulus_size ( AR ) AJBAR 512, 768,
1024 = 2048, FEEMZABRBA/NMEK , £ RSA ZHAXNFIFNRBEIRBEK. BIE 1024
ERLE. EE: 7.x 2818 PIX BHEMRER A TLER RSA ZEXNH B TTE. ERHRAE
B, RIEREEE , AETEEZRA. B ESLTXERXT , 2ARSNLTXXH
4K RSA #4, A, RELTXERXTREE crypto .

JLEEATEEIRLRENEN., P TEEAITFI SSH #TEZNENN R, NEZE
BAEO, AUSREALGS , NTIEES/NEN. MEREO, EXRRGP , ATFRT—

BENMAEE—EEN. pix(config)#ssh 172.16. 1. 1 255. 255. 255. 255 i nsi de pi x(confi g) #ssh
10.1.1.2 255. 255. 255. 255 out si de

4. W% : IABRT , T2 EZ RN ALY SSH ARAS 1 FRAE 2, WAkt S , MENAFEAD
4& TENRASHYZESE : pix(config)# ssh version <version_number> JEM : version_number AJ A2
188 2,

5 Wik : BIABRT , IEERSFER D #HEEIRA SSH 2if. ATARBLER |, HAERY

B 1 E 60 D%ho pix(config)#ssh timeout ninutes

m{aEA SSH F iR

fTFF SSH «i&et |, FiRfH PIX 500 RIIZLRFMAFBMNEROS, B3 SSH 2EFr , £21R
EFRFHAELER IR (), RAEBETR SSH AP S HRIERRA

host nanme(config)# .

ETRIXNRF2FM SSH HTEE, £ SSH ZARMERH , HEMRFHEHANALA T EHER
BNEFHEGHNERZINR , RAEBHTAFSHRIE. TRXEESAEREERDHHEKNE,
HRR—f#HEERSE  TRALNZL2RZZELERER,

SSH IRA 1.x M 2 RE£FRMNMP , Rt ERRE. FIERENEFiw. BXREAER | &
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SHEREEMNIRE SSH B mER D -

PIX B

AXHEEAATERE :

PIX & E

PI X Version 7.1(1)
!
host nane pi x
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!
interface EthernetO

namei f out si de

security-level O

i p address 192.168.200.1 255. 255. 255.0

!

interface Ethernetl

namei f inside

security-level 100

ip address 172.16.5.10 255.255.0.0

!

passwd 2KFQhbNI dI . 2KYQU encr ypt ed
ftp node passive

pager lines 24

nt u outsi de 1500

ntu inside 1500

no failover

icnp pernmit any outside

no asdm hi story enabl e

arp timeout 14400

route outside 10.1.1.0 255.255.255.0 192.168.200.1 1
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute

I--- AAA for the SSH configuration usernanme ciscouser
password 3USUcOPFU MCO4Jk encrypted aaa authentication
ssh console LOCAL http server enable http 172.16.0.0
255.255. 0.0 inside no snnp-server |ocation no snnp-
server contact snnp-server enable traps snnp

aut hentication |inkup |inkdown coldstar telnet tineout 5
I--- Enter this command for each address or subnet !---
to identify the I P addresses fromwhich !--- the
security appliance accepts connections. !--- The
security appliance accepts SSH connections from al
interfaces. ssh 10.1.1.2 255.255. 255. 255 outside !---

Al lows the users on the host 172.161.1.1 !--- to access
the security appliance !'--- on the inside interface. ssh
172.16.1.1 255.255.255.255 inside !--- Sets the duration
froml to 60 minutes !--- (default 5 minutes) that the
SSH session can be idle, !--- before the security
appl i ance di sconnects the session. ssh tineout 60
console timeout O ! class-map inspection_default match
default-inspection-traffic ! ! policy-map gl obal _policy
cl ass inspection_default inspect dns nmaxi num | ength 512
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inspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global_policy global
Crypt ochecksum a6b05f d04f 9f bd0a39f 1ca7328de91f7 : end

X : Ef SSH 171d] ASA/PIX WEEB#EO

Managenent

A ASDM 5.x #{TEE

SERUTIXESE | LMEFEH ASDM BLEiR & LA #F SSH :

, BRHEEHT

ssh 172.16. 16. 160 255. 255. 255. 255
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6. 1% Configuration > Device Management > Management Access > Command Line (CLI) >
Secure Shell (SSH) , LA{Ef ASDM IEE A BT SSH #TEZMN N , HIEE R M
EI,

{8 Hee f:ﬁéclrﬁu.rmm|u Morkorng | | Sove Qb Retresn | (O o (rovae| P me l R

Dewica Managemsnt o' 3 & LConfiguralion = Device Mansgemsnt > Mansgament Access > Commard Lime (CL1] > Secwe Shell (55H) 1
E- i Managemen! Access
ASDMHTTPS
= Commard Line [CLL
| - () s Spiadfy the addresses of all Fastsl networs which ore sbosed b acoess Ehe ASA using Secure Sl (35H).
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7. B E OTNERAY Save ARFELE.




File View Tools Wizards ‘Window Help

@h Haome {}% Configuration B Mclnitl:lring|

Device Management @ 0 X Config

iﬁ' M kA
El ﬁgﬁ:g;ﬂﬁ;ﬂ;cess —I Allowed 55H Version(s): |1 &z '-'I Timeauk: IS
- 5 5

8. }E/T\EIHT?EM%T? ELERT |, %3 Apply MR EFELE,

Q Save @ Refresh | o Back \H_”.l Forward | "i? Help |

Save Running Configuration ko Flash |Hanagement Access >

fice Lisk

Telnet &

ERMITEE AR Telnet HRIAREZRNEN , FELRAEBEERXT XS telnet v S BRINVERT
, Telnet 2B FELATFIEEHNRSED 5, Rélx%?dﬁéﬁﬁ?@liﬂo EMLBNRER P sk 7R
Telnet iR, EEAGEH no .

tel net {{hostnane | |P_address mask interface_nane} | {IPv6_address interface_nane} | {tinmeout
nurmber}} no telnet {{hostname | | P_address nask interface_nane} | {IPv6_address interface_nane}
| {timeout numrber}}

£ telnet is S AT LAEE WL EHLEEET Telnet HRIRLRZEFIA

AR TLUEMEEOLNZSRZ B A Telnet, ER , ZLIRBEFIFABEERAIBEOMN Telnet
REHZE IPsec R, EF‘FHJEF’J%"‘BEDE’J Telnet £ , BENEEO LEE IPsec , FHS
FEHZSIRZERWN IPRE , #EHNEEDLEFA Telnet,

EE: —BME  MREAEONTELEIN 0 EFTEMEMED |, M| PIX/ASA T RN ZEE
A#1T Telnet,

X BUTEET Telnet 2FHRZRLER, FHRIEEREE (WOT ) RUBXFERKIE
. Telnet [REGEEMEF A IRBEMNABPXER# 1T, Cisco BIWFEA SSH LIEREBEERZR S,

MR A IP sk | NIEAT A MEEL, ZRERIANMNEBE, BOERRNTRENFMBBE,
MEBHB AL IP 8B, ERFIXEAN IP thutidiFE |, BRSNS/ NAFEER 255 ; 4l
i , 255.255.255.255,

MR IPsec BTEE , MAEEFTLZLWEOEN , XBERNSED. RERETURE
crypto map %5 , SAMER telnet B IE—NMEOB.

% password %, MERX FIEREIAH Telnet IFRIZEO S, ERIAENR cisco. & H who &
, AMEEE LT AWML P thitiFRIRSRFZFEFAE. K kil 75, MELLLTEZW Telnet 2H&
21,

EQABOAZEAON Telnet 21F , BEB AT IXLE RS

=51

ARBHAEFEN 10.1.1.1 B Telnet HRIZ SR ZFEFA

pi x(config)#tel net 10.1.1.1 255.255. 255. 255 i nsi de
=4l 2

ARG AL 10.0.0.0/8 B Telnet iF ] 22 RBEHIA -

pi x(config)#tel net 10.0.0.0 255.0.0.0 inside



=~Hl3
ARG AGFFTEMEET Telnet HRIRLIREZIESH A

pi x(config)#telnet 0.0.0.0 0.0.0.0 inside
MRAFEATHE console XBFHW aaa v H , MATAFHBRIEARS /X Telnet 12H & HE#H 1T H 4
Wik,

EE: NMREEBT aaa ®$ , EXWNZRLIRE Telnet BFHI A B RBITEMLRIE , HEEHAESR
BRER , WATLMEBTEFHEHRIEZEEE, Ak, F%H A A enable password i GIREMNZ £
BEAFENOS,

& telnet timeout 7 , LMEIREZ L RBITHIZEH A Telnet 2IEZBIZETE T TF 22 FIRZASHY
EEKEE, T8EfF no telnet i S 5 telnet timeout R ESFEH.

ARG R R ANAT 5 Sl 2 1E 22 PR BRI HF R i)

host nanme(confi g)#tel net timeout 10 hostnanme(confi g)#show runni ng-config telnet tineout telnet
ti meout 10 m nutes

ACS 4.x H#y SSH/Telnet X

MR ZI T RADIUS Theg , M AT LAXS SSH TheefE A RADIUS,

YR B Telnet, SSH, HTTP HBTHHAEREHNLZLIRE , HEREFTES B HRIEFHN
, B2 REFFERAFENOS,. RAEL2REFFXLEERERIEE RADIUS (ACS) REEE , HRE
BRS5- 2309 W S AEVF SR 3E4E CLI 15 18],

BXRENGEE , FESHEE AAA RS BMA it BIEERN AAA BRSNS BIERE X FE 5.

fflan , ASA Z2RE 7O FE—NIP bt , RERBFINPESEE , 0.

host nane(confi g)#ssh source_| P_address nask source_interface

BRIEFAFEE , FSHEE AAA BRSSSBFMA b HIFERY L VE SSH B EE S -

&S H PIX/ASA : £ TACACS+ #] RADIUS IR M ML M EBREBEE RS , A THE
XIABLEX PIX 78 ACS B RRIER SSH/Telnet 15 1d] o

B

ERAER S AT EIAER BRER ERIZIT.
P

moRHERER (SREMRA
24

B4 SSH

& i debug ssh 755 LUTFHF SSH i,

pi x(confi g) #debug ssh SSH debuggi ng on

THEHNHHETRMEN 10.1.1.2 (£ PIX KIS ) FPIX'HY F B R UEERK D
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pi x#
Devi ce ssh opened successfully.
SSHO: SSH client: IP = "10.1.1.2" interface # = 1
SSH: host key initialised
SSHO: starting SSH control process
SSHO: Exchangi ng versions - SSH 1.99-Cisco-1.25
SSHO: send SSH nmessage: outdata is NULL
server version string: SSH 1. 99-C sco-1. 25SSHO: recei ve SSH nessage: 83 (83)
SSHO: client version is - SSH 1.99-3.2.0 SSH Secure Shell for W ndows
client version string: SSH 1.99-3.2.0 SSH Secure Shell for W ndowsSSHO:
begi n ser ver key generation
SSHO: conpl ete server key generation, elapsed tine = 1760 s
SSH2 0: SSH2_MsSG KEXI NI T sent
SSH2 0: SSH2_MSG KEXINI T recei ved
SSH2: kex: client->server aesl128-cbc hnmac-nd5 none
SSH2: kex: server->client aesl128-cbc hnmac-nd5 none
SSH2 0: expecting SSH2_MSG KEXDH | NI T
SSH2 0: SSH2_MSG KEXDH INI'T recei ved
SSH2 0: signature length 143
SSH2: kex_derive_keys conpl ete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG _NEWKEYS sent

SSH2 0: waiting for SSH2_MSG NEVKEYS

SSH2 0: newkeys: node 0

SSH2 0: SSH2_MSG NEVKEYS recei vedSSH( pi x): user authen method is

‘no AAA', aaa server group ID =20

SSH(pi x): user authen nmethod is 'no AAA', aaa server group ID =10
SSH2 0: authentication successful for pix !--- Authentication for the Pl X was successful. SSH2
0: channel open request SSH2 0: pty-req request SSH2 0: requested tty: vt100, height 25, wdth
80 SSH2 0: shell request SSH2 0: shell nessage received

MEAFRENAFEER (HMpix1" I pix”) , M PIX By REEL F BRI, TEHHERS
HE R SRR :

pi x#

Devi ce ssh opened successful ly.

SSHO: SSH client: IP ="10.1.1.2" interface # = 1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH1.99-Ci sco-1.25

SSHO: send SSH nessage: outdata is NULL

server version string: SSH 1. 99-Ci sco-1. 25SSHO: recei ve SSH nessage: 83 (83)

SSHO: client version is - SSH 1.99-3.2.0 SSH Secure Shell for Wndows client version
string: SSH 1.99-3.2.0 SSH Secure Shell for WndowsSSHO: begin server key generation

SSHO: conpl ete server key generation, elapsed tinme = 1960 ns

SSH2 0: SSH2_MSG KEXI NI T sent

SSH2 0: SSH2_MSG KEXINIT received

SSH2: kex: client->server aesl128-cbc hmac-nd5 none

SSH2: kex: server->client aesl128-cbc hmac-nd5 none

SSH2 0: expecting SSH2_MSG KEXDH INI'T

SSH2 0: SSH2_MSG KEXDH INI'T recei ved

SSH2 0: signature |ength 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG _NEVKEYS sent

SSH2 0: waiting for SSH2_MSG NEVKEYS
SSH2 0: newkeys: nopde 0O

SSH2 0: SSH2_MSG _NEVKEYS recei vedSSH( pi x1): user authen nethod is

"no AAA', aaa server group ID=0

SSH(pi x1): user authen nethod is 'no AAA', aaa server group ID=0

SSH2 0: authentication failed for pixl !--- Authentication for pixl was not successful due to
t he wrong usernane.

Efih , MRAFRENOSHER , WTEN B HHE RS ORIEXK,



pi x#

Devi ce ssh opened successfully.

SSHO: SSH client: IP = "10.1.1.2" interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchangi ng versions - SSH-1.99-Ci sco-1.25

SSHO: send SSH nessage: outdata is NULL server version string:
SSH- 1. 99- G sco- 1. 25SSHO: recei ve SSH nessage: 83 (83)
SSHO: client version is - SSH 1.99-3.2.0 SSH Secure Shell for
W ndows client version string:SSH1.99-3.2.0

SSH Secure Shell for W ndowsSSHO: begin server key generation
SSHO: conpl ete server key generation, elapsed time = 1920 ns
SSH2 0: SSH2_MsSG KEXI NI T sent

SSH2 0: SSH2_MSG KEXINIT received

SSH2: kex: client->server aesl128-cbc hnmac-nd5 none

SSH2: kex: server->client aes128-cbc hmac-nd5 none

SSH2 0: expecting SSH2_MSG KEXDH I NI T

SSH2 0: SSH2_MSG KEXDH INI'T recei ved

SSH2 0: signature length 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG _NEVKEYS sent

SSH2 0: waiting for SSH2_MSG NEWKEYS
SSH2 0: newkeys: node 0O

SSH2 0: SSH2_MSG NEVKEYS recei vedSSH(pi x): user aut hen met hod
is '"no AAA', aaa server group ID =20
SSH(pi x): user authen nmethod is 'no AAA', aaa server group ID =10
SSH2 0: authentication failed for pixSSH(pix): user authen nethod
is '"no AAA', aaa server group ID =20
SSH2 0: authentication failed for pix !--- Authentication for Pl X was not successful due to the
wrong password.

EEEZWN SSH £iF
RAHTHXN S UEREMEREN SSH 2@FENHEIURS PIX FERRE

pi x#show ssh session SID Client | P Version Mde Encryption Hmac State Username 0 10.1.1.2 1.99
I N aes128-cbc nd5 SessionStarted pix OUT aes128-cbc md5 SessionStarted pix

1%£$# Monitoring > Properties > Device Access > Secure Shell Sessions , LAEfA ASDM EF X%

o

EE RSA 1A

EETHEHXNGT , MEEELZLIRE L RSA BN LA HI S -

pi x#show crypto key nypubkey rsa Key pair was generated at: 19:36:28 UTC May 19 2006 Key name:
<Def aul t - RSA- Key> Usage: General Purpose Key Mdulus Size (bits): 1024 Key Data: 30819f 30
0d06092a 864886f 7 00010101 05000381 8d003081 89028181 00c172f4 95f66c34 2c2ced37 aa3442d8
12158c93 131480dd 967985ab 1d7b92d9 5290f 695 8e9b5b0d d88c0439 6169184c d8f b951c 19023347
d6b3f 939 99ac2814 950f 4422 69b67328 f64916b1 82e15341 07590da2 390f befd 38758888 7319196¢C
de6laef1l 165c4bab 03d081d5 ddaf 15cc c9ddb204 c2b451e0 f 19ceO0f 3 485b1d69 8b020301 0001

1% Configuration>BW > E B> , HERHERFAFE N 7T EEFSASDMIIRSAZE A,

B P B BR

RER D R AAVE BT AT HE BT HEDR,

MM PIX il Bk RSA %44




HUEERT (HIOAR PIX BRERFER PIX FH SSH ARAE ) |, ATRESERMIBRH E# 62 RSA
240, KETEX/MNGS , LMEM PIX M RSA Z4AXT -

pi x(config)#crypto key zeroize rsa

1% Configuration>E > EH>FEAX , H A EHMER R 7 EBRSASDMIIRSAZ 4,

SSH %K

EPIX/ASAHISBIREE :

%P1 X| ASA- 3- 315004: Fail to establish SSH session because RSA host key retrieval failed

HESSHE Fim it EHLAYX MAYERIREE

Sel ected ci pher type <unknown> not supported by server.

EFRERE | FRERH EHOE RSA B, RHTEXMRS , SMEM ASA Bk RSA Z4AxXt

ASA(confi g)#crypto key zeroi ze rsa

ZEHTHXMES , UEERHZSA

ASA(config)# crypto key generate rsa nodul us 1024

ZEEN SSH #[F ASA

BiRHE

ssh_exchange_i dentification: read: Connection reset by peer

BERREEE , FEAA TSR

1. EFHNE ASA , SiMIBRFTE 5 SSH #HxHBLE M RSA 41,
2. EFTELE SSH s , HEFHEMK RSA H4,

fEFSSH , ToiEW R —ASA

HASAEHETRER ST , TR AIGEMNXISSHN FHASABIVPNEE, XE2ENSSHWEERE
U FHLASARI A SR 2 0 o

HXER

. Cisco PIX 500 Ry &Z£i%%
. Cisco ASA 5500 RIIBHBENEZLIZR
. Cisco PIX By K 35k 5 4

. Cisco Secure PIX B X ifds 8 &

- BB SSH ##E - Cisco BRH8SH Cisco $EHES
.- #RE#ME (RFC)

- BAREZ R - Cisco Systems
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