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@& Add AAA Server Group

Configure A8% server group. The Accounting Mode attribute is only
applicable for RADILIS and TACACS+ protocols.

Serer Group:

Frotocal:

fry_authent_grp

Accounting Mode: " Simultaneous {* Single
Reactivation Maode: + Depletion " Timed
Dead Time: |1III minutes

Max Failed Attempts: |3

ik [}I Cancel Help

3. EESRIM2K T el — MR RINRSS 2/ 4E




@& Add AAA Server Group

Configure A8% server group. The Accounting Mode attribute is only
applicable for RADILIS and TACACS+ protocols.

Serer Group:

Frotocal:

Accounting Mode:

Feactivation Mode:

Dead Time: |1n

fry_author_grp

LDAR

" Simultaneous {* Single
+ Depletion " Timed
minutes

Max Failed Attempts: |3

ik %l Cancel Help

4. BHNMAN T RENREZENER,
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#= Preview CLI Commands

The following CLI commands are generated based on the changes you made in ASDM. Ta
send the commands to the PE, click Send. To not send the commands and continue making
changes in ASDM, click Cancel.

I aaa-server my_authent_orp protocol kerbaros =]
aaa-serer my_authent_aorp protocol kerberos
reactivation-mode depletion deadtime 10
max-failed-atiempts 3
aaa-ganer my_author_orp protocol ldap
aaa-serer my_author_grp protocal ldap
reactivation-mode depletion deadtime 10
max-failed-attermpts 3

Send % Cancal |

NELTASHRIENENRSSFETHMCIERNRSRH,
6. £ Configuration>& H>AAAIR E>AAARRS 8] , H B2 &%,
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x|

Server Group: fry_authent_grp |
Interface Mame: inside I
senver IP Address: 172221100

Timeout: 10 seconds

Kerberos Parameters

Server Port: 88

Retry Interval: 10 seconds j

Kerberos Realm: |REALM.CISCO.CORM

Ik %l Cancel Help
Server

Group — AR S H 2 FEEN BB RIERSEFH. Interface Name — &R RS ESFIEMNIED
- Server IP Address — 15 7E & 3 F RS 239 IP sk, Timeout — 38 EEFIRSS 2514 R AV
BEEHE ( At ) » Kerberos Parameters : Server Port — 88 & Kerberos FI#RHiw 0o
Retry Interval — &R FTEMN E X EFE. Kerberos Realm — #i A Kerberos # &%, BEIX
=2 AREFHZH Windows FH A,

8. MERMNIRSHE. THREET OK,




x|

Server Group: try_author_arp |
Interface Mame: inside I
senver IP Address: 172221101

Timeout: 10 seconds

LOAF Parameters

Server Port: a4

Base DM: ou=cisco

SCope: One level heneath the Base DN j
Maming Attributeds): uid

Login D

Login Password:

izanfirm Login Passward:

Ik %J Cancel Help
Server

Group — R SE 3 hE BHNRNIRE 854, Interface Name — &R RS BFFFFERIEEO,
Server IP Address — 1E EE RS 25Y IP bk, Timeout — 35 E L5 ARSS 2810 N MY 8 Ko
B ( A1t ) - LDAP Parameters : Server Port — 389 2 LDAP BY2kiAix 0., Base DN —
WA SRS H[WEIRIERETE LDAP RREMF RN HRIERNVE. Scope — EFE LIRS
BB RINBEREX LDAP BREWNERFINEE. BFRME—m AELDAPRRSEMNZE
MAFENHHENHIENELE. TENEFEERELREEFHRCN)FAF/ID (vid)s Login DN —
H L | DAP JR$588 ( ‘2%E Microsoft Active Directory BRS588 ) TE HEZEME Mt LDAP BREHN
BRZH , EREREICELT SFHRIENBEEIEF., Login DN FERESREZEN &K
E4E |, XA N T EEEENRNAFNARLRE, Hl70 , cn=administrator. XJF
EZiEE , HREFEREZ, Login Password — #ii A Login DN B9%#3, Confirm Login
Password — #&1A Login DN By 23,

EFBNEMRNRSS[MEANGE , BREEMAN T RENZRNENR, MRENEIHITTHRK
& , M PIX HErEMERMEEZTRENG S,
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£ Add Tunnel Group x|

\dentity General | Client Address assignment| IPSec| Advanced|

Group Policy: [DﬂtGrpF’nliw E'

[ Sirip the realm frorm username before passing it on fo the AAA server

[~ Strip the group from usemame before passing it on to the AAA server

Tao set authentication server group per interface, go fo the Advanced tab,

Authentication Server Group: |rmf_authent_grp 3
[ Usae LOCAL if Server Group fails

Authorization Server Group:  |my_author_grp =

[~ Users must existin the authorization database to connect

Accounting Server Group: | Mone - ;J

QK M Cancel Help

3. A : NRARMT FHAEEEA , NEEHMERF ENRRSHK.
4. ERfE# T OKo

5 EKBELABRETRE , FRETNANTRENRENER, MEXNHEBT THENEE , U PIX
LA R MEETREN TS,
6. REREN TRIEGTEIRE,

{55 CLI &L VPN A i 5318 if f$%4X

X2 VPN AP S HRIEMBRRSH[AENER CLI EBE.

Z2REFCLIEE

pi xfirewal | #show run : Saved : PI X Version 7.2(2) !

host nane pi xfirewal | domai n-nanme default.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted nanes !
interface Ethernet0 shutdown no naneif no security-I|evel
no ip address ! interface Ethernetl naneif inside
security-level 100 ip address 172.22.1.105 255. 255. 255.0




I 1--- Qutput is suppressed. ! passwd 2KFnbNI dl . 2KYQU
encrypted ftp node passive dns server-group Defaul t DNS
donmai n- nane defaul t.dorein.invalid pager lines 24 ntu

i nside 1500 no failover icnp unreachable rate-linmt 1
burst-size 1 asdmimage flash:/asdm 522.bin !--- Cutput
i s suppressed. aaa-server my_authent_grp protocol
kerberos aaa-server ny_authent_grp host 172.22.1.100
ker ber os-real m REALM Cl SCO. COM aaa- server ny_author_grp
protocol |dap aaa-server my_author_grp host 172.22.1.101
| dap- base-dn ou=ci sco | dap-scope onel evel | dap-nani ng-
attribute uid http server enable http 0.0.0.0 0.0.0.0

i nsi de no snnp-server |ocation no snnp-server contact
snnp-server enable traps snnp authentication |inkup

I i nkdown col dstart tunnel -group Def aul t RAG oup general -
attributes authentication-server-group my_authent_grp
aut hori zati on-server-group ny_author_grp ! !--- CQutput

i s suppressed.

Wi

FTRUTXESER , WiE PIX/ASA 5 AAA RS2 2BV 5 G RIE

1. % Configuration>& tE>AAAIR B>AAABRS B8R | I Bk AR 884H (my_authent_grp). RJE
BEHAN®N TRIEAFEI,
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'g‘__'Test AAA Server -172.22.1.100

Ix

Totest the following 8828 zerver enter uzername and
password.

A48 Terver Group:  my_authent_grp (Kerberoz)
Host: 172.221.100

" tuthorizetion ¥ Authertication

=ername: Itest
Pas=sweord: I***
] I Cancel
TR,
3. BEFRF MUK,
@ Information >
@ Authentication test to host 172,221 100 iz successTul.
O I

B BB BR

1. SHRIERBHN —NERLRREZAEIER. FHERE PIX X ASA R4S S GRIERSRE
¥, HRIEXEWER TR |, SeERBILLEEIREE .- ERROR Authentication
Rej ect ed: Clock skew greater than 300 seconds..?¥ B , lt HFESHEHI : o1 x| AsA-3- 113020
Kerberos error :Cock skew with server ip_address greater than 300 secondsip_addreSS—
Kerberos BRSSESHY IP thit, HHATZ 2 BERZNRFZHE LHWNHEEESH (3008 ) |, Eit
B3I Kerberos AR5 28X IPSec 2 WebVPN AP # TS HBRIEAKE , BEREER. K&
XAERET , FHELEEER. N T7THRRLEE | BEDSERS T EMKerberoshRSs 2xHY B4

2. AR REREE FAD)WFBIE , RE TS HAS WERM.

3. VPNE Fim B F 2R iEMicrosoft Certificate R85, R TEHIREE 1«7 (Error 14087
ORI EE | EREE T ERkerberosefE IAE AR S 25/ T 55 B A E 5 £ 4E .
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. Cisco PIX BF K3l 8k 4

. Cisco Secure PIX B X iy £S5 £

. 27 Field Notices ( 8% PIX)
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