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AVFRERE LA NAT i (B S 5B M 4%
AVFREBENER PAT 7[R S0 ERR 4%

PR 5 P £ 3 L3 S48 P 4% B9 15 [F]

AT ZEENEN TR ZEENRETHEN
£ PIX JRZAS 7.0 RESHRAS LFEA ACL

XS EEH/MAEER NAT

£/ Static SF TH TN OEFE[E (A )

MER - O EFER (R )

#i PIX FLiE - i O B 5 7]

{5/ Static a3 R %I TCP/UDP £1iF

ok

HETwEminEyE
BURARTEFHERNNKENES
HXES

fifr

7 THESEM Cisco PIX Z2BERA 7.0 NHEARERESZ2M4 , £ A nat-control, nat,
global, static, access-list ¥ access-group B SR , XM T HEEFELEREHERENEONRZTSH
BRENEOZRNEZEFR, AXHTAXEGOSZENER , URNAEAGSITRESEEN
Z2RZEER (ASDM) £ PIX BHFRA 7x PEBIHR O EEM ( F K ) FINZBM L& th 1k 35
(NAT) IhEE,

X : ASDM 52 EERAF R F L LI A sE SASDM 5.1 FETAE, BXiIFMAER |, HSH
ASDM 3 #4,

KRR
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ER
T AYER ASDM BLBIR % , BSH AV ASDM #4T HTTPS i#lH.
;0P|

AW EEETUTRGFME R

. Cisco PIX 500 &5 Z2RBEHMHRAK 7.0 RESHRA
. ASDM RRA& 5.x & E &R
ANEAPEERRETRERRENEFNRIZIREEN, AXMPEANFEIRERIERAR
B(RA)BE. MREFANREXENGE  FHRALZECLXTHRAETIHNBER I,
HXFR
B A LU L ELE B T Cisco ASA ZL2IEEMA 7.x RESRA,
M

BRNHEAENESER , F5%E Cisco RRETRAE,

) &% P

AW YO U -ONLCOIm Outside NAT 192.168.1.3:24
Real: 10.16.1.16 -
Registered: 172.16.1.16
==
172.16.1.2:24
10.1.1.2/8
Your Inside Hosts E1 E0
10.1.1.25 to 10.1.100.254
and 10.1.6.1 to .62 Untrusted
Hetwork —
Inside Quiside
Inside HAT r
—h.
1 192.163.1.2724
10.0.0.0/'8

WEERFERN IP /it 5 RE Internet E R SERE, XLt EESBREREHRFEHAN RFC
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1918 ik,

I E R

BEOBMUT :

. interface ethernet 0 - 4\ 2B & %
. interface ethernet 1 - WL
AR EERAXRANHFAEANTIHEHMAEE  EEAGSERIELUEMRERF).

o H 3k 15 (]

HIGFEERMNE S L2 RN EZEOIRERSRINEONERE, XSIFMNRBEIABHIERE.
MAZHREREX (DMZ) B9EEMM DMZ BIANEBEER, REEEREONZ2 LI ST BfREOD
HEZ2RF , XETEESIEMN— DMZ B S —1 DMZ HiER, FEF PIX #0 L& security-
level'BL EH1THIA.

RRBIEREERANEORNEE

pix(config) #interface ethernet 0
pix(config-if) #security-level 0
pix(config-if) #nameif outside
pix(config-if) #exit

PIX 7.0 5| AT nat-control 5. B EEEER T A nat-control SR AIEE NAT X F4
HEERERLEN. S NAT 255 , XIEE NAT SN FEAFHUERER , XEUBIRA
B PIX 34—, IREFA NAT #24 (no nat-control) , M NEPEHL AT AETRE E NAT AN EER
TEARBNEERE. B2, IRELERNIBENFTEE L H Mt , MPRFTERXLEHEE NAT,

AT ER ASDM BB NAT 24l , iEM ASDM Home & AFi%# Configuration &I+~ , ARFEMI
BEX & Rk E NAT,

Enable traffic through the firewall without translation : LI PIX iRZA 7.0(1) F5| A, EAFLLE
At , fFEEEF A H no nat-control B8, L S EWRE T T EH TEAHKIRE BN X,
BERBEIABENEEALA IP it FENE RN ERFGRI ENZIRFE IP shuked , Fikdp
BEIE T

MBERIPENEEELH IP st , N ARECEES R | LUERZFEN AT SRR RN IP bk
H A8 Internet,
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Zorfiguration = [AT = Transiation Hues
[w], rEFIE M IERRE S
InterTacaz
= R#{Enable ramc through the firewall withaut 3ddress tranalaton:
Sacurky Poilcy & Translation Files ™ Translation Exemplion Rules
E’ﬂ:, Shos RUles Tor nlarace: |4 interfaces =] S 4l
HNAT
(;1:; Rule Ciriginal Translatad fuad
:,Im Type Iriteface Souree Petwnrk Crestinztion Mabtwiark Iniefface Addrazs Etil
¢§£. [Fefete
Rouing
Glonsl Chients
Propertia
a | ¥
o Blatic MAT W Cymarnic MAT <03 Stabic Folicy MAT 2 Dyrarnic Pulicy AT Managa Poals...
Lanky | Razat |
apimin= | MA(15) i [ Y| 711006 6:02:20 PM LUTC

RNT REFFE NAT BHNHAR , FEEFARINRE, F—INRERAE, XA UEEA static
BEHNBRAEGR , TR MA nat/global MUK AFEKR, MEESER NAT ZBHHERTENE
Bttibut | MAFE LR,

HIEBRNS —NER (FERAEREZM NAT 24, LERHFER ) RREEFEEHEEFHFIE
(ACL), tIR7FHE ACL , NEXMATRENEARENN MK OIHR BIREN. BRIAERT , X
FiES PIX 9 HIEESEEMBE RS, XERENRZENREOERE ACL, MERANBERT
, AERE T HRIRFEE AT HINER,

AEREBEYER NAT RSB L

WEERTFFM 10.1.6.0/24 LWFAE ENX AP G ERR. N TRIMLLBEH , FEH nat Ml
global &% , M TR R

1. EXERN NAT SIEN A EBA,

nat (inside) 1 10.1.6.0 255.255.255.0

2. ESNEREE O EAETE NAT B8P E B EHR B R B9 3t 1kt

global (outside) 1 172.16.1.5-172.16.1.10 netmask 255.255.255.0

3. 5 ASDM R8I £ Fisitith, %$F Configuration > Features > NAT FEUH%EH Enable
traffic through the firewall without address translation, A5 % o7 Add SABLIE NAT M0,



4. ¥ i Manage Pools JATE X NAT it



g% Edit Address Translation Rule

i+ Llge hAT . 4l

same adgress =]

NiA  No address pool defined

5. &% Outside > Add , FHi&&E—NSEE LUEE b,



]
Global Address Pools
Global Address Pools are used to configure Dynamic Metwark Address Translation (NAT)
addresses,
Interface Fool 1Dy IF Address(as)
insie ¢ Add
outside :
i
Pele
(8] Cancel Help
BABUSEE WA D, AEEE OK.
g% Add Global Pool Item x|

Interface: ||:|L|t5i|:|e j Fool 1D: |1

* Range
" Port Address Translation (PAT)
" Port Address Translation (PAT) using the IP address ofthe interface

IF Address:  |[172.16.1.5 — 17216110

Metwork Mask (optionaly; |255.255.255.n

] | Cancel | Help




7. 1% Configuration > Features > NAT > Translation Rules SA 812 # MM,
8. 1£#% Inside ERIREN , REMAERIT NAT Fikayibat,

9. X¥F Translate Address on Interface , #%# Outside , #%# Dynamic , AAFIERENIEE 49 it

Hkth,
10. Click
OK.
ﬁ Edit Address Translation Bule - il
{+ Usg WAT [ ise Faolicy kT,
Source Hostiketwork
Interface: finside =
IF Address: 10.1.6.0
Mask: liﬁs.zsszﬁs._n E‘I
WEE
MAT Options._..
Translate Address on Interace: | outside j

Translate Address Ta

(" * Siatic IF Address I _i'

[ Rediract port
(s P ) _ _
~rine originzlport! | [ranslated port |
¢ % Dynamic  Address Pool [1 =] Manage Pools... |

] Pool D ‘ Address

Ok Cancel Help

11. L I&%£$E Configuration > Features > NAT > Translation Rules B , ##~ & R1E
Translation Rules #,
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Configuration = bAT = Translalion Rules
[wl, e2F DA SERERS
Fterfaces
G ™ Enable rafc hrougH ihe frewall wifouladdress ranstaiion
B
=
Securly Policy * Tranzlalion Rules " Translalion Exampbion Rulas
wh Shiw Rules for Interface: [&] Intertaces = showan |
HAT
Rula Qriginal Translalad A
G
RN Twae Irterfacs Sourse Metwork Destinabon Metwark Irterfane Apdrass Edi
4;2 [irizictes o iy B1EiE 172161.5172161.10 Dalata |
Poubirg
o
Giohal Obj=cls
Progeaities
1] I I
i1 Slafle BAT il Comarnic MAT  Ju Slalic Palicy BT 451 Crmamic Policy AT Managa Fools..
Apiply I Resal |
Desice confguration naded sueces s, =admin=  FA[15) il B4 7D T:44:00 PM LTS

ME , REOENTLUFRIABRE . HAIBENB I SNBHEZER |, SRR RIS
PR E AN, 2B/t A i RB AR KRN ENSE , HBEMBPREH/DiutFF
WMo, Bl , MEREN10.1.6.252F —MNREZNBEIERE , MT2KREIHHE
172.16.1.5, FT—AETHNEAEELWKEN172.16.1.6 , MRILEH, XTREBAHEGR  E8Etxate
hh:mm:ssin T E X —BRIEESNRTEE , HRER, WRAIPENRES TPtk
B, PN RRE—MbibE A T im0 ik iR (PAT).

AERZBENER PAT H RSB E

MEFERNBENHZE NN H bt HTEIR | FFEA PAT. R global FAEE — Mttt |, W%
it B O Rt PIX AFENMEO—NEOHER | ZHRTIFERZ 65,535 1NEF xlate TR
B— NPt ER, TSRUTESE , UATFRASTEVER PAT 1HRIFAEBMLE,

1. ENEN PAT 2HENAEA (A 00, RRERMBEANETEN. )

nat (inside) 1 10.1.6.0 255.255.255.0

2. EEEMT PAT & Rtbit. XATLAREE A ML,

global (outside) 1 172.16.1.4 netmask 255.255.255.0

3. 7£ ASDM H , &#8 Configuration > Features > NAT #BUHE R Enable traffic through the
firewall without address translation.

4. B Add SAECER NAT AL,

. 1%£3% Manage Pools SAEi & PAT i,

6. 1% 3% Outside > Add &5 Port Address Translation (PAT) SAB R AT PAT B9 it

)]



7. B AtbiE, 0 ID , RI5E T OKo

= Add Global Pool Item = x|
Interface: |outside -] Pool 1D |1
{" Range

* Port Address Translation (PAT)
i Port Address Translation (PAT) using the IP address ofthe interface

IF Address: (172161 .4 Ay

Metwork Mask (optional): |255.255.255.n

2k | Cancel | Help

8. i£#% Configuration > Features > NAT > Translation Rules SA 8 Z &80l ,

9. ¥£#% Inside fERRER , AEWMAEHIT NAT HiRaysbut,

10. X} F Translate Address on Interface , % Outside , % Dynamic , AR EEFEZENEEN
ok, Click
OK.



% Edit Address Translation Rule
= Use NAT " Use Policy AT

Source HostMetwork

Interface: ||:'*i':r j

IP Address: 01,60

Maslkc JES 2E5 255 1) TI

HE TSR |

MAT Options..
Translate Address on Inlefface. ||:|u15n:le :]
Translate Address Ta
" 1 Static IP Address | LI
[ Redirectpor
" TOF
LG Rl R | lranisiated i | I
r\_ | |'-|. I I I [ IE Ry
(]
o 'Iﬂ Crynamic  Address Pool; |1 j Manage Pools., |

Foal ID Address

] o Cancel Help

11. Z&1%E$E Configuration > Features > NAT > Translation Rules B , ##/ & R1E
Translation Rules #1,



8 Cisco ASDM 5.1 bor PIX - 1001.1.1 = EI!E]
File Rules Eearch Oplions Tools Wizands  Help
A o = 3 ) &y Cigeo Srsnius
Cl @ L/ C O QL & o ?
Home Condfigpur atlion Merioring Bz Ferweard Search Fe=fraczh Save Help
Configuration = MAT = Translalion Rules
[wl, e2F DA SBRERS
Fterfaces
G ™ Enable raffc oG 1he frewal wifouladdress ranstaiion
i}
=
Securly Poiicy * Transzlalion Rules " Translalion Examplion Rulas
o Shiw Rules for Interface: [&] Intertaces = showan |
HAT
Rula Qriginal Translalad A
Gl
RN Twae Iriterfacs Source Metwork Destinabon Metwark Irterfane Apdrass Edi
4;2 ;ir|:_:i|_1|_: Dalata |
Foubirg
o
okl Objacts
Ed
Progearties
4| | JJ
i1 Slafle BAT il Comarnic MAT 4 Slalic Palicy BT 451 Crmamic Policy AT Managa Fools..
Apiply I Resal |
Desic confguration inaded sueces s, =admin=  FA[15) il &4 7D T:44:00 PM LTS

EEERA PAT B , BILNMEEET,

- A PAT 8 IP it FREEM T B — N2/ttt ,

- PAT 7865 H323 R ARRF. EEBEMRFZHFMNIN IRZEMI (PPTP) —2FEH. PAT IS
1% RS (DNS). FTP F#3z) FTP, HTTP, EB#4. =S (RPC). rshell, Telnet,
URL 3 3EF1 H ¥k traceroute —#E

 HEREEENHAEETZHEANBARERN , BOMER PAT, ZRANBAREF TS PAT 12
A9 3 O BRET & 4 2R,

- 1 PIX BHFRRAS 4.2(2) &, PAT Thaext U R BIRF ZRR IP BB ST EER. PIX B
7K 4.2(3) EIE T B[R,

. £ global FEENBEtbut bR EY IP it WME R [ DNS 5%k B AT R FTE S S8 45 3 41t B
AT LAES PIX ARl 7 7T 81 & E DNS BRET |, E7E it B & MRS R AN Fitut 6
FA—~/> DNS {54t (PTR) i2%, & B PTR %8 , R4 Internet EEFRE EIERIEZ AN
hUIER , B FTP ER&—EXMK, fli0 , IRLF IP it 2 192.168.1.3 , PIX £21i%
£ W1 & & pix.caguana.com , Il PTR 2% :

3.1.1.175.in-addr.arpa. IN PTR

pix3.caguana.com
4.1.1.175.in-addr.arpa. IN PTR

pix4.caguana.com & SO on.

PR ) PR 3B 3= A% 4358 P 4% 9 15 )

WRARENELTERNEREE , HFEEERRPIX EOEN ACL , NERIAER TF AV H
EE, BR , EREBRTELERER, BAR. MMUA/HHmORG HEHE, 7 7TRMNLBH

, iE 1 access-list S5 A ACL /A access-group R ENA TR PIX #0, AWM
b A EER AT AR PIX 7.0 ACL, WEEBR—NRl, EAT—NFRA KIS HTTP 15 , B3



“ArEEMENXIAEE HTTP BE , B A FE NAFNAEEM IP BER.

1.

3.

4.

E X ACL,

access-list acl_outbound permit tcp 10.1.6.0 255.255.255.0 any eq www
access-list acl_outbound deny tcp any any eq www
access-list acl_outbound permit ip any any

3 : PIX ACLECisco I0S®BHEE FMWACLARE , BRPIXFEHBE &SI , fCisco
I0S., B ACL EXFEREN FMHEL, 5 Cisco 10S BEHES—# , PIXACL 7£ ACL &
B —%BEX deny all'iEA, EX : FiHRISIREZE GHMETNEBACENRE, MREFE %
A4S EACE |, AT TEaccess-listFfEA1ine X BF. U TERWHSHERH :

access-list acl_outbound line 1 extended permit tcp host 10.1.10.225 any

R ACL RIA T A##EE0,

access-group acl_outbound in interface inside

EFAASDMIELELS BRI P E —NMARIFIRFE L AFFRE10.1.6.024WHTTPRE, EF
Configuration > Features > Security Policy > Access Rules.
BHAAd, MAUTEOFARNEER , AFETE OK,



—

5. WA=NMAEFIRSEZEE |, i%# Configuration > Feature > Security Policy > Access Rules 34
B RXEHRM,
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AT ZEENEN G R ZEEIRNEPHE

REBHELARBEATTZEENENHRCMNNZEENEZPHNEIR. A Web RGHRER—1
BN RAE, BMIAMERT , PIX EELMATENE UW“‘BEME’JE?& N TENAT Z2HEXT AT
EHE | B static M access-list, access-group #H —Eﬁﬁﬁo MRS EF NAT 24, N
FHATE MR ER T , REE access-list fl access-group i H .

¥ access-group SR ACL A F#O, k&t ACL S#EOXEKEX , AREMFBFES ER
VIR R

S ATREIBENF RN nat M global S HHE L , MERIMELH ACL/A | static v R FFRIE—
AN A EB L5 18] BB 0 S 2B =ML 5 19 P S Y TN [ 5 36k.

EARXKPE RN PAT BB RAIF , MEARENZ R EZT [/t , NEeTAEETFAIARIBE
VER, static g PRIE—P—X—HME, access-ist R ENAFERIBEN 2 BRI EREH
B YRSMHBRENEINEZEIRZSERENENNEREEZS®T. accesslist TETIROAM
i, BRREEBRAEESHANELR , TLIEERN B TUEE™K,

AP EE A T NAERAXERCRE PIX AATAETZEENEEEF A Web
R5ER  AATTZEEMIEN 192.168.1.1 IFRIE— S EN LK FTP RS

# PIX WRA 7.0 RE&ARA EGEMA ACL

SERATESR , BUE PIX BFRRA 7.0 RESMA LEA ACL,




1. MREE A NAT 24| , FRRE Web BRS52RE L —MEISNER/2 R itb Ut KBRS IR

static (inside, outside) 172.16.1.16 10.16.1.16

2. E M BLE E A A1 P um O EIE#ER] Web/FTP BRS5ER.

access-1list 101 permit tcp any host 172.16.1.16 eq www
access-list 101 permit tcp host 192.168.1.1 host 172.16.1.16 eq ftp

3. F ACL MR TA &R,

access-group 101 in interface outside

4. 1%3#% Configuration > Features > NAT 3 &.if Add LAfEf ASDM &2 Lt @Sk,
5. %4 inside ERIRIED , HRAENHAIBRBARRNA T,
6. i%£$¥ Static ##E IP address FERARABER B/ EBibsit, Click

OK.
& Add Address Translation Rule E x|
* Lisa KAT " Llsa Policy NAT
Source Hosthetwork
Interface inside |
IP Address:  [1016.1.15
Mask: ]2&&1 255 285 255 L‘
Browsea .. |
MAT Dptions ...
Translate Address on Interface: [ outside =]

Translate Addrass To

iy 1i T Siafic IP Address:; ]1'."2‘.151 16 j
I Hedirect port
IOl

~ :.. Flinal poart | ransaed o |
1w
(" %31 Dynamic " __| Manage Pools... |

Pool 1T Address

Ok Cancel Heln

7. HIRiE$E Configuration > Features > NAT > Translation Rules i , #¥#4% . /R4 Translation
Rules #,
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MAT
Ruk Onginal T lated

r'l__'j TH - Fiina ranelsie

T

VRN Type Inbeerace SOurce Metwark Cestination MNataork Addriass
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Routing

e
Fobal Obiacts
L
Fropaies
i) ¥
a1 Stafic MAT w41 Dynemic HAT ) GI&tic Pollcy NAT =1 Dynamie Polley NAT Manage Ponls, |

MIGEEH/MEER NAT

MEFEHA NAT BHEHEEABME LW — L Hibyt | HEFEXLERFERNDENTUEFRL KR
BYER T FESAER , ATLAGEA] nat O = static an X XL EHEER NAT,

AT 2 nat 8RR RH

nat (inside) 0 10.1.6.0 255.255.255.0

SERUTSE , LUEH ASDM JHiEEEZH/MEZA NAT,

1. #%4% Configuration > Features > NAT 3 #.i Add.

2. %#% inside fERIREED , FARMAENHABBESHRO At/ ML,
3. 1% Dynamic 33 Address Pool %% same address. Click

OK.

|'E| FHUDE 74400 Ful LT
8. BERARHINZBENXI A ZE LR GRS FE L A access-list kB, FE : ZHEXLEGHHE

Pitne, ERIAT access-list 101 permit ip any any @ , M| RBEFEEZHiR , TZEEME
FEAENBTLAEA IP HRZEERSE LNEREN,




Original port: !| Translated port g

same address ]
—

Mo address pool defined

4. Z1&i%$% Configuration > Features > NAT > Translation Rules & , ## ¥ & R7E
Translation Rules #,
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5. RER ACL U AN TR (ETH/EH ) WEIERSTERBNES , BEAN TS

T o

access-1list 103 permit ip 10.1.6.0 255.255.255.0 any
nat (inside) 0 access-1list 103

6. £/ ASDM Hi%£$% Configuration > Features > NAT > Translation Rules,
7. 1%3$% Translation Exemption Rules 387 Add. btRHIERIAEEM 10.1.6.0/24 MEFEE

NENBIERRR TR,
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9. AF Web RS E5H static B HE—LEER , ML T RHIFFR.

static (inside, outside) 10.16.1.16 10.16.1.16

10. M ASDM H1i%#% Configuration > Features > NAT > Translation Rules.
11. 1%#% Translation Rules }# ¥ Add. # AR#bUER , RFER Static, 1E IP Address FE&
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12. H#%$F Configuration > Features > NAT > Translation Rules B , 3 #:8 & R#E
Translation Rules #,
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13. MNRFEH ACL , BERAUTHS.

access-list 102 permit tcp any host 10.16.1.16 eq www
access-group 102 in interface outside

BXTE ASDM HEE ACL WIFAEE |, BS A 4R PR ) A HB 3 A3 0 8 X 48 89 1 [R] &5

Do FABUTAMBEAZENESR 1‘.&1@% nat 0 38 E M &/ ; BERA —MEAMSE/RE
BH ACL , BTFRATMNAIESNEE. & ACL 5 nat 0 —iBfEA AR AR H IS BIER
BaERE, PIX #2O0FEMT AR F M LUR &% H I AA M R,

{5/ Static s SHTIWMOEEM (BE)

FEPIX6.0/F , ANTHOEER (% ) WELAAFAAFEZZEE IP #Hit/iwO #it PIX
FHEREERIEYNANLRSEE/HO, static P EHENR. LEwut AT LLE M — ﬂi’,i.lt\ H=E
Hih PAT it REASPEOLZMN M, INEERE PIX 7.0 F A A,

AR HTZERS , dFERERT L.

static [(internal_if name, external_if name)] {global_ip/interface}local_ip [netmask mask]
[max_conns [emb_limit [norandomseq]]]

static [(internal_ if name, external if name)] {tcp/udp} {global_ip|interface} global_port
local_ip local_port [netmask mask] [max conns [emb_limit [norandomseq]]]

XEE  WRBANATERAAZIP(global_IP) it # T3 | NXAae S Bk, EHit , EHSEGR
RE AR F interface A& IP Mt



AMERGIPEEUTHROEEM (%K) -

- AEBAFHE Telnet FEREM@MEIME— IP bk 172.18.124.99 , PIX HHEEE@E 10.1.1.6,
- AEBAPR FTP R E@BIMKE— IP 3k 172.18.124.99 , PIX FHEEM@ME 10.1.1.3,
- NEA PR Telnet IR E @ E| PAT tbiik 172.18.124.208 , PIX FFHEZE@E 10.1.1.4,
- AEBRA A Telnet IEREMME PIX JAEB IP H#bik 172.18.124.216 , PIX HHEEM@Z
10.1.1.5,
- ANEAPRHTTP ERE@E] PIX SAE8 IP #hik 172.18.124.216 , PIX fFHEE [ 2
10.1.1.5,
- ASBA PR HTTP % 0 8080 B3R EME PAT it 172.18.124.208 , PIX FHEE @ F
10.1.1.7 ¥ 0 80,
It R BIEE FAACL 100FE LE L = MR ER RIS EREY 5 ). LB TRR ANER . ERBEHM ACL 1Y
BRT , AFFBEHRIER L.

RMEE - wmOBEF@E (%R )

10.1.1.2 172.18.124.216

Inside i
_J

i Outside

\ Outside Addresses:

Inside Addresses:

I
10.1.1.6/23 |
10.1.1.3:21 PAT address = 172.18.124.208 :g':"g'gi'gggﬁ
10.1.1.4/23 ' ol
1011523 | 172.18.124.208/23
10.1.1.5/80 | 172.18.124.216/23
10.1.1.7/80 - 172.18.124.216/80

| 172.18.124.208/8080

#hr PIX Bl - i O EE [
UBHIBRBRANAEABSHOEEE (%% ). BSRBEOERR (#E ) NER,
B4 PIX7.x B - ROEER (RR)

fixup protocol ftp 21

!--- Use of an outbound ACL is optional. access-list 100
permit tcp 10.1.1.0 255.255.255.128 any eqg www access-
list 100 deny tcp any any eq www access-1list 100 permit
tcp 10.0.0.0 255.0.0.0 any access-list 100 permit udp
10.0.0.0 255.0.0.0 host 172.18.124.100 eqg domain access-
list 101 permit tcp any host 172.18.124.99 eqg telnet
access-list 101 permit tcp any host 172.18.124.99 eq ftp
access-list 101 permit tcp any host 172.18.124.208 eqg
telnet access-list 101 permit tcp any host
172.18.124.216 eqg telnet access-list 101 permit tcp any
host 172.18.124.216 eq www access-list 101 permit tcp
any host 172.18.124.208 eqg 8080 interface EthernetO




nameif outside security-level 0 ip address
172.18.124.216 255.255.255.0 ! interface Ethernetl
nameif inside security-level 100 ip address 10.1.1.2
255.255.255.0 ! global (outside) 1 172.18.124.208 nat
(inside) 1 0.0.0.0 0.0.0.0 0 O static (inside,outside)
tcp 172.18.124.99 telnet 10.1.1.6 telnet netmask
255.255.255.255 0 0 static (inside,outside) tcp
172.18.124.99 ftp 10.1.1.3 ftp netmask 255.255.255.255 0
0 static (inside,outside) tcp 172.18.124.208 telnet
10.1.1.4 telnet netmask 255.255.255.255 0 0 static
(inside,outside) tcp interface telnet 10.1.1.5 telnet
netmask 255.255.255.255 0 0 static (inside,outside) tcp
interface www 10.1.1.5 www netmask 255.255.255.255 0 0
static (inside,outside) tcp 172.18.124.208 8080 10.1.1.7
www netmask 255.255.255.255 0 0 !/--- Use of an outbound
ACL is optional. access-group 100 in interface inside

access-group 101 in interface outside

XX : WRPIX/ASAELE T sysopt noproxyarp outside @5 , W'E R AL ¥FBhF X EETEPIX/ASAR AT
REARPHIEEASNATEH M, 7T HERIEE , B1E PIX/ASA H 1l Bk sysopt noproxyarp outside &5
T, ABBERFEATH ARP B ARP & H, XS5 NAT KB TUER I,

IR R AT E R FAEA I Telnet IBREMEIME— IP ik 172.18.124.99 ( PIX [ HEE[H
10116 ) MmO EEM@ (HK ) HWRH,

1. £ ASDM 3} i%£#%F Configuration > Features > NAT > Translation Rules.

2. %% Translation Rules }## & Add.

3. 3 F Source Host/Network , % ARER IP it B{E R,

4. 34F Translate Address To , 1% Static , i AZNEB IP bk Hi%E A Redirect porto
5 IARBRINEREROGE (ARFIFEHDO 23 RIFFE ), Click OK.
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{5 Static S5 FR#l TCP/UDP &%

MRERF T PIX/ASA RN EFARSS 258 TCP 5 UDP £1i&

haa, 1 5 e

E| 10405 15:09:456 LTC

, iaﬁaﬁﬁﬁ static ﬁ%o

BEBNTMEH A TCP M UDP EENHEAKE, BIAER 0, XEWRELRIIER ( ZHERE
£ timeout conn B HEENZWENEHRE ) o WEIMTFEA T NAT, Z218%F RBREM
ZEMRENEDNIZLMRENZONERE,

PRHIFHEENHRE AR ERZ DoS Wi, Z2RBERAMHRGIALA TCP 8 , TCP £8W
PRt REBREZ RBI M TCP SYN BiE @B R EOHRITH DoS Wi, HHIERERIFRME R
HARTERSENEFROEEFR, WERFERTHAEE NAT, TCP ZEWRMERATREZ2R 5!
LA ENHIRSFER. MRANE NAT REAEIRS] , #H R B4R 2 1E

fHln -

ASA (config) #static (inside,outside) tcp
! -—- The maximum number of simultaneous
500, default is 0 which means unlimited
time specified !--- by the timeout conn
per host is 100.

10.1.1.1 www 10.2.2.2 www tcp 500 100

tcp connections the local IP !--- hosts are to allow is
|--- connections. Idle connections are closed after the
command !--- The maximum number of embryonic connections

%PIX-3-201002:{static|xlate} global_address b Ky A 2 | econns nconns



XE—XEEEMAXIER, YBHEIETHA IS RIEEKRE |, FicREBEE, econns TE
E B AXIIEHEES |, nconns & static = xlate foiFHI & RIEEEH.

BIHBRERMER show static Si HAREN SHA U (RSB M BRH, ZREIZTERERN,

%ASA-3-201011 : O Outside LM 10.1.26.51/2393%110.0.86.155/1358 A S5 ¥ IE TR FE L2 R H 8
31000/1000

LtEEIRE B 2 B Cisco Bug ID CSCsg52106({XEIE Mt &= )5, BXEFEMEE |, SR
Bug.

E T rE N5 R SIE

B ESEE A9 02 R BRFIXT R ZH 5 E, time-range B REXNAEE, EEXNETBEZE , &
A SURE EL B A0 2 BdE A U S AR

AT EHEETHEMN ACL , EEMA time-range BT EX—XM—APHNBERE. RAESFHEA with
the access-list extended time-range 8 ESEE 482 E ACL.

NESEEGB T RERBHRSENH, ER | IS NTP @F —BERNMR&KE.

o2 ESEE AR ESEEERERER 25 , AT absolute M periodic B+ E X EEE S
M. 7 THKE time-range @ absolute M periodic XBFHMINRE , FEREEEREERXT
£/ default &%

N TEREETHEA ACL , B time-range R EX — XN —EAHRNBERE. REFEH with
the access-list extended v S ESEEHBESR ACL, T —/NREIFFE N “Sales’® ACL HEZFIHZ
F“New York Minute” 89 B BISE.FE :

LRI BIE — N F F“New York Minute’ BBt EISEE |, Hi# AR ESEEEREEE :

hostname (config) #time-range New York_ Minute

hostname (config-time-range) #periodic weekdays 07:00 to 19:00

(
(
hostname (config) #access-1list Sales line 1 extended deny ip any any time-range New_ York Minute
hostname (config) #access-group Sales in interface inside

BVERZFERMNBENES

MENBEFBHBEREYT — Cisco BRZIFHER , #
FHEIEUWEBUA THREN PIX B2 RZHHE,

- [RGB FAE X R IMEAE L

- B ERZ 8 AR THEDBRE SR,

. 3k B show tech-support s S H.

. 1217 logging buffered debugging /5K B show
log ML K IATRTREBENRESHRER
(WMREF).

BUEER M A SRR ((txt) MUKRENBIEM MBI ER
., BALAE TAC RSERTE ([XEREMAF, ) #F
SEMMEIENER, MRTEEVHR TAC BFERTE
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. Cisco HEENZ 48 &% EHE R (ASDM) BB MR
.- WRFERE (RFC)
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