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pi x(confi g) #aaa authentication ssh console TACACS+ LOCAL
MR A LOCAL , M AT LU A Bz E AEE HHRIESE (RBEIER ) .
BN, & BAE XAt R B B AN A P PR LA IS SSH B AT A 3 & IR IE -

pi x(confi g) #aaa authentication ssh console LOCAL

BRUMABIEITIZEIT PIX B4ERA 5.2 - 6.2 B PIX B AIBHIT AAA SHRIEFEMNFHAEE |, KL
EEXBHAEBMRIE, REBERICEM AAA REJ[XARBFTHRNEMAESE | FSEMMAX
Cisco Secure PIX BAXHE (5.2-6.2) HITHB A S HRIE,

ES R PIX/ASA : BXRUMAEIEITIZEIT 6.3 RESMA PIX B4R PIX BhXiE#H 1T AAA BB KF
(EERE ) BHEMNFMAEE  BESHEEH TACACS+ 1 RADIUS RS 853 1T M &1/ B Ay B @ (R T8
Bl & R,

MREEEBTER , WF2EBIE PIX 2/, MREEZERRET , EMSIPIXNIZHEEDE
HFEERS. MRPIXHTEEHIRMARETRE , S APIXHWEBREMAAALBERETE,

Jt 46 {5 I B

4]

BX RN EAHE R, , #5H Cisco HARRTAM,
FREH

A YRR TR B R A

{8 BV 4A 4
EXRFOESETUT R AEARE -

- PIX BR#FhR A 6.2
- Cisco Secure ACS for Windows v3.0 (ACS)
- Cisco Secure ACS for UNIX (CSUnix) v2.3.6

ANHEHPHEEHRETREXRRENEFHRFZLIEN, AXEFEANARRZRAERAR
(A BE, MREREEXINE LRE  FRRECEEAEAGSIHESELTHREBERE,

8 hn%erF /452 AR B Y I i

EXMHFW 6.2 BHRKIE/BNIEZ ] , BRYUGEBERA T GSHRE PIX :
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l--- IP range allowed to Telnet to the PIX (values depend on network). telnet 172.18.124.0
255.255.255.0

! --- Telnet password. passwd <password>

! --—- Enable password. enable password <password>

IS, 350

PIXPHARSHB T TI5R , BEELRTL TR, BEEFMAGTHILRRE , BERAUATHS

show privilege all

MIABRT , RKEB@HTEML TR 15, WTFHIFAR

privilege configure level 15 command route

DB THRTHRR 0, WTFBIFTR

privilege show level 0 command curpriv

PIX AIEEAERNEEREXTET. ELawH (W show logging ) EERMERN., BEEXN XL
TRENR , XAEEGTALHER |, REIFTR. B —MERXEDA enable. HLFE
logging is a command available in nultiple nodes WMRREEER ) & £ Fimode
[enable|configure] s+ :

privilege show level 5 mode configure command logging

XL RBIS K clock B H. A THEMNG S AHEE clock SR Y AR :

show privilege command clock

B3t show privilege command clock i SR HTAILIER , FEAT=HEXM clock H :

!--- Users at level 15 can use the show clock conmand.

privilege show level 15 command clock
!--- Users at level 15 can use the clear clock comand.

Privilege clear level 15 command clock



!-—- Users at level 15 can configure the clock !--- (for example, clock set 12:00:00 Jan 01
2001).

privilege configure level 15 command clock

BOUF/ARAX - A ith A R

E%%{(} clock B SHNBEB 2z , NEIZRHAROIEBEEAFRHSAL BB RS ORI , 0
THIFRR :

GOSS(confi g) # username poweruser password poweruser privilege 15
GOSS(confi g) # aaa-server LOCAL protocol local
GOSS(confi g)# aaa authentication telnet console LOCAL

PIX BIAAFEAM , R HIFRR

GOSS(config)# 502101: New user added to local dbase:
Uname: poweruser Priv: 15 Encpass: Nimjl8wRa7VAmpm5

"poweruser" BEIZFE B FREIPIX , HFAMBEAR#PIX 5% ( 3k Benable password < password
>Tn ) ITERME,

BEAMBASHRIEATURER MY, MTHIFR

GOSS(confi g) # aaa authentication enable console LOCAL

XEEZAFPAARINERANERRE, EXRREHP , B2XHNEAEFEHZB poweruser’s AR
"poweruser"'MiZEEIZEBR FEIPIX , F EFEAAMPIXOS,

NREURLEAFREEAKESRT , YN REEFERNRVAF, , MTHIFR :

~

GOSS(confi g) # username ordinary password ordinary privilege 9

HFESESRERAPENFIED S HRIAMREELIS , BU4TEH oS BEIL , LE"ZE" AFsE
BHITEN]. XHBERT , BHERS 9 A% EH show clock i69 , EFREEHE B4 , 0
THIFRR :

GOSS(confi g)# privilege show level 9 command clock

ICEFRER B IEHE PIX (ITILIRMER , AP ATEELTHRA 150 9) , MTHIFRR

GOSS(confi g)# privilege configure level 1 command logout

BEEAFEBEA enable ®F ( BHILRER , AFLTRI 1) , MTHIRAR :

GOSS(confi g)# privilege configure level 1 mode enable command enable



B HF disable WEBHIRA 1, FMLTFRR 2-15 2EANAFSTMNEAEKERE , M THIRT
N

G0SS(confi g)# privilege configure level 1 command disable

mE L ordinary AR B ER , HUZAFPSHRITER ( BB BN ordinary” ) , NREHA

privilege configure level 1 command disable , #1 T~ #IFTR :

GOSS# show curpriv
Username : ordinary

Current privilege level : 9
Current Mdde/s : P_PRIV

MEEZBPERBXFETFRERNERENGHIN) , PIXAUgETHERRE , AN ERIEERA
FPEEFR, MREX#E , EXEXEAFBENERT , 5 A debug i nﬁ?ﬁ*mfh
“enable_15"= “enable_1"HIH B, Hit , HE B FRNGEI , Upixtest" A~ (L15HF ) EEESH
FIPIX fiﬁ“ﬂ%‘?gﬁﬁﬁmx REFRAFEEEEZENGTRRER, NEMUER TEHAN TSR
WRRMN :

GOSS(confi g)# aaa authorization command LOCAL

A F“poweruser* M iZ# L&”% , BRAMWITAE®S. A “ordinary’ M EE% £ show clock,
enable, disable # logout R ST FEEFEAHMH S , MTHFR :

GOSS# show xlate
Conmmand aut horization failed

{5/ AAA BR 35 Be 3 1T 30k /4R

R TBEER AAA BREEX AP #ITEHRIUEMZEN, TACACS+ ZAER , RARTU#H TGRS
B, BRI BAER RAD|US° BRE PIX LE2EBBELUEIN AAA Telnet/12 5l Ll:l"ﬁ'% ( T—LAmifE
Fiid LOCAL AAA %) , MTFHIFRR :

G0SS(confi g)# show aaa

AAA aut hentication tel net consol e LOCAL
AAA aut hentication enabl e consol e LOCAL
AAA aut hori zati on command LOCAL

MREFEELFIE AAA Telnet/i2F AT , BERAUA TSN SAIMER :

GOSS(confi g)# no aaa authorization command LOCAL
GOSS(confi g)# no aaa authentication telnet console LOCAL
GOSS(confi g)# no aaa authentication enable console LOCAL

EREXRSHWIE—# , HRHTMNAUBRAS TUEARLESTEEERE PIX,



telnet 172.18.124.0 255.255.255.0

!--- IP range allowed to telnet to the PIX (values would depend on network). passwd <password>
I -—-- Telnet password. Enable password <password>

! --- Enable password.

BIFEERNRRSER , RAAAARRS 2R EL B PIXH TS REN,

ACS - TACACS+

EMEEREPEREATACACSHHITEMBRIUE" ( Xt FCisco IOS®HH ) EXPIX , FHACSEE N
BPIXEfE. ACS AFMEEBEURT PIXHEE. EPNN ACS AP REBAFBMED,

EPIX L, BEAUTHS :

GOSS(confi g)# enable password ciscol23

G0SS(confi g)# aaa-server TACSERVER protocol tacacs+
G0SS(confi g)# aaa-server TACSERVER (inside) host timeout 10
G0SS(confi g)# aaa authentication telnet console TACSERVER

XBt , ACSAFREBZRERZPIX , EPIXLEAMEZDE , ITHESGD. BTRUTESR :

1. MRFEFET ACS 1T PIX BHABHRIE , 5% Interface Configuration > Advanced
TACACS+ Settings.
2. 1%/ Advanced Configuration Options > Advanced TACACS+ Features #&.
3. B & “Submit’s BLEY , B TACACS+ REE REAFEE T H,
4. Max Privilege for any AAA Client 1% Level 15
5. NAFREERABEAR (TEERELMNEAZES ).
6. B &H“Submit”,
BEBE PIX H# TACACS+ AR ERASHRIE , BEAUTHS

G0SS(confi g)# aaa authentication enable console TACSERVER

XAt , ACSHF RIZEEW TERRIIPIX , HAFAACSHEENEAZBHTER,

FEARI PIX 8 TR Z A , X ACS 3.0 BT+ B UMNRER O THEIERF (REREM
AP ). &A@ AR Cisco Bug ID CSCdw78255 EE B X WM EFHNEMES (NEREM
AFE)o

HFHRRIEXAERTHTENZA TR, URFEEA ACS HITH IR , BRHAFF/REAIERE
Interface Configuration > TACACS+ (Cisco) > Shell (exec) , /G # d7 Submit, Shell S EN&
BRNETRERF (RE ) BETE.

NETENREED —PRBANACSAHR , H AFAEERCisco I0ST TR —MNMFRZE,
HEACSAPAUBE AT FEGTHITHTRNNRE, LWRGIRAUTHR

1. 1%38 Group Settings , N THRIER KR BIFTEME,
2. ¥ 5 Edit Settings,
3. %1% Shell Command Authorization Set,
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4. ¥ Command %4,
5. #i A logino
6. £ Unlisted Arguments T , #%&# Permit,
7. 13 logout. enable #1 disable S EH TR,
8. %% Shell Command Authorization Set.
9. # i Command &4,
10. i A show,
11. £ Arguments T , i A permit clock.
12. ¥t 3% Unlisted Arguments , % deny,
13. B &H“Submit”,

THRXLESERNW R

@ User ﬂ
g | Setup W Command:
Group |Dgiﬂ
Setup
Arpuments:
% Shared Profile
Cornponents ;I
MNetwork
Configuration
= [
= g System .
= Configuration Tnlisted arguments
Interface ® Fermit
Contfiguration
" Deny
H. | Administration J
§ | Contral W Command:
LA | External User
show
3*-_"3 [Latabazes
Arouments:
% Reportsand
Activity permit clock -]
% | Online
‘ Crocurnentation
[

Tnlisted arguments
" Permit
& Deny

=

Subinit Submit + Restart Cancel

MRIEDMAFHRET BRERIMEFLE N LR D) , PIXARERAE RS , RN EKIIBEE

7N

FACSHAF &% %, MRRXH , BESEXEAFPENERT , £/ debug B REBREX<AF
“enable_15"=“enable 1"HEE . ZLEERR PIX JLUSAFPESmMEANaSHEXE, it , &

7N

AEREGSENZE , L5 15ACS AFNEMZEREERT PIX, IETUEA TEHNG S
M ST



aaa authorization command TACSERVER

teEt R ZE - REBZEER, BERANERARMEaSHAR  FESA-PMRRRIIT ST
HYA o

CSUnix - TACACS+

fF CSUnix BLEN E PIX BfE , MEBEHFESTMEMMKZIRZBE I, CSUnix A FREEE
RF PIX BB, EANRA CSUnix AFRBERAFBMENE, KXRFIFRET=Z/NEF :

!--- This is our "poweruser" who can enable, use all commands, and log in. !--- The login
password 1s in the 'clear "********w! gtatement. !--- The enable password is in the 'clear
mkxAkkAxAAN ]51 gtatement. user = pixtest{ password = clear "********" prjvilege = clear
trxkkxxkxn 15 gervice=shell { default cmd=pernit default attribute=permt } } !/--- This user can
Telnet in, enable, and use four commands !--- (such as show clock, logout, exit, and enable). !-
-- The login password is in the 'clear "*****x**"' gtatenent. !--- The enable password is in the
‘clear "*xx*xx%kv 15" gstatenent.

user = |imtpix{

paSSMDrd = clear "xFErExEA"
privilege = clear "*****%%%" 15
servi ce=shel | {

cmd=show {
permt "cl ock"
}
cmd=| ogout {
permt ".*"
}
crmd=enabl e {
permt ".*"
}
cmd=exit {
permt ".*"
}
}
}

!--- This user can Telnet in, but not enable. This user can use any !--- show conmmands in non-

enabl e node as well as logout, exit, and 2.

user = oneuser{
password = cl ear "x*xxkExxn
service=shel | {

cmd=show {
permt ".*"
}

cmd=| ogout {
permt ".*"
}

cmd=""?" {
permt ".*"
}

cmd=exit {
permt ".*"
}

}

}

EPIX L, BEAUATSHS :



G0SS(confi g)# enable password ciscol23
G0SS(confi g)# aaa-server TACSERVER protocol tacacs+
G0SS(confi g)# aaa-server TACSERVER (inside) host

G0SS(confi g)# aaa authentication telnet console TACSERVER

LBt | fF47] CSUnix AP BRI RE IR fE & =2 PIX , A PIX LI EEAZBRITER , H6e
FRMAETS.

B PIX F# TACACS+ ERASMRIE :

GOSS(confi g)# aaa authentication enable console TACSERVER

Xet, HAE"RR15"EBHICSUNIxA P RiZEEBIZEEFZEIPIX , HEEARL A" ZBHITER

WMRENE RAXEF BR(IERNE ALY , PIXARETHERSR , RN ERVDEERAR
BEF, MREBRXRFEFR , EXBEEXAFBNERLT , Kixdebug SARE REXAF
"enable_15"="enable_1"ME 8. EEEmTENE , Hpixtest' A/ (L15SAF ) ZREZRE
PIX, EABRNEZHRPIXENAFEEEEZENTTERRER, BRAFMRIEXAERTHS
Bz ai#T, WREEMFEM CSUnix RITH BN , ERMUATHS :

G0SS(confi g)# aaa authorization command TACSERVER

EX=AAPE | pixtest BEAARTAD S | MBA=MAL T - TEHSS,

AGCS - RADIUS

A% RADIUS a5 51X, AILAMER ACS RINT Telnet M5 A S HRIE, EMETFELEE L
MEEA” RADIUS ({E{A#h2R)KE XPIX , BBEACSEPIXEE, ACS AFHIEERRT PIX WEE
o ELNA ACS AFRERF&MEH,

EPIX £, EEAUTSRS :

GOSS(confi g)# enable password ciscol23
GOSS(confi g) # aaa-server RADSERVER protocol radius GOSS(config)
# aaa-server RADSERVER (inside)
host

GOSS(confi g)# aaa authentication telnet console RADSERVER

teEt , ACS A REEBIZEEFE PIX , £ PIX LNINERRAEZEBRNITEA , HEBEAME



W (PIX FM RADIUS BRFB|RIEWT ; TXF RADIUS in &M ) .

WMRELE PIX EEA ACS M1 RADIUS kTR A , ERIMUTHS :

aaa authentication enable console RADSERVER

5 TACACS+ &[E , RADIUS & xZ1 5 RADIUS ERAZEBMRE,

CSUnix - RADIUS

F CSUnix BE N E PIX BfE , B ERFEMEMMNEZIZZIBE, CSUnix AFWEEBURT PIX
NEE, WEEXHERTEHARIENEFA :

user = pixradi us{

profile_id = 26

profile_cycle = 1

!-——- The login password 1is in the 'clear "********n:! gtatement; !--- this is used for the login,
enable, and non-enable commands.

password = cl ear "******x*" < pjxradi us
}
EPIX £, EEAUTSHS :

GOSS(confi g)# enable password ciscol23
GOSS(confi g) # aaa-server RADSERVER protocol radius
GOSS(confi g) # aaa-server RADSERVER (inside) host

MBERE PIX LA ACS M1 RADIUS TR A , BERAUTHS :

GOSS(confi g)# aaa authentication enable console RADSERVER

5 TACACS+ &[E , RADIUS &R %5 RADIUS EAZEBMEE,

PR £ 15 (] PR 5

ACS 1 CSUnix FRER A LAE AP Z 15 R R , LABRSIW T A TEE B A MEEES PIX,

- ACS - PIXFf i B 1£ 41 i% B #YNetwork Access RestrictionsX 13, PIX & &£ “Denied
Calling/Point of Access Locations”=%“Permitted Calling/Point of Access Locations” ( BURF &
21 ) .

- CSUnix — X2 REB TH A PIX EFRE R HAR&ZF AP RA

user = naruser{
profile_id = 119



profile_cycle =1

paSSV\Drd = clear "kErEEEkEkx"
privilege = clear "***x*xxx" 15
servi ce=shel | {

al l ow "10.98.21.50" ".*" " *"
refuse " *" " xnon kv

default cnd=permit

default attribute=permt

}

}

%

ERRAAR , BEATHNGT

i)

logging on
logging

THREBRBRMERBIHN A
. EBWAR — AFREBMEM log in, enable #l perform 4

307002: Pernmitted Tel net |ogin session from172.18.124. 111
111006: Console Login from pixpartial at console

502103: User priv |level changed: Unanme: pixpartial From 1 To: 15
111009: User 'pixpartial' executed cnd: show cl ock

- HRAE — AFNERER , ITFHIPR :

610101: Authorization failed: Cnd: uauth Crdtype: show

- TTEHEIZE AAA BRS5ER -

AAA server host machi ne not respondi ng
ol

REEFRwTICH , EBEIE PIX EBUE syslog , AIAEBIFTMITHIRME , W TFBIFTR

307002: Permitted Telnet |ogin session from172.18.124.111
111006: Console Login from pixtest at consol e

611103: User |ogged out: Unane: pixtest

307002: Permitted Telnet |ogin session from172.18.124.111
111006: Console Login from pixtest at consol e

502103: User priv |level changed: Unanme: pixtest From 1 To: 15
111008: User 'pixtest' executed the 'enable' comrand.

111007: Begin configuration: 172.18.124.111 reading fromterm nal
111008: User 'pixtest' executed the 'configure t' conmand.
111008: User 'pixtest' executed the "wite t' command.

S TACEAIRIK M E R




MRETH LRREHRSRE , CEBERE , HBE
#Cisco TACIT —/NRHI , R LT 5IE B BEPIXBY K Hik K
B HEBR A 6E R o

. [RGB R A X RIMEAFE R

- TR RAIFTFT AT B PR 12 M R A B 3R e

. show tech-support &+ K% H

- 1517 logging buffered debugging @ /& show log b

THRLE , RTAENES S HRER (WRTA

)
BRI R RIRY EIR BRI INE — N IEESRRY, MR
B (txt) XHF, BEEHACase Query TE#IT EEL
BRI DU E B B R RAIAXR FEMA /). 0
RETBEFRIRPIERNIE , BHATLUFHEXERRER
attach@cisco.com , {EF RN R4S FEMHFHIREE
to

HXER

. PX#®ESE
. Cisco PIX B R4 — H AR ZHR S
. BT Windows B9 Cisco £ 15 $IBEFEE — HAR Z M (&

- AT Unix B Cisco Z£1h R HIRSES — AR
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