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AXAEHHERET U T REHBEHIRA

- PIX BF X IB AR 6.1. 13X : X EEPIXEEMRAG.1.1 LR |, BRSEA FRTE6. XA

. 5T Windows B Cisco VPN &/ i 3.5 i

. BEF IAS B9 Windows 2000 # 2003 AR%5 88
ANHEPPEEHMRETREXREREFNIZZRREN, AXHPERANFMERERIEXAER
(BN BRE, WREFEANREXENG , FHARECLTHRAMETSTHNEESM,

AR
BXTHOENESEL , WEE Cisco BAETHE,
EE

A E 3 R A R AATES B AN SASF IR Sh BERVE B
AR FRABTERT B (NRIMES)TRREXATHEANGTHEAER.

FEE
AEEAUTRERE :
PC With WPH Client 35
14.36.100.55
Internet
14.36.100.50/16 4*‘ 172.18.124.0/24 10.1.1.%

&S

dnsserver and wins-server
10.1.1.2

Windows 2000 Server With 1AS
17218124 19624

EE
AR EAUTEE.
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. PIX Bh A4

- A F Windows #J Cisco VPN Client 3.5

- B8 IAS B Microsoft Windows 2000 fR%25
. BEH IAS B Microsoft Windows 2003 fR% 28

PIX BA K 3k

PIX Bh X ik

pi xfirewal | (confi g) #write terminal
Bui | di ng configuration..
Saved

Pl X Version 6.1(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane pi xfirewal

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol snmtp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

!--- Issue the access-list command to avoid !--- Network
Address Transl ation (NAT) on the | Psec packets.

access-list 101 permt ip 10.1.1.0 255.255.255.0
10.1.2.0
255. 255.255.0
pager lines 24
interface ethernet0 auto
interface ethernetl auto
ntu outside 1500
nu inside 1500
i p address outside 14.36.100.50 255.255.0.0
i p address inside 172.18.124.152 255. 255. 255.0
ip audit info action alarm
ip audit attack action alarm
ip local pool ippool 10.1.2.1-10.1.2.254
pdm hi story enabl e
arp timeout 14400
gl obal (outside) 1 14.36.100.51
!--- Binding access list 101 to the NAT statement to
avoid !--- NAT on the IPsec packets. nat (inside) 0
access-list 101
Nat (inside) 1 0.0.0.0 0.0.0.0 00
route outside 0.0.0.0 0.0.0.0 14.36.1.1 1
route inside 10.1.1.0 255.255.255.0 172.18.124.1
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
rpc 0:10: 00 h323 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout uauth 0:05:00 absol ute
!--- Enable access to the RADIUS protocol.




aaa-server RADIUS protocol radius
!--- Associate the partnerauth protocol to RADIUS. aaa-
server partnerauth protocol radius
aaa-server partnerauth (inside) host 172.18.124.196
ciscol23

timeout 5
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
!--- Tell PIX to implicitly permit IPsec traffic. sysopt
connection permit-ipsec
no sysopt route dnat
!--- Configure a transform set that defines how the
traffic is protected. crypto ipsec transform-set myset
esp-des esp-md5-hmac
!--- Create a dynamic crypto map and specify which !---
transform sets are allowed for this dynamic crypto map
entry. crypto dynamic-map dynmap 10 set transform-set
myset
!--- Add the dynamic crypto map set into a static crypto
map set. crypto map mymap 10 ipsec-isakmp dynamic dynmap
!--- Enable the PIX to launch the Xauth application on
the VPN Client. crypto map mymap client authentication
partnerauth
!--- Apply the crypto map to the outside interface.
crypto map mymap interface outside
!--- IKE Policy Configuration. isakmp enable outside
isakmp identity address
isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des
isakmp policy 10 hash md5
isakmp policy 10 group 2
isakmp policy 10 lifetime 86400
!--—- IPsec group configuration for VPN Client. vpngroup
vpn3000 address-pool ippool
vpngroup vpn3000 dns-server 10.1.1.2
vpngroup vpn3000 wins-server 10.1.1.2
vpngroup vpn3000 default-domain cisco.com
vpngroup vpn3000 idle-time 1800
vpngroup vpn3000 password ****x**k%
telnet timeout 5
ssh timeout 5
terminal w dth 80
Crypt ochecksum 3f 9e31533911b8a6bb5c0f 06900c2dbc
: end
[XK]

pi xfirewal | (config)#

& FF Windows B Cisco VPN Client 3.5

ZAEB 415 BH tN{Al Ee B Cisco VPN & i 3.5 for Windows.

1. B3 VPN &% , F 8  New BIEFTEERE,



# Cisco Systems ¥PN Client x|

Gisco SYSTEMS

Connection Entry:

Mew. .. I Elpginnsvl

Haost name or IP address of remaote server:

Connect Cloze

2. 7£ Connection Entry &7 A BHI% B IEE R #.

Mew Connection Entry Wizard

The WM Client letz pou create secure conhections to
remote networks. Thiz wizard helps pou create a
connection entry for connecting to a specific remote
nietwiork,.

Cisco SYSTEMS

Mame of the new connection entry:

Ipi:-:E.Ij

Description of the new connection entry [optional);

¢ Back I Meut » I Cancel Help

3. A PIX I AHEOK IP ik,




Mew Connection Entry Wizard

The fallowing information identifies the zereer to which

nol connect for access to the remate netwark.
Cisco SysTEMS

Hoszt name or IP address of the zerver:

|1 4.36.100.50

< Back Mewxt »

Cancel Help

4. 1€ Group Access Information T AAZ A O,
Mew Connection Entry Wizard

our adriniztrator may have provided pou with group

parameters or a digital certificate to authenticate pour
Cisco SYSTEMS access bo the remote zerver. If 2o, select the appropriate
authientication method and complete wour entries .

* Group Access Information

M ame: wpr 3000
Pagswaord, | s
Confirm ——
Pazzward:
" LCertificate
I l&me; Mo Certificates Inztalled |~
Yalidate Certficate...
< Back Mewt » I Cancel Help

5. B Finish i B X HFREEZEMRRP



Mew Connection Entry Wizard

Cisco SYSTEMS

“'ou have successfully created a new wvirtual private
niebwarking connection entry named:

Click Finizh to zave thiz entry.

To connect ta the remate network., select the Connect
buttan from the main window,

T o madify thiz connection entry, click Optionz on the main
window and zelect Properties from the menu that appears.

< Back Finizh I Cancel Help

6. B Connect ¥E#F] PIX,

B A IAS B Microsoft Windows

# Cisco Systems ¥PN Clienk

Cisco SvsTems

Connection Entny:

pixk.0

Mew... I Optiohs -

Hoszt name or IP address of remote server:

14.36.100.50

Caonrect

Cloze

2000 ARs528




RITA TS BRUUEE E A IAS B9 Microsoft Windows 2000 ARS8, X 2 FAWindows 2000 IASAR
S EFHTVPNAFHRADIUSIAIEMEEEAMNIRE, MREEFEEZMIRIT , F5 Microsoft Bk FR
LAIR15 %58,

X XESBRBRIASELTEREAMITEN L. MRRREK , HED R HER > A/ ERE R
1T,

1. B3 Microsoft B ##| &, i%# Start > Run @A mmc., AF# T OK,

2. iERBE A>RMMEBREEET...... & IAS RS FMBILBHE,

3. B Add LEZH BEMETANIMM ERSE THNMED. £ Internet Authentication Service
(IAS) 3B &HAdd"

4. W{RIEF Local Computer , fRf5 ¥ &5“Finish”, T HEH ¥ & Close.

5. 3% IAS BN, #& OK AEEHRE S HINEI“Console Root”,

i Consolel

| Comsde Wedow Heb |[) G5 @

® irtemet futhenticaton Serace (Lo

% @5 Intemnet Authentication Se

6. BT Internet Authentication Service , RFE @B T“Clients”s # New Client 3} A& #.
EMNERESIHAIEE ; oHRENERPE RNEH. WFRiLEF RADIUS , RiE¥d
“Next”.

7. BIASIRS S EEMPIXEO i | EER P ikthil, B%XIERRADIUSIRE | FiNoD E 547

, LR EBEPIX LB AKSRS

aaa-server partnerauth (inside) host 172.18.124.196 ciscol23 timeout 5

X A | “cisco123"BHER4A,



Add RADIUS Client - - B

Chent | nfarmation
Specify information regarding the client.

Client addresz [IP or DHS]:
|1 7218124153 Yerify... |

Chent-endar:
|R&DIUS Standard -]

[ Client must alwayz send the signature attribute in the request

E e

Shared zecret:

KKKKKKKDi

Canfirmn shared zecret:

¢ Back Finidn, | Cancel

8. #. Finish JRE“Console Root”,

9. B H B P H Remote Access Policies , AEM i A “Allow access if dial-in permission is
enabled"$r& Y SR RE

10. B Edit Profile 3% Zl“Authentication” iz, 7£ Authentication Methods T , ¥R {X &+
“Unencrypted Authentication (PAP, SPAP)", X% : VPNEFImREFEAL A EZ#HTHE AR



Edit Dial-in Profile 21

Dialkin Constraints ] P ] il ]
Authentication ] E nicryption ] Advanced ]

Check the authentication methods which are allowed far thiz connection.

[ Extenszible Authentication Protocol

Select the EAP type which iz acceptable for thiz policy.

[ Microsoft Encrepted Authentication version 2 [M5-CHAP +2]
[ Microsoft Encrepted Authentication [MS5-CHAP)

[~ Encrypted Authentication [CHAP)
v Unencrypted Authentication [PAP, SPAP)

rnauthenticated Access-

Allows remote PPP clients to connect without negatiating
ary authentication method.

K. % Cancel |

iF,

11. 2 Apply , R R EHFOK IR

12. RIERAF LA A YFESRE | 1E%$F Console > Add/Remove Snap-in. #&F Add , AREiEER
“Local Users and Groups" BB # T, #iF Add. HRIZH Local Computer , AR5 E T
“Finish”s Click OK.

13. BFF Local User and Groups , RE A HEAEBEHEPN Users"XHR, EEBEHKD , NHFER
FHIBRINAF,

14. B H“Dial-in” &I+ , AR5 “Remote Access Permission (Dial-in or VPN)” T i£# Allow




test Properties : . . it ﬂi}

General Meml:uerl:lf] Praofile  Dahin l

Remote Accezs Permizsion [Dialin or YPM)
¢ Allow access
" Deny access

" Control access through Remote Access Palicy

[ Werify Caller-D:
Callback Dptionz

' Mo Callback
™ Set by Caller [Routing and Remote Access Service only]

™ Always Callback to:

[ azzign a Static |P Address

[ Apply Static Routes

Define routes to enable for this Dial-in B e m e |

connection.
Q. Cancel I
Access,
15. .15 Apply , RIERHOK'TERRE. MEFE , ALK Console Management R#EH R
72,

6. IS A P INE N IZEEB FERVPNEF#H3.51HRIPIX, FidE , IASESR/NBRILAFER
o HEHBIIE{IA PIX 1T,

B IAS B Microsoft Windows 2003 BR5528

MITUTESBRUEBEEESR IAS B9 Microsoft Windows 2003 ARE88.

AR XESRBRZIASCEZEEAMITEN L, MRAREZE , FEIESIEAR > 5 0/MEREF 3
1T,

1. %1% Administrative Tools > Internet Authentication Service , 54 # % &7 RADIUS Client A
I RADIUS EF K. BRAZFIRERRE , RHHE. ltt/T@'J;L/TIPi@thjJ
10.66.79.4489 % N “Pix’ &%, Client-Vendori& & JRADIUS Standard , £ Z 2487
“cisco123”,



n'l"ll tesktop [hanky | - =xroaclt Inbermset Caploney provided by Cios Systen, In,

(pd - =+ DA A Doewh Gifewtes Fede 3D ST o
| it |4 i rerss 75 2900
Discorwnct | Dptiors | Chgbond | Send Cuian Dl |
|- Interwet Asthentsunonsormr &
Bl et T 2
PERR |

jen |

$ Ertsrrt Sadiwridei
Erathy rures.

&y RO Chonty
=

) Fomsete AcoRid
& S Pesncte Acornd

dugdary [P o DNEE
|1un5r5u

& o) Corrmotion P
1 e 08 e 1eEde BCedd Sokieny Baisd o the cleer iy
mmh“ﬂhmﬁ

Ol Ve

I Bequest musl contar e 1

[RuDis Stof Jord

S arerigor sivbuie

1 3

Shared secret e
Cgriem shased secvat -
[ ] e | |
4
1] Becw

Moo GEHODPQOIMCNOERS

|
| e | s o s s cirs | ety Wy ] U

2. #% % Remote Access Policies , 54 # 7 Connections to Other Access Servers , RFi%#E

Properties,

3. BREFRFIZERNRIEI,
4. B Edit Profile #i&P TR R, £ FHRIIETF L | EhRNBH S BRI
(PAP , SPAP), E“MZE &M+ L , BRIEPRMBER, THE , £HEE.



n'l"ll tesktop [hanky | - =roaclt Inberrset Caploney proovided by Chios Systen, in, _.._!_’_:I_':l_fl

[ S o T T 3
|tek - 4 - @[3l Dsewch Glferte Ppide | D o) |
| Agrmsn [ bt 0 se, 75 239 5800 ]| e | ek ™

Discorvect | Dptions | Cipbowd | Send bt Dl | Tl

| - indermet futhentication Servies = s

Bo o Wew i m i3l =i

h‘ﬂmx#m&t*l Mw*‘llrﬁ Il

[ tntormet uthentaion S (uocw) ™

¥ ) PRDGU etz Hloe  Selech He stheriayion meads i wind 1 sliw 12 this cormechon

: g'w-rmnm s

o 2 Bmcte Actess Pokcnd

i I

¥ Wicassoll Enceyphed bt 2 IS CHAP v
¥ Uit con phange pacisvord sher i has spesd
' Miesssnht Encepeed Sushenta sbion [M5-CHAF)
¥ Uipsr con change pasiwoed shler if has expeed
¥ [ponpied sthenicsion [CHAF)
B | terenpied miteriedue PAF, SPAF)
Lirgmarenicated socesn

T Alkaws chenky by oonrel et respobatng BN auienicston

A I

#ex][CEDSQOF@EcD0EYS 0 FSY i_““ TET
|| b vsssenge | Elomcase - . |[E1 deskton 8 Yosco System.. | SARE: case £57...| )ty - o] Bipoomeres .| SO EM O3

5. F—MNAPARMEBIAITENKS . Hik , iH%$F Administrative Tools > Computer

Management > System Tools > Local Users and Groups. 4% % i Users FHi%#F“New

Users”s

6. £ Cisco AT“cisco123" /AR , HREUTHREXHEER, EFHEMFL | BRE

POSKATHETAMFRAFSAEROR"EM, ZDial-infg , E#FAllow access ( ¥
iE ) RI(HRBES IR RRE |, REBREGENERIAEE). TRE , RHEE.



n'l"ll tesktop [hanky | - =xroaclt Inbermset Caploney provided by Cios Systen, In,

(e ey .
(bt - Q) D) Deh Gifeuas Feds 9N ST _
| Agrmsn [ bt pLose, 75 239 00 ] P [

1 Sl by Callet [Rioiing o Remole Ancese Service onl

I Bvnapyy Calbac by |

I~ g o Shatee i Aucihens |'

™ Agplk Statc foses

et scudws 5 enable for s Dk :l
CxFwEChn,

| [ | Concel |
L [T e icteret ]
Ellmﬂ..ﬂﬂ#ﬂﬂruﬂﬂlrﬁ - .ﬂ'ﬁﬁl? LEEE v
|| i sesssnoe | [Tipscase .. [[B10€ deskton. 8 1cuca systen.. | SRe: casemst..| GGty - Con..| Bipcasment - | BHEE O

iur
ERAHSH THARBES ERIET.

moEHERER ((SREMAF ) (OIT) XFREL show @i T, A OIT IEEXN show wHH
Ay 4o

- show crypto isakmp sa — & "X &4 LA L8 IKE B2 %8Bk (SA).
- show crypto ipsec sa — R R Y HIREXBKAEANRE.

B P B BR

AP RENEETHTFNE EHTHEDR. BxHEMER | FSRHR PIX BELUEEEEL
B IPSec BZiE &% B TR -

4] £

AHEREF TEQREMNEA)IFRES T , EATEETshow i B HN DT,

EE E{Eﬁﬁdebuqﬁ 28l , 52 HBAXdebugi THEERFE , HSRIPLEHMEH R — T#
MBEAdebugi ©.

- debug crypto ipsec — ZEE £ 2 B IPSec 1Hf,
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- debug crypto isakmp — EEE 1 BB ISAKMP {hH,
- debug crypto engine — &R EMF K H R

8 134 481 h) 7R B

. PIX B X35
. #FHHAT Windows #J VPN &/ % 3.5

PIX B X

pixfirewal | (config)#

crypto_i saknp_process_bl ock: src 14.36.100.55, dest 14.36.100.50

VPN Peer: | SAKMP: Added new peer: ip:14.36.100.55 Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:14.36.100.55 Ref cnt increnented to:1
Total VPN Peers:1

OQAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID = 0

I SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: extended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: extended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 4 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform5 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: extended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 6 against priority 10 policy



| SAKMP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 Ox9b

| SAKMP (0): atts are acceptable. Next payload is 3
| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. message ID =0

| SAKMP (0): processing | D payload. nessage ID = 0
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renote peer supports dead peer detection
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a Unity client

| SAKMP: Created a peer node for 14.36.100.55

| SAKMP (0): | D payl oad
next - payl oad : 10

type 1
pr ot ocol : 17
port : 500
I ength : 8

| SAKMP (0): Total payload length: 12
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 14.36.100.55, dest 14.36.100.50
QAK_AG exchange
| SAKMP (0): processing HASH payl oad. nmessage ID =0
I SAKMP (0): processing NOTIFY payl oad 24578 protocol 1
spi 0, message ID =10
I SAKMP (0): processing notify | N Tl AL_CONTACTI PSEC(key_engi ne): got
a queue event...
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP
| PSEC( key_engi ne_del ete_sas): delete all SAs shared with 14.36.100.55

| SAKMP (0): SA has been authenti cated

return status is | KMP_NO ERROR

| SAKMP/ xaut h: request attribute XAUTH TYPE

| SAKMP/ xaut h: request attribute XAUTH _USER_NAME

| SAKMP/ xaut h: request attribute XAUTH_USER_PASSWORD

I SAKMP (0:0): initiating peer config to 14.36.100.55. I D = 3870616596
(Oxebbdec14)

crypto_i saknp_process_bl ock: src 14.36.100.55, dest 14. 36.100.50

| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad from 14. 36. 100. 55.
message |D = 84

| SAKMP:  Config payl oad CFG_REPLY

return status is | KMP_ERR NO RETRANS

I SAKMP (0:0): initiating peer config to 14.36.100.55. ID = 3612718114
(0xd755b422)

crypto_i saknp_process_bl ock: src 14.36.100.55, dest 14.36.100.50

| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad from 14. 36. 100. 55.
message | D = 60

| SAKMP:  Config payl oad CFG_ACK

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 14.36.100.55, dest 14.36.100.50

| SAKMP_TRANSACTI ON exchange



| SAKMP (0:0): processing transaction payl oad from 14. 36. 100. 55.
message ID =0
| SAKMP:  Config payl oad CFG_REQUEST

I SAKMP (0: 0): checking request:

| SAKMP: attribute | PA_ADDRESS (1)

| SAKMP: attribute | PA_NETMASK (2)

| SAKMP: attribute | P4_DNS (3)

| SAKMP: attribute | P4_NBNS (4)

| SAKMP: attribute ADDRESS_EXPI RY (5)
Unsupported Attr: 5

| SAKMP: attribute APPLI CATI ON_VERSI ON (7)
Unsupported Attr: 7

| SAKMP: attribute UNKNOWN (28672)
Unsupported Attr: 28672

| SAKMP: attribute UNKNOWN (28673)
Unsupported Attr: 28673

| SAKMP: attribute UNKNOWN (28674)

| SAKMP: attribute UNKNOWN (28676)

| SAKMP: attribute UNKNOWN (28679)
Unsupported Attr: 28679

| SAKMP: attribute UNKNOWN (28680)
Unsupported Attr: 28680

| SAKMP: attribute UNKNOWN (28677)
Unsupported Attr: 28677

| SAKMP (0:0): responding to peer config from 14. 36. 100. 55.

I D = 3979868003
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 14.36.100. 55, dest
QAK_QM exchange
oakl ey_process_qui ck_node:

14. 36. 100. 50

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 1527320241
| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): trans

3, hmac_alg 1) not supported

transform proposal (prot 3,

| SAKMP (0): atts not acceptable. Next payload is O

| SAKMP (0): skipping next ANDed proposal (1)

| SAKMP : Checking | PSec proposal 2

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC SHA

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): trans

3, hmac_al g 2) not supported

transform proposal (prot 3,

| SAKMP (0): atts not acceptable. Next payload is O
I SAKMP (0): skipping next ANDed proposal (2)

| SAKMP : Checking | PSec proposal 3

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC M5



| SAKVP:
| SAKVP:
| SAKVP:

encaps is 1
SAlife type in seconds
SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans

3, hmac_al

| SAKMP (0)

g 1) not supported

: atts not acceptable. Next payload is O

| SAKMP : Checking | PSec proposal 4

| SAKMP: tr
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:

ansform 1, ESP_3DES
attributes in transform
aut henticator is HVAC SHA
encaps is 1
SAlife type in seconds
SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans

3, hmac_al

| SAKMP (0)

g 2) not supported

: atts not acceptable. Next payload is O

| SAKMP : Checking | PSec proposal 5

| SAKMP: tr
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKMP (10)
| SAKMP (10)

ansform 1, ESP_DES
attributes in transform
aut henticator is HVAC MD5
encaps is 1
SAlife type in seconds
SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b
: atts are acceptable.
: bad SPI size of 2 octets!

| SAKMP : Checking | PSec proposal 6

| SAKMP: tr
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:

ansform 1, ESP_DES
attributes in transform
aut henticator is HVAC SHA
encaps is 1
SAlife type in seconds
SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans

2, hmac_al

| SAKMP (0)
| SAKMP (0)

g 2) not supported

: atts not acceptable. Next payload is O
. ski ppi ng next ANDed proposal (6)

| SAKMP : Checking | PSec proposal 7

| SAKMP: tr
| SAKMVP:
| SAKMVP:
| SAKMVP:
| SAKMVP:
| SAKMVP:
| SAKMP (0)

ansform 1, ESP_DES
attributes in transform
aut henticator i s HVAC MD5
encaps is 1
SA life type in seconds
SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b
: atts are acceptabl e. | PSEC(val i dat e_proposal _request):

proposal part #1,
(key eng. msg.) dest= 14.36.100.50, src= 14.36.100. 55,
dest _proxy= 14. 36. 100. 50/ 255. 255. 255. 255/ 0/ 0 (type=1),

src_pr

oxy= 10. 1. 2.1/ 255. 255. 255. 255/ 0/ 0 (type=1),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

| SAKMP (0):

| SAKMP (0):
| SAKMP (0):
| SAKMP (0):

processi ng NONCE payl oad. message | D = 1527320241

processing | D payl oad. nessage | D = 1527320241
ID_| PV4_ADDR src 10.1.2.1 prot O port O
processing | D payl oad. nessage | D = 1527320241



| SAKMP (0): 1D_| Pv4_ADDR dst 14.36.100.50 prot O port
0l PSEC(key_engi ne): got a queue event. ..
| PSEC(spi _response): getting spi Oxf39c2217(4087095831) for SA
from 14.36.100.55 to 14.36.100.50 for prot 3

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 14.36.100.55, dest 14.36.100.50
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 3487980779

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES
| SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
crypto_i saknp_process_bl ock: src 14.36.100.55, dest 14.36.100.50
QAK_QM exchange
oakl ey_process_qui ck_node:
OAK_QM AUTH_AVAI T
| SAKMP (0): Creating | PSec SAs
i nbound SA from 14.36.100.55 to 14. 36. 100. 50
(proxy 10.1.2.1 to 14. 36. 100. 50)
has spi 4087095831 and conn_id 1 and flags 4
lifetinme of 2147483 seconds
out bound SA from 14.36.100.50 to 14. 36. 100. 55
(proxy 14.36.100.50 to 10.1.2.1)
has spi 1929305241 and conn_id 2 and flags 4

lifetinme of 2147483 secondsl PSEC(key_engi ne): got a queue event...

IPSEC(initialize_sas): ,
(key eng. msg.) dest= 14.36.100.50, src= 14.36.100. 55,
dest _proxy= 14.36.100.50/0.0.0.0/0/0 (type=1),
src_proxy= 10.1.2.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
l'i fedur= 2147483s and Okb,
spi = Oxf39c2217(4087095831), conn_id= 1, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. msg.) src= 14.36.100.50, dest= 14.36.100. 55,
src_proxy= 14. 36.100.50/0.0.0.0/0/0 (type=1),
dest _proxy= 10.1.2.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
l'i fedur= 2147483s and Okb,
spi = 0x72f edc99(1929305241), conn_id= 2, keysize= 0, flags= 0x4

VPN Peer: |PSEC. Peer ip:14.36.100.55 Ref cnt increnented to:2
Total VPN Peers:1
VPN Peer: |PSEC. Peer ip:14.36.100.55 Ref cnt increnented to:3
Total VPN Peers:1
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 14.36.100.55, dest 14. 36.100.50
QAK_QM exchange
oakl ey_process_qui ck_node:
OAK_QM AUTH_AVAI T
| SAKMP (0): Creating | PSec SAs
i nbound SA from 14.36. 100.55 to 14. 36. 100. 50
(proxy 10.1.2.1 to 0.0.0.0)
has spi 1791135440 and conn_id 3 and flags 4
lifetine of 2147483 seconds
out bound SA from 14.36.100.50 to 14. 36. 100. 55
(proxy 0.0.0.0 to 10.1.2.1)
has spi 173725574 and conn_id 4 and flags 4

lifetinme of 2147483 secondsl PSEC(key_engi ne): got a queue event...

IPSEC(initialize_sas): ,



(key eng. msg.) dest= 14.36.100.50, src= 14.36.100. 55,
dest _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
src_proxy= 10.1.2.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
l'i fedur= 2147483s and Okb,
spi = 0x6ac28ed0(1791135440), conn_id= 3, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. msg.) src= 14.36.100.50, dest= 14.36.100. 55,
src_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
dest _proxy= 10.1.2.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
l'i fedur= 2147483s and Okb,
spi = 0xabad786(173725574), conn_id= 4, keysize= 0, flags= 0x4

VPN Peer: |PSEC. Peer ip:14.36.100.55 Ref cnt increnented to:4
Total VPN Peers:1

VPN Peer: |PSEC. Peer ip:14.36.100.55 Ref cnt increnented to:5
Total VPN Peers:1

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 14.36.100.55, dest 14.36.100.50

I SAKMP (0): processing NOTIFY payl oad 36136 protocol 1

spi 0, nmessage | D = 3443334051

| SAMKP (0): received DPD_ R U THERE from peer 14.36.100.55

I SAKMP (0): sending NOTI FY message 36137 protocol 1

return status is | KMP_NO ERR NO TRANS

i& AT Windows B VPN &% 3.5

193 19:00: 56.073 01/24/02 Sev=Infol/6 DI ALER/ 0x63300002
Initiating connection.

194 19:00: 56.073 01/24/02 Sev=Infol4 CM 0x63100002
Begi n connection process

195 19: 00: 56. 083 01/24/02 Sev=Infol4 CM 0x63100004
Est abli sh secure connection using Ethernet

196 19: 00: 56. 083 01/24/02 Sev=Infol4 CM 0x63100026
Attenpt connection with server "14.36.100.50"

197 19: 00: 56. 083 01/24/02 Sev=Info/6 | KE/ 0x6300003B
Attenpting to establish a connection wi th 14.36.100. 50.

198 19: 00: 56. 124 01/24/02 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP OAK AG (SA, KE, NON, ID, ID, VID, VID
to 14. 36. 100. 50

199 19:00: 56. 774 01/24/02 Sev=Infol4 | PSEC/ 0x63700014
Del eted all keys

200 19:00: 59.539 01/24/02 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 14.36.100.50

201 19: 00: 59.539 01/24/02 Sev=Infol4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP OQAK AG (SA, VID, VID, VID, KE, ID, NON, HASH)
from 14. 36.100. 50

202 19: 00: 59.539 01/24/02 Sev=Infol/5 | KE/ 0x63000059
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100

203 19:00: 59.539 01/24/02 Sev=Info/5 I KE/ 0x63000001
Peer is a Gisco-Unity conpliant peer



204 19: 00: 59.539 01/24/02 Sev=Infol/5 | KE/ 0x63000059
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

205 19: 00: 59.539 01/24/02 Sev=Infol/5 | KE/ 0x63000001
Peer supports DPD

206 19: 00: 59.539 01/24/02 Sev=Infol/5 | KE/ 0x63000059
Vendor | D payl oad = 6D761DDC26ACECA1BOED11FABBB860C4

207 19: 00: 59.569 01/24/02 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP QAK AG *(HASH, NOTI FY: STATUS_I NI TI AL_CONTACT)
to 14. 36. 100. 50

208 19:00: 59.569 01/24/02 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 14.36.100.50

209 19: 00: 59.569 01/24/02 Sev=Infol4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 14. 36.100. 50

210 19:00: 59.569 01/24/02 Sev=Infol4 CM 0x63100015
Launch xAut h application

211 19:01: 04.236 01/24/02 Sev=Infol4 CM 0x63100017
xAut h application returned

212 19: 01: 04. 236 01/24/02 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 14.36.100.50

213 19:01: 04.496 01/24/02 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 14.36.100.50

214 19: 01: 04. 496 01/24/02 Sev=Infol4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 14. 36.100. 50

215 19:01: 04.496 01/24/02 Sev=Infol4 CM 0x6310000E
Established Phase 1 SA. 1 Phase 1 SAin the system

216 19: 01: 04. 506 01/24/02 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 14.36.100.50

217 19:01: 04.516 01/24/02 Sev=Info/5 | KE/ 0x6300005D
Client sending a firewall request to concentrator

218 19:01: 04.516 01/24/02 Sev=Info/5 | KE/ 0x6300005C
Firewal | Policy: Product=Ci sco Integrated Client, Capability=
(Centralized Policy Push).

219 19: 01: 04.516 01/24/02 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 14.36.100.50

220 19:01: 04.586 01/24/02 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 14.36.100.50

221 19: 01: 04.586 01/24/02 Sev=Infol4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 14. 36.100. 50

222 19:01: 04.586 01/24/02 Sev=Info/5 | KE/ 0x63000010
MODE_CFG REPLY: Attribute = | NTERNAL_| PV4_ADDRESS: ,
value = 10.1.2.1

223 19:01: 04.586 01/24/02 Sev=Info/5 | KE/ 0x63000010
MODE_CFG REPLY: Attribute = I NTERNAL_I PV4_DNS(1): ,
value = 10.1.1.2



224 19:01: 04.586 01/24/02 Sev=Info/5 | KE/ 0x63000010
MODE_CFG REPLY: Attribute = I NTERNAL_I PV4_NBNS(1) (a.k.a. WNS)
, value = 10.1.1.2

225 19: 01: 04.586 01/24/02 Sev=Info/5 | KE/ 0x6300000E
MODE_CFG REPLY: Attribute = MODECFG UNI TY_DEFDOMAIN:
val ue = ci sco.com

226 19:01: 04.586 01/24/02 Sev=Infol4 CM 0x63100019
Mode Config data received

227 19:01: 04.606 01/24/02 Sev=Info/5 I KE/ 0x63000055
Received a key request fromDriver for |P address 14.36.100. 50,
GWIP = 14, 36. 100. 50

228 19: 01: 04. 606 01/24/02 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID to 14.36.100.50

229 19:01: 04.606 01/24/02 Sev=Info/5 I KE/ 0x63000055
Received a key request fromDriver for |P address 10.10.10. 255,
GWIP = 14, 36. 100. 50

230 19: 01: 04. 606 01/24/02 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID to 14.36.100.50

231 19:01:04.786 01/24/02 Sev=Infol4 | PSEC/ 0x63700014
Del eted all keys

232 19:01: 05.948 01/24/02 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 14.36.100.50

233 19: 01: 05.948 01/24/02 Sev=Infol4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, 1D, ID,
NOTI FY: STATUS_RESP_LI FETI ME) from 14. 36. 100. 50

234 19:01: 05.948 01/24/02 Sev=Info/5 | KE/ 0x63000044
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

235 19:01: 05.948 01/24/02 Sev=Info/5 I KE/ 0x63000045
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

236 19: 01: 05.948 01/24/02 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP CAK QM *(HASH) to 14.36. 100. 50

237 19:01: 05.948 01/24/02 Sev=Info/5 I KE/ 0x63000058
Loadi ng | Psec SA (Message | D = 0x5B090EB1 OUTBOUND SPI =
0xF39C2217 | NBOUND SPI = 0x72FEDC99)

238 19: 01: 05.948 01/24/02 Sev=Infol/5 | KE/ 0x63000025
Loaded OUTBOUND ESP SPI: 0xF39C2217

239 19: 01: 05.948 01/24/02 Sev=Infol/5 | KE/ 0x63000026
Loaded | NBOUND ESP SPI: 0x72FEDC99

240 19: 01: 05.948 01/24/02 Sev=Infol/4 CM 0x6310001A
One secure connection established

241 19: 01: 05.988 01/24/02 Sev=Info/6 DI ALER/ 0x63300003
Connection established.

242 19: 01: 06.078 01/24/02 Sev=Info/6 DI ALER/ 0x63300008
MAPI 32 Information - Qutl ook not default mail client

243 19: 01: 06.118 01/24/02 Sev=Infol/5 | KE/ 0x6300002F



Recei ved | SAKMP packet: peer = 14.36.100.50

244 19:01: 06. 118 01/24/02 Sev=Infol4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, 1D,

NOTI FY: STATUS_RESP_LI FETI ME) from 14. 36. 100. 50

245 19:01: 06. 118 01/24/02 Sev=Info/5 | KE/ 0x63000044
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

246 19:01: 06. 118 01/24/02 Sev=Info/5 I KE/ 0x63000045
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

247 19: 01: 06. 118 01/24/02 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP CAK QM *(HASH) to 14.36. 100. 50
248 19: 01: 06.118 01/24/02 Sev=Infol/5 | KE/ 0x63000058

Loadi ng | Psec SA (Message | D = OxCFE65CEB OUTBOUND SPI =

Ox6AC28EDO | NBOUND SPI = 0x0A5AD786)
249 19: 01: 06.118 01/24/02 Sev=Infol/5 | KE/ 0x63000025
Loaded OUTBCOUND ESP SPI: O0x6AC28EDO
250 19: 01: 06.118 01/24/02 Sev=Infol/5 | KE/ 0x63000026

Loaded | NBOUND ESP SPI: 0xO0A5AD786

251 19:01: 06. 118 01/24/02 Sev=Infol4 CM 0x63100022
Addi tional Phase 2 SA established.

252 19:01: 07.020 01/24/02 Sev=Infol4 | PSEC/ 0x63700010
Created a new key structure

253 19:01: 07.020 01/24/02 Sev=Infol4 | PSEC/ 0x6370000F
Added key with SPI=0x17229cf3 into key list

254 19:01: 07.020 01/24/02 Sev=Infol4 | PSEC/ 0x63700010
Created a new key structure

255 19:01: 07.020 01/24/02 Sev=Infol4 | PSEC/ 0x6370000F
Added key with SPlI =0x99dcfe72 into key list

256 19:01: 07.020 01/24/02 Sev=Infol4 | PSEC/ 0x63700010
Created a new key structure

257 19:01: 07.020 01/24/02 Sev=Infol4 | PSEC/ 0x6370000F
Added key with SPlI =0xd08ec26a into key I|i st

258 19:01: 07.020 01/24/02 Sev=Infol4 | PSEC/ 0x63700010
Created a new key structure

259 19:01: 07.020 01/24/02 Sev=Infol4 | PSEC/ 0x6370000F
Added key with SPlI =0x86d75a0a i nto key |i st

260 19:01: 15.032 01/24/02 Sev=Info/6 | KE/ 0x6300003D

Sendi ng DPD request to 14.36.100. 50,

261

19: 01: 15. 032 01/24/02 Sev=Infol4

seq# = 152233542

| KE/ 0x63000013

SENDI NG >>> | SAKMP QAK | NFO *( HASH, NOTI FY: DPD_REQUEST)
to 14.36. 100. 50

262

Recei ved | SAKMP packet :

263

peer

19: 01: 15. 032 01/24/02 Sev=Infol5
14. 36. 100. 50

19: 01: 15. 032 01/24/02 Sev=Infol4

| KE/ 0x6300002F

| KE/ 0x63000014

RECEI VI NG <<< | SAKMP QAK | NFO *(HASH, NOTI FY: DPD_ACK)



from 14. 36. 100. 50

264 19:01:15.032 01/24/02 Sev=Info/5 | KE/ 0x6300003F
Recei ved DPD ACK from 14. 36. 100. 50, seq# received = 152233542,
seqg# expected = 152233542
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