PIX6.x : £/ Radius KU PPTP Bl &R

PIX Bh AIEEI AL B 1R R

EEFix PC tEE PPTP Zh&E
Windows 98

Windows 2000

Windows NT

fil S PIX

PIX BRi&- A3 UF (7 0% )

PIX BLE- RADIUS BilF (& i0%% )
Fii& Cisco Secure ACS for Windows 3.0
RADIUS I UF ( 0% )

Lol

PIX ( S%IUEfE ) show 5%

E Pk PC B

i PE HEBR

BESRG T

EEFiw PC LG PPP HEIZZR
H b Microsoft 8] &

A 1 a0 HH = 4B

A g6 tH I BY £R 1R

HXER

1Lk

AX RRREMY (PPTP) REZERBENN , SEZEREFIHANEALHE IP MEETHATIMNE
RS BRZ 2 ITEES, PPTP LUBRE S L IP B¥EHK. REC 2637 HN4E T PPTP,
PIXERHERRARS. 1R8N T PIXBS K& EIPPTPX ., PIXXXREEM T AXRPPTPREEPIXHEHAH
HAER, AXAEBMMEE PIX SR PPTP 54#s, TACACS+ #1 RADIUS B RIEE S A
o AT IRM T v FREBBIEHERE WA BV IR RARHBI,
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AXE RUOAIBE S PIX B9 PPTP £#, EEE PIX = ASA AR PPTP B 2 1R& |, 5S
R EET PIX 89 PPTP/L2TP &3,

1525 Cisco Secure PIX B A g 6.x Fi&E A F Windows By Cisco VPN & i 3.5 5 Microsoft
Windows 2000 1 2003 IAS RADIUS B4 % if LAELE PIX By AiEH VPN & P igl 5 Windows
2000 F1 2003 Internet &K UFBRSS (IAS) RADIUS R —EFE A,

ES RELEFE A Cisco Secure ACS for Windows RADIUS 541 iF#) VPN 3000 &£ 88 # PPTP
LA#EfE A Cisco Secure ACS for Windows ## 1T RADIUS B UFRY VPN 3000 988 FE &
PPTP,

ESELE Cisco Secure ACS for Windows & H 8§ PPTP SR iF LR B BB HEFH PC iE#E
 ZEEHEES ERMHXN AT Windows B Cisco Z£ihRIIEHIR L (ACS) 3.2 REENAF S RE
if  REBAFZAP#AME,

XX : EPPTPARIEH , BIERFC , PPTPM LRSS 2R(PNS) R ARS8 ( EABIH N PIXSHAW S
) , MPPTPEASEHER(PAC)RE Fin (PCREMZR ) .

AEE  PIXERXFHPPTPE P imkI 70 BRE,

AX : PIX6.XxFEEMS-CHAP v1.0 , LAfEPPTP#E® T4E, Windows Vista? X #MS-CHAP v1.0,
R EPIX 6.x EHPPTPXtWindows VistaF#24EA . PIX A 7.x RESMAT X1 PPTP,

FEREH
ER
YRR ETRENER,

ERNEY
AXFEFHEBSET Cisco Secure PIX By K HFMRA 6.3(3)0

AXHEPNEEHRRETREXRENEFNREZFEEN, AXEFEANMERZHNERAR
(BN ) BE, MREEANREIME  FRARLKELTHRMEG THREBERN,

S
BAXRAENESER , #5% Cisco BRETE,
EE

RE R AE AR B IR B E 2.,
AR EASSERT EIUREMES) TREVEXAT hEANGSHEAEL.
R &E

2R 37 R4 55 R e P 4R
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WA$17.1 172.18.124.1 10.1.1.1 j

PIX (inside)
) @/ =
e ,’ f;fx
7 PC 10.1.186
y S/
PCwithPPTP  Gatewsy  172.18.124.162
10.44.17.904 {outside)
PC
101.1.%
ACS Server

PIX By A 3k 9 i 42 R

SHBUFER - CHAP, PAP # MS-CHAP

7t PC MEESF XMW , FNEE T =R BMRIET % ( CHAP, PAP Ml MS-CHAP ) i
PIX B B RFHNEEN S, XRFTHREHRRNETE,

vpdn group 1 ppp authentication chap
vpdn group 1 ppp authentication mschap
vpdn group 1 ppp authentication pap

Microsoft 234 K 1% (MPPE)

FR L IEE R £ PIX By A LB E MPPE %,

vpdn group 1 ppp encryption mppe 40|128|auto [required]

FEHHSH , required BAEXRBF. SIBEE MS-CHAP,

EEP# PC LEE PPTP ZhikE

AR ;AR YA XMicrosoftE 4Bl B KV 15 B M £ A Microsoft il R & 5 X 3%, Microsoft %
4 X H Microsoft 12 , AT M Microsoft Z ML K15,

Windows 98

E1E Windows 98 &% PPTP I8¢ , BHITU TR,


http://support.microsoft.com/default.aspx

1. %FFFE > R IE > REER > BNFEH. 255 Nexto

2. B i Select from List 3#i%#% Network Adapter, & 7 Next.

3. EEME MR iE$F Microsoft , A M E 4K FiE$#E Microsoft VPN Adapter,
EfE PPTP Ihee , BWMITUTE R,

1. &R > BF > B4 > Bifl > BEME.

2. BEREERE, X TRBIRE | A Microsoft VPN SEEESIERE, VPN BRSEES IP it 2 PIX
B&IE i o

3. Windows 98 ERik & A RIFE A OS5 ( CHAP 5 MS-CHAP ) , 3% PC Bt i
PAP |, &R EH > BRSSEEXE ., HUHILESF Require encrypted password. 0] 7Ei% XI5 Bl iE 2k
EMF ( MPPE 588 MPPE ) ,

Windows 2000

E £ Windows 2000 LE & PPTP ThiE , FHITUTH R,

1. EZEF G > BF > M4 > 8 > REMESEE,

2. RIEEERE  ABREHT—F,

3. @R Internet BT HMEM TR BER (WMRE LAN , BOERZW ), B&
Next,

4. mARRERSR (PIX/EEHEER ) WEVADR IP thit,

5. MREFERAOSEA | iFi%E$F Properties > Security for the connection > Advanced. ERIAE
£ MS-CHAP F1 MS-CHAP v2 ( F£ CHAP 5 PAP ) , A& XXEE BHIENE ( MPPE
=% E MPPE ) ,

Windows NT

BHZRES Microsoft EF I MRF e L. BEMEA PPTP LLUREH T PPTP M NT EF .

BLE PIX

PIX B - i B R IAF ( FME )

Pl X Version 6.3(3)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane PI X

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol snmtp 25

fixup protocol sqglnet 1521

nanes

access-list 101 permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

pager lines 24

| oggi ng on

no | oggi ng tinestanp



http://msdn.microsoft.com/en-us/library/ms811078.aspx

no | oggi ng standby

no | oggi ng consol e

no | oggi ng nonitor

| oggi ng trap debuggi ng

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 10baset

interface ethernetl 10baset

interface ethernet2 10baset

ntu outside 1500

nmu inside 1500

ntu pix/intf2 1500

i p address outside 172.18.124. 152 255. 255. 255.0
i p address inside 10.1.1.1 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip local pool pptp-pool 192.168.1.1-192.168.1.50
no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.201-172.18.124.202
nat (inside) 0 access-1list 101

nat (inside) 1 10.1.1.0 255.255.255.0 0 0
conduit pernit icnp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
timeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:05:00 absolute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-pptp

i sakmp identity hostnane

telnet tineout 5

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication pap

vpdn group 1 ppp authentication chap

vpdn group 1 ppp authentication mschap

vpdn group 1 client configuration address local pptp-
pool

vpdn group 1 client authentication local

vpdn username cisco password cisco

vpdn enable outside

terminal wdth 80

Crypt ochecksum a72d9f 71d1a31332307f cd348e02410d
end

PIX B {E- 2 30F (0% )

MRRFU A TRMEPIX BE - 21 HHWIE (A% ) "EE , M PC M PIX 2E3) 117 40 fzh0
BHEAME (ET PCIRE ) -




vpdn group 1 ppp encryption mppe auto
R PIX L E2/5 A 3DES Ih8E , M show version i SR RIELHEE,

- BRAS 6.3 REBRA :

VPN- 3DES- AES: Enabl ed

- BRAN 6.2 REARRRAS

VPN- 3DES: Enabl ed
Al EA 128 U %, ER , MBRERUTHEEZ— , MXR PIX X 128 L%,

- 7 6.3 RE SR
Warni ng: VPN- 3DES- AES |icense is required
for 128 bits MPPE encryption

- AR 6.2 RREARhRA
Warning: VPN-3DES |icense is required
for 128 bits MPPE encryption

MPPE @5 &K IE A 80 T P Ro

vpdn group ppp encryption mppe 40|128|auto [required]

G PC M PIX BB 4F MS-CHAP B 4WiFER MPPE —#2{FEMH,

PIX &/ - TACACS+/RADIUS &R ( i Nz )

Pl X Version 6.3(3)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd OnTr BUGLTpOednkr encrypted

host nane PI X

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smp 25

fixup protocol sqglnet 1521

nanes

access-list 101 permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

pager lines 24

| oggi ng on

| oggi ng ti nestanp

no | oggi ng standby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

no | ogging history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 10baset

interface ethernetl 10baset

interface ethernet2 10baset

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500




i p address outside 172.18.124. 152 255. 255. 255. 0
i p address inside 10.1.1.1 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip local pool pptp-pool 192.168.1.1-192.168.1.50
no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.201-172.18.124.202
nat (inside) 0 access-list 101

nat (inside) 1 10.1.1.0 255.255.255.0 0 0
conduit pernit icnp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
timeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

!--- Use either RADIUS or TACACS+ 1n this statement.
aaa-server AuthInbound protocol radius | tacacs+
aaa-server AuthInbound (outside) host 172.18.124.99
cisco timeout 5

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-pptp

i saknmp identity address

telnet 10.1.1.5 255.255.255. 255 inside

telnet 10.1.1.5 255.255.255.255 pix/intf2

telnet tinmeout 5

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication pap

vpdn group 1 ppp authentication chap

vpdn group 1 ppp authentication mschap

vpdn group 1 client configuration address local pptp-
pool

vpdn group 1 client authentication aaa AuthInbound

vpdn enable outside

terminal wdth 80

Crypt ochecksum 96e9c¢93chb0Oa6ad6f 53581dd7b61ac763
end

[ K]

PIX & {E- RADIUS Wi ( #i1%% )

MRFEMA RADIUS , FER RADIUS RS 28 ( A4S ERE M 26 , Microsoft ERH N ) X
MPPE 24818 & , W ATLAUR N MPPE fn#%, TACACS+ B RIITEEEMBRERESER , AR
TACACS+ BRE28 T2 R B4 MPPE %48, Cisco Secure ACS for Windows 2.5 & B & M4
RADIUS 7% #F MPPE ( #3EFTE RADIUS fRF & # % MPPE )

fRi% RADIUS B IIEAEFMBMNER T T/ , MBS EENEE P SFELL T a5 KRNI

vpdn group 1 ppp encryption mppe auto



PC M PIX B3I 1h7 40 L MBHAFME (ET PCRE ) -

MR PIX LB/3 /A 3DES Ih#E , N show version B & E RILHEHE .

VPN 3DES: Enabl ed
e R 128 um#E, B2 , MRERUTHEE , KRR PIX FXF 128 L%,

War ni ng: VPN-3DES |icense is required
for 128 bits MPPE encryption

MPPE @3 & #91E £ B R HF .

vpdn group ppp encryption mppe 40|128|auto [required]

IR PC F PIX BLE R MS-CHAP & 31 ER MPPE — &M,

BtiE Cisco Secure ACS for Windows 3.0

RADIUS ¥ ( #in% )

{85 X LE S B Fi B Cisco Secure ACS for Windows 3.0, #HEMNEE S BRER TFACSRA3.1513.2,

1. 4% PIX 0% Cisco Secure ACS for Windows AR5 28 M B B B H I F H X FFRIR N RADIUS
(Cisco I0S/PIX)e
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PIX ( BB IEJT ) show B85

MEHEERBER (NEXMAFS ) (OIT) XEHEL show H. FEA OIT AIEEX show HH
HE 2o

show vpdn S A5 HREBENMSFEER.

Pl X#show vpdn
PPTP Tunnel and Session Information (Total tunnels=1 sessions=1)

Tunnel id 13, renpte id is 13, 1 active sessions
Tunnel state is estabd, tine since event change 24 secs
renote Internet Address 10.44.17.104, port 1723
Local Internet Address 172.18.124.152, port 1723
12 packets sent, 35 received, 394 bytes sent, 3469 received

Call id 13 is up on tunnel id 13
Renote Internet Address is 10.44.17.104
Session usernane is cisco, state is estabd

Time since event change 24 secs, interface outside
Renote call idis 32768
PPP interface id is 1
12 packets sent, 35 received, 394 bytes sent, 3469 received
Seq 13, Ack 34, Ack_Rcvd 12, peer RWS 64
0 out of order packets

ik PC Wil

£ MS-DOS BEOH , HEEST'EAH , #A ipconfig /all, PPP EEERH 1 ERA T,

PPP adapt er pptp:

Connect i on-specific DNS Suffix

Description . . . . . . . . . . . : WAN (PPP/SLIP) Interface
Physical Address. . . . . . . . . : 00-53-45-00-00-00

DHCP Enabled. . . . . . . . . . . : No

IP Address. . . . . . . . . . . . :192.168. 1.1

Subnet Mask . . . . . . . . . . . : 255.255. 255 255

Default Gateway . . . . . . . . . : 192.168.1.1

DNS Servers . . . . . . . . . . .

o 0] LLE i Details BLEE PPTP & H@){:,a

P B R

B REMNEETATHEERTHREDRR.

- AIMFEM PC Z PIX B2 iR S B A A% (GRE) M TCP 1723 MyiE#E., MR EEET
BESWPh RIERIFRIVIREL |, B PC [ PIX §if,
.mme%WmmmWsmumpéﬁgg&Emom%$$& FEIRZD PC MBER
5, EEMRINE , B2 PC £ Details AR TREXREENFE. Hlin , EREREEHA

PAP, CHAP. IP, &%,

- IR RIFEA RADIUS /=X TACACS+ , FEAZRIEEAM (PIX LWAFENOS) 54
BiF, MBEXAFRER , MRRMEH RADIUS 5 TACACS+ IRESB(HITHHRRIEFEZER,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

&Y, BFRRPC LNRLREATRURSHNAEFMHRIIESE ( PAP, CHAP 1 MS-
CHAP ) #HUH%EH Require data encryption &% ( FE7E PIX #1 PC L#T% ) o

- BTEARIIXBRDEREN , BT PXBEENEERATRBEN S HRIEXE, 4
m, R PC BLE RN MS-CHAP , MK HERELE NXEA PAP |, MIKIZIAT AR Y

- MR PIX RHEFANTRENEN PPTP [RS8 , H S MIBENZHEEH B S H RADIUS RS ES
, R HES B RADIUS RS H[IEBEBESHHEMIBEEREN PIX,

. B RADIUS RGBT X# MPPE, #R RADIUS FRE 8T X1 MPPE Z4Ri&E | NI
RADIUS BRI AEER , {8 MPPE MBEFREER.

- 3 F Windows 98 SiE S RAS , Y &EFEH PAP = CHAP Bt , X XZI PIX WAFBELER S
P& (DUN) EZFRANRNENERE, BZHEFER MS-CHAP B , A1 LA A F & 5 E M g A&
, a0 - £ DUN AR A& -“cisco’fE Windows 98 EFi& B HY 1 -“DOMAIN" K% F PIX
B MS-CHAP B F & -“DOMAIN\cisco’PIX LA F & -“cisco’ &R - TRHAFB/OTX 2
Windows 98 PC #J PPP HERE RIEIT AN —NED .

02-01-2001 08:32:06.78 - Data 0038: 49 53 4c 41 42 5c 63 69 | DOVAI M\ ci
02-01-2001 08:32:06.78 - Data 0040: 73 63 6f 00 00 00 00 00 | sco.....

I
02-01-2001 08:32:06.80 - Data 0000: c2 23 04 01 00 1a 41 75| .#..."ZAu

02-01-2001 08:32:06.80 - Data 0008: 74 68 65 6e 74 69 63 61 | thentica
02-01-2001 08:32:06.80 - Data 0010: 74 69 6f 6e 20 66 61 69 | tion fai
02-01-2001 08:32:06.80 - Data 0018: 6c 65 64 2e 00 00 00 00 | led.....
02-01-2001 08:32:06.80 - CHAP : Login failed: username, password,

or domai n was incorrect.

WRXT PIX £/ Windows 98 #l MS-CHAP |, MIER T EFEFAF A , B A LURFDOMAINA

F&"AME PIX :

vpdn username cisco password cisco
vpdn username DOMAIN\cisco password cisco

¥ MAEAAARS B ERTZRIGRE , NEHEA.
YRR

BX PPTP E4MMHBFINFHIEE. , 7% PPTP REC 2637 H#k %, # PIX £, IEH PPTP
FHFNERSEHETR :

SCCRQ (Start-Control - Connecti on- Request)
SCCRP (Start-Control - Connecti on- Repl y)
OCRQ (Qut goi ng- Cal | - Request)

OCRP (Qut goi ng-Cal |l -Reply)

AX : EFEAdebugip T2 8] , B2 FBEXDebugim THEERFE L.

PIX debug ¢

- debug ppp io—E 7 PPTP PPP E##FZEONBIESFE L.

- debug ppp error - £ 15 PPP E DB NREXRNIDUERNERAITEE.

- debug vpdn error - E RS BTERIY PPP RENERRNSHCEUMBRERANEIR,
- debug vpdn packet - £ R"¥EX VPDN N IEXEBEER XA —HoH L2TP &R NEH.
- debug vpdn events - £RIEH PPP BREER U R XA BEFHNE4HNMERHEE.

- debug ppp uauth—E i~ PPTP PPP [Eil#EN AAA AIF SR RIERIEHS.


http://www.ietf.org/rfc/rfc2637.txt
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

PIX clear #f%

o TAREREERA TR,

- clear vpdn tunnel [all | [id tunnel_id]] — MELE& F iR — N ZNPPTPRZIE,
XX T Xticlear vpdnin T, XFHERFTE vpdn B85,

H#EFi% PC LB PPP HFEid%

E R & Windows # Microsoft RSB A PPP BEIER , BRI T iR A T RIRE,

Windows 95

E 7 Windows 95 it&EHLE A PPP BEIER , BHITUTH R,
1. EREER P ME RIS, NG EREMEE K5 R P H Microsoft 32 5 EALER.
2. B Advanced &M+, EBMEFIRF , EEENEFEEXHEDR , HEEFIRF

, BER, REETE OKo.
3. XA EFHBIITENAELET LK, BEFRIFESRN ppplog.txt KI X4,

Windows 98
E £ Windows 98 iTE#Hl LB A PPP BEIER , BHITUTHR.
1. ERBREF |, LR , RARER XH>BMYE
2. B IRSEFR BRI+,
3. BB N AMERIEF—PMAEXHNIET, ZBEXHMTF C:\Windows\ppplog.txt

Windows 2000

E £ Windows 2000 itE#l LF A PPP BEIZ% , B E Microsoft XMW HiEF“E Windows #

B A PPP HEIER",

Windows NT

EENT RELEA PPP BFRIER , BHITUT ISR,

1. ¥ B 4ASYSTEM\CurrentControlSet\Services\RasMan\PPP , }IFLogging \OE X 71, iX
FF7E <winnt root>\SYSTEM32\RAS directory ¥ 8|2 — & A PPP.LOGHI X ¥,
2. ZEifid PPP £1& , BABRABEILRK , AEB3I PPP iE#E, YEFEAMBELN , TRE
PPP.LOG L\ TR EHIER.
BXEMAEER , 5SS H Microsoft T1FT HiIER“E Windows NT /3 A PPP HEIEE"

H 4th Microsoft [&]J8

THEYIE T HE PPTP #ER EZEH L/ Microsoft fHxBIE, &Eid TEIBHAEERE | ATUM
Microsoft Z1MREIRBFFMAE L,


http://support.microsoft.com/
http://support.microsoft.com/
http://support.microsoft.com/

. IAITEEBHE 6 RAS M ERIFENRDS LEM RAS B EHMT , Windows 214 A RS
(RAS) EE L BEIM ., B RAS ik LB A KeepRasConnections SEMF &R , ATLUR
BEERS

- FRASEEIERN , AFSEREBIRMEMNET Windows B TEILHRK A RZB[ERIE
M EFTERBIFEHEE  BEF2REEREEDENERER. MEFAZFHNEIERREIAE
b1t E o

. BN{AT R $E 6 UF N EL Ah B RAEAT R Bw B LMHOSTS IR EH TCP/IP F4&&F) & Mg 4T A
B, WEZEAFA Lmhosts X4k EHN NetBIOS B, BATIRBEENTSERVUBELERR
AT FIFIQUE P £ A RY Lmhosts 3044

81 8 H 7= B
PIX 8ix - Z<ih B 510 IF

seiE s L A fHE B REREH

PPTP. new peer fdis 1

Tnl 42 PPTP: Tunnel created; peer initiated PPTP:
created tunnel, id = 42

PPTP. cc rcvdata, socket fd=1, new conn: 1
PPTP: cc rcv 156 bytes of data

SCCRQ = Start-Control-Connection-Request - message code bytes 9 & 10 = 0001 Tnl 42 PPTP. CC |
009c¢00011a2b3c4d0001000001000000000000010000. .. Tnl 42 PPTP: CC | SCCRQ Tnl 42 PPTP: protocol
version 0x100 Tnl 42 PPTP: frami ng caps Ox1 Tnl 42 PPTP. bearer caps Ox1 Tnl 42 PPTP. nax
channels 0 Tnl 42 PPTP: firnware rev O0xO Tnl 42 PPTP: hostnane "local" Tnl 42 PPTP: vendor "9x"
Tnl 42 PPTP: SCCRQ ok -> state change wt-sccrq to estabd SCCRP = Start-Control-Connection-Reply
- message code bytes 9 & 10 = 0002 Tnl 42 PPTP: CC O SCCRP PPTP: cc snddata, socket fd=1,

| en=156, data: 009c00011a2b3c4d0002000001000100000000030000... PPTP: cc waiting for input, nax
soc FD = 1 PPTP: soc select returns rd mask = 0x2 PPTP: cc rcvdata, socket FD=1, new_conn: O
PPTP:. cc rcv 168 bytes of data OCRQ = Outgoing-Call-Request - message code bytes 9 & 10 = 0007
Tnl 42 PPTP: CC | 00a800011a2b3c4d00070000000000000000dac00000... Tnl 42 PPTP: CC | OCRQ Tnl 42
PPTP: call id Ox0O Tnl 42 PPTP:. serial numO Tnl 42 PPTP: min bps 56000: OxdacO Tnl 42 PPTP. max
bps 64000: Oxfa00 Tnl 42 PPTP. bearer type 3 Tnl 42 PPTP: franming type 3 Tnl 42 PPTP: recv win
size 16 Tnl 42 PPTP. ppd 0 Tnl 42 PPTP: phone num Len O Tnl 42 PPTP: phone num"" Tnl/d 42/42
PPTP. |2x store session: tunnel id 42, session id 42, hash_ix=42 PPP virtual access open, ifc =
0 Tnl/Cd 42/ 42 PPTP. vacc-ok -> state change wt-vacc to estabd OCRP = Outgoing-Call-Reply -
message code bytes 9 & 10 = 0008 Tnl/d 42/ 42 PPTP. CC O OCRP PPTP: cc snddata, socket FD=1,
Len=32, data: 002000011a2b3c4d00080000002a00000100000000f a... !--- Debug following this last
event is flow of packets. PPTP. cc waiting for input, nax soc FD = 1 outside PPTP: Recvd xGRE
pak from99.99.99.5, Len 39, seq 1 PPP rcvd, ifc = 0, pppdev: 1, Len: 27, data:
ff03c021010100170206000a00000506001137210702. .. PPP xmt, ifc = 0, Len: 23 data
ff03c021010100130305¢22380050609894ab407020802 I nterface outside - PPTP xGRE: Qut paket, PPP Len
23 outside PPTP: Sending xCGRE pak to 99.99.99.5, Len 39, seq 1, ack 1, data:
3081880b001700000000000100000001f f 03¢0210101... PPP xnmit, ifc = 0, Len: 17 data
ff03c0210401000d0206000a00000d0306 I nterface outside - PPTP xGRE: Qut paket, PPP Len 17 outside
PPTP: Sending XGRE pak to 99.99.99.5, Len 33, seq 2, ack 1, data:
3081880b001100000000000200000001f f 03c0210401. .. outside PPTP: Recvd xGRE pak from 99.99.99.5,
Len 39, seq 2, ack 1 PPP rcvd, ifc = 0, pppdev: 1, Len: 23, data
ff03c021020100130305c22380050609894ab407020802 out si de PPTP: Recvd xGRE pak from 99.99.99.5, Len
34, seq 3, ack 2 PPP rcvd, ifc = 0, pppdev: 1, Len: 18, data
ff03c0210102000e05060011372107020802 PPP xmit, ifc = 0, Len: 18 data
ff03c0210202000e05060011372107020802 Interface outside - PPTP xGRE: Qut paket, PPP Len 18
out si de PPTP: Sendi ng xGRE pak to 99.99.99.5, Len 34, seq 3, ack 3, data:
3081880b001200000000000300000003f f 03c0210202... PPP xnmit, ifc = 0, Len: 17 data


http://support.microsoft.com/default.aspx?scid=kb;en-us;Q158909
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q242536
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q180094

ff03c2230101000d08d36602863630eca8 I nterface outside - PPTP xGRE: Qut paket, PPP Len 15 outside
PPTP: Sending XGRE pak to 99.99.99.5, Len 31, seq 4, ack 3, data:

3081880b000f 00000000000400000003¢2230101000d. .. out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 76, seq 4, ack 4 PPP rcvd, ifc = 0, pppdev: 1, Len: 62, data:
ff03c2230201003a31d4d0a397a064668bb00d954a85... PPP xmit, ifc = 0, Len: 8 data: ff03c22303010004
Interface outside - PPTP xGRE: CQut paket, PPP Len 6 outside PPTP: Sendi ng xGRE pak to
99.99.99.5, Len 22, seq 5, ack 4, data: 3081880b000600000000000500000004c22303010004 outsi de
PPTP: Recvd xCGRE pak from 99.99.99.5, Len 58, seq 5, ack 5 PPP rcvd, ifc = 0, pppdev: 1, Len:
44, data: ff038021010100280206002d0f 010306000000008106... PPP xnit, ifc = 0, Len: 14 data
ff0380210101000a030663636302 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP
Sendi ng xGRE pak to 99.99.99.5, Len 28, seq 6, ack 5, data:
3081880b000c0000000000060000000580210101000a. .. PPP xnit, ifc = 0, Len: 38 data
ff038021040100220206002d0f 018106000000008206. .. Interface outside - PPTP xGRE: Qut paket, PPP
Len 36 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 52, seq 7, ack 5, data:
3081880b002400000000000700000005802104010022. .. out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 29, seq 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 19, data:

f f 0380f d0101000f 1206010000011105000104 PPP xnit, ifc = 0, Len: 8 data: ff0380fd01010004
Interface outside - PPTP xGRE: CQut paket, PPP Len 6 outside PPTP: Sendi ng xGRE pak to
99.99.99.5, Len 22, seq 8, ack 6, data: 3081880b00060000000000080000000680f d01010004 PPP xmit,
ifc = 0, Len: 19 data: ff0380fd0401000f1206010000011105000104 Interface outside - PPTP xGRE: Cut
paket, PPP Len 17 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 33, seq 9, ack 6, data:
3081880b00110000000000090000000680f d0401000f. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 7, ack 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210201000a030663636302
out side PPTP: Recvd XxGRE pak from 99.99.99.5, Len 22, seq 8, ack 8 PPP rcvd, ifc = 0, pppdev: 1,
Len: 8, data: ff0380fd02010004 outside PPTP: Recvd xCGRE pak from 99.99.99.5, Len 22, seq 9, ack
9 PPP rcvd, ifc = 0, pppdev: 1, Len: 8, data: ff0380fd01020004 PPP xmit, ifc = 0, Len: 8 data:

f f 0380f d02020004 Interface outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sendi ng xGRE
pak to 99.99.99.5, Len 22, seq 10, ack 9, data: 3081880b000600000000000a0000000980f d02020004

out side PPTP: Recvd XGRE pak from 99.99.99.5, Len 22, seq 10, ack 10 PPP rcvd, ifc = 0, pppdev:
1, Len: 8, data: ff0380fd05030004 PPP xmt, ifc = 0, Len: 8 data: ff0380fd06030004 |Interface
outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sending xXxGRE pak to 99.99.99.5, Len 22
seq 11, ack 10, data: 3081880b000600000000000b0000000a80f d0O6030004 out si de PPTP: Recvd XxGRE pak
from99.99.99.5, Len 48, seq 11 PPP rcvd, ifc = 0, pppdev: 1, Len: 38, data:
ff038021010200220306000000008106000000008206... PPP xmit, ifc = 0, Len: 32 data
ff0380210402001c8106000000008206000000008306. .. Interface outside - PPTP xGRE: Qut paket, PPP
Len 30 outside PPTP: Sending XGRE pak to 99.99.99.5, Len 46, seq 12, ack 11, data:
3081880b001e00000000000c0000000b80210402001c. .. outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 12, ack 12 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210103000a030600000000
PPP xmt, ifc = 0, Len: 14 data: ff0380210303000a0306ac100101 Interface outside - PPTP xGRE: Qut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 28, seq 13, ack 12, data:
3081880b000c00000000000d0000000c80210303000a. .. out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 28, seq 13, ack 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210104000a0306ac100101
PPP xmt, ifc = 0, Len: 14 data: ff0380210204000a0306ac100101 Interface outside - PPTP xGRE: Qut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 99.99.99.5, Len 28, seq 14, ack 13, data:
3081880b000c00000000000e0000000d80210204000a. . . out si de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 41, seq 14 PPP rcvd, ifc = 0, pppdev: 1, Len: 32, data:
f£0300214500001cc80000008001e5¢ccac100101e000... PPP | P Pkt:
4500001cc80000008001e5ccac100101e00000020a00. .. 603104: PPTP Tunnel created, tunnel _id is 42
renote_peer_ip is 99.99.99.5 ppp_virtual _interface_id is 1, client_dynamic_ip is 172.16.1.1
usernane is john, MPPE key_strength is None outside PPTP: Recvd xGRE pak from 99.99.99.5, Len
109, seq 15 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £ 03002145000060ca0000008011176bac100101ac10... PPP | P Pkt:
45000060ca0000008011176bac100101ac10f f ff 0089. .. outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 16 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:
f£03002145000060cb0000008011166bac100101ac10... PPP | P Pkt:
45000060cb0000008011166bac100101ac10f f ff 0089. .. outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 17 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f £ 03002145000060cc0000008011156bac100101ac10... PPP | P Pkt:
45000060cc0000008011156bac100101ac10f f ff 0089. .. outside PPTP: Recvd xGRE pak from 99.99.99.5
Len 109, seq 18 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:
f£03002145000060d00000008011116bac100101ac10... PPP | P Pkt:
45000060d00000008011116bac10010lacl10f fff0089... outsi de PPTP: Recvd xGRE pak from 99.99.99.5,
Len 109, seq 19 PPP rcvd, ifc = 0, pppdev: 1, Len: 100, data:

f£03002145000060d200000080110f 6bac10010l1ac10... PPP | P Pkt:



45000060d200000080110f 6bac100101ac10f f f f 0089. . .

Len 109, seq 20 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060d300000080110e6bac100101ac1O. . .
45000060d300000080110e6bac100101ac10f f f f 0089. . .

Len 41, seq 21 PPP rcvd, ifc = 0, pppdev: 1, L

ff0300214500001cd60000008001d7ccac100101e000. . .
4500001cd60000008001d7¢ccac100101e00000020a00. . .

Len 109, seq 22 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060d80000008011096bac100101ac1O. . .
45000060d80000008011096bac100101ac10f f f f 0089. . .

Len 109, seq 23 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060da0000008011076bac100101ac1O. . .
45000060da0000008011076bac100101ac10f f f f 0089. . .

Len 109, seq 24 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060db0000008011066bac100101ac1O. . .
45000060db0000008011066bac100101ac10f f f f 0089. . .

Len 109, seq 25 PPP rcvd, ifc = 0, pppdev: 1,

ff03002145000060de0000008011036bac100101ac1O. . .
45000060de0000008011036bac100101ac10f f f f 0089. . .

Len 109, seq 26 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060e00000008011016bac100101ac1O. . .
45000060e00000008011016bac100101ac10f f f f 0089. . .

Len 109, seq 27 PPP rcvd, ifc 0, pppdev: 1,

ff03002145000060€10000008011006bac100101ac1O. . .
45000060e10000008011006bac100101ac10f f f f 0089. . .

XGRE pak from 99.99.99.5, Len 41, seq 28 PPP r

ff0300214500001ce40000008001c9ccac100101e000. . .

out si de PPTP:
Len: 100, data:
PPP | P Pkt:
out si de PPTP:
en: 32, data:
PPP | P Pkt:
out si de PPTP:
100, dat a:
PPP | P Pkt:
out si de PPTP:
Len: 100, data:
PPP | P Pkt:
out si de PPTP:
100, dat a:
PPP | P Pkt:
out si de PPTP:
Len: 100, data:
PPP | P Pkt:
out si de PPTP:
Len: 100, data:
PPP | P Pkt:
out si de PPTP:
Len: 100, data:
PPP | P Pkt:
inside: 172. 16. 255. 255/ 137 out si de PPTP:
cvd, ifc = 0, pppdev: 1, Len: 32, data:
PPP | P Pkt:

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

Len:

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

Len:

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

Recvd xGRE pak from 99.

4500001ce40000008001c9ccac100101e00000020a00. . .

PIX i#i# - RADIUS &{3%iE

teiE i SRk B RE RSB

Pl X##terminal monitor
Pl X# 106011: Deny inbound (No x| ate)
outside: 172.17.194. 164 dst

icnp src

out side: 172.18.124. 201 (type 8, code 0)
106011: Deny inbound (No xlate) icnmp src
outside: 172.17. 194. 164 DST
out side: 172.18.124. 201 (type 8, code 0)
Pl X#
PPTP: soc select returns rd mask = 0Ox1
PPTP: new peer FDis 1
Tnl 9 PPTP: Tunnel created; peer initiatedPPTP:
created tunnel, id =9
PPTP; cc rcvdata, socket FD=1, new conn: 1
PPTP: cc rcv 156 bytes of data

SCCRQ = Start-Control-Connection-Request - mes

009¢00011a2b3¢c4d0001000001000000000000010000. . .

ver si on 0x100 Tnl
0 Tnl 9 PPTP:
NT" Tnl
Reply - message code bytes 9 & 10

9 PPTP: fram ng caps Ox1 Tnl
firmvare rev 0x870 Tnl 9 PPTP: h

0002 Tnl 9

Len=156, data: 009c00011a2b3c4d0002000001000100000000030000. . .
0x2 PPTP:
Outgoing-Call-Request - message code bytes 9 & 10
00a800011a2b3c4d000700004000e4f 50000012c05f 5. . .

soc FD = 1 PPTP. soc select returns rd mask
PPTP: cc rcv 168 bytes of data OCRQ
Tnl 9 PPTP: CC I
PPTP; call id 0x4000 Tnl

9 PPTP: serial num 58

sage code bytes 9 & 10 0001 Tnl 9 PPTP:
Tnl 9 PPTP: CC | SCCRQ Tnl
9 PPTP: bearer caps 0x1 Tnl

ostnanme "" Tnl 9 PPTP: vendor

PPTP: CC O SCCRP PPTP:
PPTP:
cc rcvdata,

cc snddat a,
socket FD=1,

Tnl 9 PPTP:. CC I

613 Tnl 9 PPTP: min bps 300: 0x12c Tnl

99.

99.

99.

99.

99.

99.

99.

99.

OCRQ Tnl
9 PPTP: max

99.

99.

99.

99.

99.

99.

99.

99.

Recvd

CC |

9 PPTP: protocol
9 PPTP: max channel s
"M crosoft W ndows
9 PPTP: SCCRQ ok -> state change wt-sccrq to estabd SCCRP = Start-Control-Connection-

socket FD=1,

cc waiting for input,
new_conn:

0

9

max

0007



BPS 100000000: 0x5f 5100 Tnl 9 PPTP: bearer type 3 Tnl 9 PPTP: framing type 3 Tnl 9 PPTP: recv
win size 64 Tnl 9 PPTP: ppd O Tnl 9 PPTP: phone numLen O Tnl 9 PPTP: phone num"" Tnl/C 9/9
PPTP: |2x store session: tunnel id 9, session id 9, hash_ix=9 PPP virtual access open, ifc =0
Tnl/CL 9/9 PPTP: vacc-ok -> state change wt-vacc to estabd OCRP = Outgoing-Call-Reply - message
code bytes 9 & 10 = 0008 Tnl/CL 9/9 PPTP. CC O OCCRP PPTP: cc snddata, socket FD=1, Len=32, data:
002000011a2b3c4d00080000000940000100000000f a. .. PPTP: cc waiting for input, nax soc FD = 1
out side PPTP: Recvd XxGRE pak from 10.44.17.104, Len 60, seq O PPP rcvd, ifc = 0, pppdev: 1, Len:
48, data: ff03c0210100002c0506447e217e070208020d030611... PPP xmt, ifc = 0, Len: 23 data:
ff03c021010100130305¢2238005065a899b2307020802 | nterface outside - PPTP xGRE: Qut paket, PPP Len
23 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 39, seq 1, ack 0, data:
3081880b001740000000000100000000f f 03c0210101... PPP xnmit, ifc = 0, Len: 38 data:
ff03c021040000220d03061104064€131701beb613cb.. . Interface outside - PPTP xGRE: Qut paket, PPP
Len 38 outside PPTP: Sending XGRE pak to 10.44.17.104, Len 54, seq 2, ack 0, data:
3081880b002640000000000200000000f f 03c0210400. .. PPTP: soc select returns rd nmask = 0x2 PPTP: cc
rcvdata, socket FD=1, new_conn: 0 PPTP: cc rcv 24 bytes of data Tnl 9 PPTP: CC I
001800011a2b3c4d000f 000000090000f fffffffffff... Tnl/CL 9/9 PPTP. CC | SLI PPTP. cc waiting for
input, max soc FD = 1 outside PPTP: Recvd XGRE pak from 10.44.17.104, Len 39, seq 1, ack 1 PPP
rcvd, ifc = 0, pppdev: 1, Len: 23, data: ff03c021020100130305¢2238005065a899b2307020802 out si de
PPTP: Recvd xGRE pak from 10.44.17.104, Len 34, seq 2, ack 2 PPP rcvd, ifc = 0, pppdev: 1, Len:
18, data: ff03c0210101000e0506447e217e07020802 PPP xnit, ifc = 0, Len: 18 data:
ff03c0210201000e0506447e217e07020802 Interface outside - PPTP xGRE: CQut paket, PPP Len 18

out side PPTP: Sending xGRE pak to 10.44.17.104, Len 34, seq 3, ack 2, data:
3081880b001240000000000300000002f f 03c0210201... PPP xnit, ifc = 0, Len: 17 data:
ff03c2230101000d08f 3686cc47e37ce67 Interface outside - PPTP xGRE: Qut paket, PPP Len 15 outside
PPTP: Sendi ng XGRE pak to 10.44.17.104, Len 31, seq 4, ack 2, data:

3081880b000f 40000000000400000002¢2230101000d. .. out si de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 36, seq 3, ack 3 PPP rcvd, ifc = 0, pppdev: 1, Len: 22, data:
ff03c0210c020012447e217e4d5352415356352e3030 out si de PPTP: Recvd xGRE pak from 10.44.17.104, Len
45, seq 4 PPP rcvd, ifc = 0, pppdev: 1, Len: 35, data:

ff03c0210c03001f 447e217e4d535241532d312d4349. .. PPTP:. soc select returns rd mask = 0x2 PPTP: cc
rcvdata, socket FD=1, new_conn: 0 PPTP: cc rcv 24 bytes of data Tnl 9 PPTP: CC I
001800011a2b3c4d000f 000000090000000000000000. .. Tnl/CL 9/9 PPTP:. CC | SLI PPTP: cc waiting for
input, max soc FD = 1 outside PPTP: Recvd xXGRE pak from 10.44.17.104, Len 76, seq 5, ack 4 PPP
rcvd, ifc = 0, pppdev: 1, Len: 62, data: ff03c2230201003a3100000000000000000000000000. ..

uaut h_nschap_send_req: pppdev=1, ul en=4, user=john 6031 uauth_nschap_proc_reply: pppdev = 1,
status = 1 PPP xmt, ifc = 0, Len: 8 data: ff03c22303010004 Interface outside - PPTP xGRE: Qut
paket, PPP Len 6 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 22, seq 5, ack 5, data:
3081880b000640000000000500000005¢22303010004 CHAP peer authentication succeeded for john outside
PPTP: Recvd xGRE pak from 10.44.17.104, Len 72, seq 6 PPP rcvd, ifc = 0, pppdev: 1, Len: 62,
data: ff03c2230201003a3100000000000000000000000000... PPP xmit, ifc = 0, Len: 8 data:
ff03c22303010004 Interface outside - PPTP xGRE: Qut paket, PPP Len 6 outside PPTP: Sendi ng xGRE
pak to 10.44.17.104, Len 22, seq 6, ack 6, data: 3081880b000640000000000600000006¢c22303010004
out side PPTP: Recvd XGRE pak from 10.44.17.104, Len 28, seq 7, ack 5 PPP rcvd, ifc = 0, pppdev:
1, Len: 14, data: ff0380fd0104000a120601000001 PPP xmt, ifc = 0, Len: 14 data:

f f 0380f d0101000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 7, ack 7, data:
3081880b000c4000000000070000000780f d0101000a. .. PPP xnmit, ifc = 0, Len: 14 data:

f f 0380f d0304000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 8, ack 7, data:
3081880b000c4000000000080000000780f d0304000a. .. out si de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 48, seq 8 PPP rcvd, ifc = 0, pppdev: 1, Len: 38, data:
ff038021010500220306000000008106000000008206... PPP xmt, ifc = 0, Len: 14 data:
ff0380210101000a0306ac127c98 Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 9, ack 8, data:
3081880b000c4000000000090000000880210101000a. .. PPP xnmit, ifc = 0, Len: 32 data:
ff0380210405001c8106000000008206000000008306. . . Interface outside - PPTP xGRE: Qut paket, PPP
Len 30 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 46, seq 10, ack 8, data:
3081880b001e40000000000a0000000880210405001c. .. outsi de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 28, seq 9, ack 7 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380fd0201000a120601000020
out side PPTP: Recvd XxGRE pak from 10.44.17.104, Len 28, seq 10, ack 8 PPP rcvd, ifc = 0, pppdev:
1, Len: 14, data: ff0380fd0106000a120601000020 PPP xmt, ifc = 0, Len: 14 data:

f f 0380f d0206000a120601000020 I nterface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP:
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 11, ack 10, data:
3081880b000c40000000000b0000000a80f d0206000a. . . out si de PPTP: Recvd xCGRE pak from 10.44.17. 104,



Len 28, seq 11, ack 9 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210201000a0306ac127c98
out side PPTP: Recvd XGRE pak from 10.44.17.104, Len 28, seq 12, ack 10 PPP rcvd, ifc = 0O,
pppdev: 1, Len: 14, data: ff0380210107000a030600000000 PPP xnit, ifc = 0, Len: 14 data:
ff0380210307000a0306c0a80101 Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP
Sendi ng xGRE pak to 10.44.17.104, Len 28, seq 12, ack 12, data:
3081880b000c40000000000c0000000c80210307000a. . . out si de PPTP: Recvd xCGRE pak from 10.44.17. 104,
Len 24, seq 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data: ff0380210108000a030600000000 PPP
xmt, ifc = 0, Len: 14 data: ff0380210308000a0306c0a80101 I nterface outside - PPTP xGRE: CQut
paket, PPP Len 12 outside PPTP: Sending xGRE pak to 10.44.17.104, Len 28, seq 13, ack 13, data:
3081880b000c40000000000d0000000d80210308000a. .. 0 outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 28, seq 14, ack 13 PPP rcvd, ifc = 0, pppdev: 1, Len: 14, data:
ff0380210109000a0306c0a80101 PPP xnit, ifc = 0, Len: 14 data: ff0380210209000a0306c0a80101
Interface outside - PPTP xGRE: CQut paket, PPP Len 12 outside PPTP: Sending XxGRE pak to

10. 44.17. 104, Len 28, seq 14, ack 14, data: 3081880b000c40000000000e0000000€80210209000a. .. 2:
PPP virtual interface 1 - user: john aaa authentication started 603103: PPP virtual interface 1
- user: john aaa authentication succeed 109011: Authen Session Start: user 'joh outside PPTP:
Recvd xGRE pak from 10.44.17.104, Len 117, seq 15, ack 14 PPP rcvd, ifc = 0, pppdev: 1, Len:
104, data: ff0300fd9000bccf59b71755d9af 7330dae3bbc94d28... PPP Encr/ Conmp Pkt:

9000bccf 59b71755d9af 7330dae3bbc94d28e431d057... PPP | P Pkt:

4500006002bb000080117629¢c0a80101f fffffff0089... n', sid 3 603104: PPTP Tunnel created, tunnel _id
is 9, renote_peer_ip is 10.44.17.104 ppp_virtual _interface_id is 1, client_dynamc_ip is
192.168.1.1 usernane is john, MPPE key_strength is 40 bits outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 113, seq 16 PPP rcvd, ifc = 0, pppdev: 1, Len: 104, data:

f f 0300f d9001f 8348351ef 9024639ed113b43adf eb44... PPP Encr/ Conp Pkt :

9001f 8348351ef 9024639ed113b43adf eb4489af 5ab3... PPP | P Pkt:

4500006002bd000080117627c0a80101f fffffff0089... ide outside PPTP: Recvd xGRE pak from
10.44.17.104, Len 113, seq 17 PPP rcvd, ifc = 0, pppdev: 1, Len: 104, data:

f f 0300f d9002cc73cd65941744alcf 30318cc4b4b783. .. PPP Encr/ Conp Pkt :

9002cc73cd65941744alcf 30318cc4b4b783e825698a. .. PPP | P Pkt :

4500006002bf 000080117625c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 18 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d9003aaa545eaeedalf 82b5999e2f a9ba3245. .. PPP Encr/ Conp Pkt :
9003aaab45eaeedalf 82b5999e2f a9ba324585albc8d... PPP | P Pkt:
4500006002c1000080117623c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 19 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90045b35d080900abh4581e64706180e3540e. .. PPP Encr/ Conp Pkt :
90045b35d080900ab4581e64706180e3540eel15d664a. .. PPP | P Pkt:
4500006002c3000080117621c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 20 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90052878b256edbd17b42f 2ch672ba80b40a. .. PPP Encr/ Conp Pkt :

90052878b256edbd17b42f 2cb672ba80b40a79760cef... PPP | P Pkt:

4500006002c500008011761f c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 21 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900632359a2¢c07e79106c5e282e3892e60de. . . PPP Encr/ Conp Pkt :
900632359a2c07e79106c5e282e3892e60ded6¢c6d4dl. .. PPP | P Pkt:
4500006002c700008011761dc0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 22 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90070cabead8b2ad26987d52a4e109cab8b6. .. PPP Encr/ Conp Pkt:
90070cabea48b2ad26987d52a4e109ca68b6758569d3... PPP | P Pkt:

4500006002c900008011761bc0a80101f fffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 23 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90085aba60edf 57e50eea4d523596¢chb9d690. .. PPP Encr/ Conp Pkt :

90085aba60edf 57e50eea4d523596cb9d69057715894. .. PPP | P Pkt:
4500006002cb000080117619c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 24 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d90094b73b6c962272b60d32f 135b5f 29f 2a5. .. PPP Encr/ Conp Pkt :
90094b73b6c962272b60d32f 135b5f 29f 2a58bacd050. .. PPP | P Pkt:
4500006002cc000080117618c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 345, seq 25 PPP rcvd, ifc = 0, pppdev: 1, len: 336, data:

f f 0300f d900a86307ed9537df 5389€a09223d62c20fd. .. PPP Encr/ Conp Pkt :

900a86307ed9537df 5389ea09223d62c20f d9e34072f... PPP | P Pkt:

4500014802cf 00008011752dc0a80101f fffffff0044... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 26 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900b45303a5f e7b2dc3f 62db739b4bb1b802. .. PPP Encr/ Conp Pkt :



900b45303a5f e7b2dc3f 62db739b4bb1b80253278fad. .. PPP | P Pkt:
4500006002d1000080117613c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 27 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900ceb5aaaecc832df 3c12bc6¢c519c25b4db. .. PPP Encr/ Conp Pkt :

900ceb5aaaecc832df 3c12bc6c519c25b4dba569d10... PPP | P Pkt:
4500006002d2000080117612c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10.44.17. 104,
len 113, seq 28 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900dbdaaf 071c2bd1c92c1f 56085813d1a77... PPP Encr/ Conp Pkt:

900dbdaaf 071c2bd1c92c1f 56085813d1a778cc61c29... PPP | P Pkt:

4500006002d500008011760f c0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 29 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900e97de47036d95a0721ef 6b28479b8ef de. .. PPP Encr/ Conp Pkt :
900e97de47036d95a0721ef 6b28479b8ef de8el6b398... PPP | P Pkt:
4500006002d600008011760ec0a80101ffffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 30 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d900f 75bf 4c8cbcf 11464bf 52bd7f 6155¢7d6. .. PPP Encr/ Conp Pkt :

900f 75bf 4c8cbcf 11464bf 52bd7f 6155c7d62ea2cabe. .. PPP | P Pkt:

4500006002d900008011760bc0a80101f fffffff0089... outside PPTP. Recvd xGRE pak from 10. 44.17. 104,
len 113, seq 31 PPP rcvd, ifc = 0, pppdev: 1, len: 104, data:

f f 0300f d9010f 221e7bal69702765529¢e4f f a368dba5. .. PPP Encr/ Conp Pkt :

9010f 221e7bal69702765529e4f f a368dba5610921ae... PPP | P Pkt:

4500006002da00008011760ac0a80101f fffffff0089... from (192.168.1.1) to 255.255.255. 255 on
interface outside outside PPTP: Recvd XGRE pak from 10.44.17.104, len 231, seq 32 PPP rcvd, ifc
= 0, pppdev: 1, len: 222, data: ff0300fd9011c23a03921clel0ccc38847cb8056fa93... PPP Encr/ Conp
Pkt: 9011c23a03921clel0ccc38847cb8056f a9387018912... PPP I P Pkt:
450000d602dd000080117591c0a80101ffffffff008a... side outside PPTP: Recvd xXxGRE pak from
10.44.17.104, len 345, seq 33 PPP rcvd, ifc = 0, pppdev: 1, len: 336, data:

ff 0300f d90127d7213f 35cd1d82d8988e28e0930eccl. .. PPP Encr/ Conp Pkt:

90127d7213f 35cd1d82d8988e28e0930ecc104a993f... PPP | P Pkt:

4500014802df 00008011751dc0a80101ffffffff0044. ..

A 82 HH B B9 46 1%

Gt PPTP B8iE

25 PIX6.x ZIEIFRBEEI 127 MALKERE , RERUTHIRHEER
%PI1X-3-213001:PPTP control daemon socket io accept error, errno = 5
RRGE

PIX6.x FHE 128 MHRSENEHRS, MRBEE—"AT PPTP BT EEFHIER  NHEKE
BN 127,

PIX #1 PC Foikih s & 15 ¥ iF

PC BHRIFMORE RN PIX TERITH MY ( Shiva OF F 4RI (SPAP) H Microsoft
CHAP RRZA 2 (MS-CHAP v.2) TIARRA 1), PC M PIX TEMEHPRIEEK DI, PC BRI
THEE

Di sconnected - Error 732: Your conputer and the renpte conputer
coul d not agree on PPP control protocols

PIX # PC Foa 1 hn R

PC i&i& 7 Encrypted only 3f B vpdn group 1 ppp encrypt mppe 40 required @& EM PIX 5 Bk
o PC M PIX TERMMBEK PN , PCERUTEE :



Error 742 : The renpte conputer does not support the required
data encryption type.

PIX 1 PC F ki) i in#

PIX i& &R vpdn group 1 ppp encrypt mppe 40 required 3 B PC &R AR R IFEMMEB, XF 4
£ PC LAERMEER , ERiESHTEREHA B PIX debug ERATHH :

PPTP: Call id 8, no session id protocol: 21,

reason: nppe required but not active, tunnel termnated
603104: PPTP Tunnel created, tunnel id is 8,

renote_peer_ip is 10.44.17.104
ppp_virtual _interface_id is 1, client_dynamic_ip is 192.168.1.1
usernane is cisco, MPPE key_strength is None
603105: PPTP Tunnel deleted, tunnel id = 8,

renote_peer_ip = 10.44.17.104

PIX MPPE RADIUS [RI &

PIX i&& 7 vpdn group 1 ppp encrypt mppe 40 required 3 H PC %R 3 “encryption allowed with
authentication to a RADIUS server does not return the MPPE key’s PC £ R TEE :

Error 691: Access was deni ed because the usernane
and/ or password was invalid on the donain.

PIX debug &7 :

2: PPP virtual interface 1 -

user: cisco aaa authentication started
603103: PPP virtual interface 1 -

user: cisco aaa authentication failed
403110: PPP virtual interface 1,

user: cisco missing MPPE key from aaa server
603104: PPTP Tunnel created,

tunnel _id is 15,

remote_peer_ip is 10.44.17. 104

ppp_virtual _interface_id is 1,

client_dynanmic_ip is 0.0.0.0

usernanme i s Unknown,

MPPE_key_strength i s None
603105: PPTP Tunnel del eted,

tunnel _id = 15,

remote_peer_ip = 10.44.17.104

PCERUTHEE :

Error 691: Access was deni ed because the usernane
and/ or password was invalid on the donain.
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