fE A# B PIX/ASABISNMP

o |

&Bid PIX/ASA #J SNMP

E3 S 3 P Y FE B

ER A 2 1 69 BE B

AR AN

A F AR

3t PIX/ASA # SNMP

MIB W73 #

£ PIX/ASA /3 i SNMP
33 PIX/ASA B9 SNMP - %14
33 PIX/ASA B SNMP - BB
SNMP [8] &

PIX Z3

X PIX AEHY IR &

KI PIX S EHYiR %

PIX #Y 6.2 iR snmpwalk
IRETACERSINBENER
HXEE

1Lk

&TLAE A Simple Network Management Protocol (SNMP) 3RYS3E PIX EREEH, ARXTHEHE
WA SNMP 5 PIX £6 R , 8§ :

- BT & PIX 834 PIX 57T SNMP B985 5
. R PIX % H
- PIX BFRRAR 4.0 REBRAFHEEEFEE (MIB) XiF
- AR A
. syslog = E 5 =51
- PIX #1 SNMP i&%& &I A&
S : snmpget/snmpwalki9ii 0 2UDP/161, SNMPEEBHRY 3 O 2UDP/162,

KRR



ER
AR AEARENER,
fERHYA

A EFHEEET Cisco Secure PIX B A IE AR 4.0 RE SR,

AXRFNESHEETRERREFREFNREREN, AP EANFERERTORAR
(BN ) BE. MELERANRESMSE , BHRECLTRAESSHNEBERH,

X
HEREGTATRNEENZLREASARRAT X,
M

ANHER D W A B S BIRA R EL 8RR TRETIESE,
BXRXEANFMES , HS5H Cisco HFARERAN

B PIX/ASA B SNMP
B 502 P 9 e B

Inside Outside
&
Network Management Station Network Device
10101010 201505050
static to 50.50.50.75

N7 7A¥FM 50.50.50.50 F 10.10.10.10 KIFEBF

conduit permit udp host 50.50.50.75 eq snmptrap host 50.50.50.50
static (inside,outside) 50.50.50.75 10.10.10.10 netmask 255.255.255.255 0 0

MRIEMER PIX 5.0 RESMRARMHATRIZSFIFR (ACL) KAE conduit

access-list Inbound permit udp host 50.50.50.50 host 50.50.50.75 eq snmptrap
access-group Inbound in interface outside


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

PIX &7 :

302005: Built UDP connection for faddr 50.50.50.50/2388
gaddr 50.50.50.75/162 | addr 10.10. 10. 10/ 162

EH PO B S B B BA

Inside Outside
e
Network Device PI% Network Management Station
103115 ‘ 50,50 50 50
static to 50.50.50.80
RABERTATHERE (RBHLSIRN ) , HEPIXER
305002: Translation built for gaddr 50.50.50.80 to |laddr 10.31.1.5
302005: Built UDP connection for faddr 50.50.50.50/ 162
gaddr 50. 50. 50. 80/ 2982 | addr 10.31.1.5/2982
BAB AR
Inside Qutside
r
Network Device P Network Management Station

10.10.10.20 ‘ 171 68.118.118
static to 171.68.118.150

NT ARFM 171.68.118.118 E| 10.10.10.20 K524

static (inside,outside) 171.68.118.150 10.10.10.20 netmask 255.255.255.255 0 0
conduit permit udp host 171.68.118.150 eq snmp host 171.68.118.118

MR PIX 5.0 REBMRAEFH ACL R conduit :

access-list Inbound permit udp host 171.68.118.118 host 171.68.118.150 eq snmp
access-group Inbound in interface outside

BRI




Inside QOutside
& |
Network Management Station Pl Network Device

17118124 115 ‘ 99 99 995
gets 99.99.99 11 from global

MINMPRA T RFHIERE (RFHWSIRE ) , FRAPIXER :

305002: Translation built for gaddr 99.99.99.11 to | addr 172.18.124.115
302005: Built UDP connection for faddr 99.99.99.5/161
gaddr 99.99.99.11/36086 | addr 172.18.124. 115/ 36086

Xt PIX/ASA # SNMP

MIB
XLER PIX AR MIB WA :

- PIXBs K EEE A RA4.08)5.1 - MIB-IIlVREMZOA(ESHEREC 1213) , EFZAT. ICMP,
TCP, UDP, EGP. f&%i. IPE{SNMPCISCO-SYSLOG-MIB-V1SMIL.my,

- PIXB KIEE A RAS5.1 xR B ESMRA — LLBIFIMIBFICISCO-MEMORY-POOL-MIB.my A K
CISCO-FIREWALL-MIB.my#ycfwSystem% 7,

- PIXBs K IEF AR AR5.2. x R BB MR A — IPA R S BIMIBRipAddrTable,

. PIXFS K B AE AR 6.0 xR BB ARAS — LABTAIMIBRIMIB-II OIDEY ISR | LURB S471APIX ( 3
B FCiscoView 5.2% 3% ) . 7 CISCO-PRODUCTS-MIB F# ZI#HIXS KIRIRAEF (OIDs) ; a0
, PIX515 E& OID 1.3.6.1.4.1.9.1.390,

. PIXB KIEE MM IRA6.2. xR BSR4 — LLABIAIMIBFICISCO-PROCESS-MIB-V1SMI.my,

- PIXIASAZR - RRAT . x — LABTEIMIBFIIF-MIB, SNMPv2-MIB, ENTITY-MIB., CISCO-
REMOTE-ACCESS-MONITOR-MIB, CISCO-CRYPTO-ACCELERATOR-MIB, ALTIGA-
GLOBAL-REG,

X : PROCESS MIBH ¥ X #5584 RciscoProcessMIBObjects 73 3z B cpmCPU 2 X Y
cpmCPUTotalTableZr X, £ MIB A #J ciscoProcessMIBObjects 7 X #J cpmProcess 2" # , &

%1% ciscoProcessMIBNotifications % 3. ciscoProcessMIBconformance 7 X 1N &k
: cpmProcessTable #1 cpmProcessExtTable,

# PIX/ASA %5 Al SNMP

EPIX FRHUTEGS , AFRIA/ERMEH

snmp-server host #.#.#.#
!--- IP address of the host allowed to poll !--- and where to send traps. snmp-server community
<whatever> snmp-server enable traps


http://www.ietf.org/rfc/rfc1213.txt
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-SYSLOG-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&submitClicked=true&mibName=CISCO-MEMORY-POOL-MIB
//www.cisco.com/en/US/docs/security/pix/pix60/firewall/configuration/guide/advanced.html#1020444
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&submitClicked=true&mibName=CISCO-PRODUCTS-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&submitClicked=true&mibName=CISCO-PROCESS-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-REMOTE-ACCESS-MONITOR-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-REMOTE-ACCESS-MONITOR-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-CRYPTO-ACCELERATOR-MIB#

PIX B4R A 6.0.x RESRA RV R N ER#H T ERARYZRG,

snmp-server host #.#.#.#

I-—— The host is to be sent traps and can query. snmp-server host #.#.#.# trap
!-—— The host is to be sent traps and cannot query. snmp-server host #.#.#.# poll
! -——- The host can query but is not to be sent traps.

PIXIASA BHFRRA 7 x 7o VXS PR M E )3 1T ERR ARV 12,

host nane(confi g) #snmp-server host <interface name> <ip_address> trap community <community
string>

!--- The host 1is to be sent traps and cannot query !--- with community string specified.
host nane(confi g) #snmp-server host <interface name> <ip_address> poll community <community
string>

!--- The host can query but 1is not to be sent traps !--- with community string specified.

AEXE  WRERNMSESEI N UIZWEMEOCN (31 ) |, EEERMRRR. RIAMERT , NMS
Ebﬁﬁﬁﬁ ﬁﬁ*?@bﬁbo

BRIANER T , SNMP AR =27 UDP i1 162 E XA, A LUEH udp-port X @FRE K A5

o

X PIX/ASA B9 SNMP - #if]

PIX REMNZEEEURTRAARH MIB X#F. AXHKREBLERTXTETRA 6.2.1 19 PIX B
snmpwalk B R Fl . EREHNEAFRARRIRELFNHEAN MIB E.

% PIX/ASA B9 SNMP - B&B#

FEE : PIXESAIBERISNMP OIDE REMPIXES A XX SNMPE4EME, OID
1.3.6.1.4.1.9.1.227EPIXER - iR Z4<6.02 BT A YEPIXPE A 3B RE0ID, M E B 4EEOIDFECISCO-
PRODUCTS-MIBH #% %,

RHUT@T , BEE PIX R EABEH -

snmp-server host #.#.#.#
!--- IP address of the host allowed to do queries !--- and where to send traps. snmp-server
community

MaBthEZ 4.0 3 5.1

HIEER PIX B 4.0 RESRAR |, e E KL TRB

cold start = 1.3.6.1.6.3.1.1.5.1
link_up = 1.3.6.1 1
link dowmn = 1.3.6.1.6.3.


//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-PRODUCTS-MIB
//tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&mibName=CISCO-PRODUCTS-MIB

syslog trap (cl ogMessageGenerated) = 1.3.6.1.4.1.9.9.41.2.0.1

BB di (PIX 5.1)

£ PIX B#FIRAS 5.1.1 RESWRAF |, MRS5S syslog BB syslog BB DB, PIX MAREKIE
syslog f&Bft , BRI A ITERBHANEE, Lt ROIKRL trapd.log X4 ( X F HP OpenView
[HPOV] # Netview 4R ) HATZEN 3 4 link_up FEBERI 9 /N syslog FEBF , BF 7 NFEIM
syslog ID : 101003, 104001, 111005, 111007, 199002, 302005, 305002,

trapd.log &9 7= Bl

952376318 1 Mon Mar 06 15:58:38 2000 10.31.1.150 - 1=20 2=7
3=Sysl og Trap 4=199002:
PI X startup conpl eted. Begi nning operation. 5=0;1 .1.3.6.1.4.1.9.9.4 1.2.0.1 0

952376318 1 Mon Mar 06 15:58:38 [10.31.1.150.2.2] 9%l X-1-104001: (Secondary)
Switching to ACTIVE - no failover cable.

952376332 1 Mon Mar 06 15:58:52 2000 10.31.1.150 - 1=20 2=2
3=Sysl og Trap 4=101003: (Secondary) Failover cable not connected (this unit)
5=1400;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

952376332 1 Mon Mar 06 15:58:52 [10.31.1.150.2.2] 9%l X-1-101003: ( Secondary)
Fai | over cable not connected (this unit)

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7

3=Sysl og Trap 4=305002:
Transl ation built for gaddr 50.50.50.75 to |laddr 171.68.118.118 5=2800; 1
.1.3.6.1.4.1.9.9.41.2.0.1 0

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7
3=Sysl og Trap 4=302005: Built UDP connection for faddr 50.50.50.50/2388
gaddr 50.50.50.75/162 | addr 171.68.118.118/162
5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 1;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (IinkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 2;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 3;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

952376360 1 Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111007: Begin configuration: console reading fromterm nal
5=4200;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

952376365 1 Mon Mar 06 15:59:25 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111005: consol e end configuration: OK
5=4700;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

S EPHAY A - trapd.log

199002 (sysl og)
4=199002: PI X startup conpl eted. Begi nning operation.



5=0;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

104001 (sysl og)
Mar 6 15:58:38 [10.31.1.150.2.2] %I X-1-104001: (Secondary)
Switching to ACTIVE - no failover cable.

101003 (sysl og)

952376332 1 Mon Mar 06 15:58:52 2000 10.31.1.150 - 1=20 2=2
3=Sysl og Trap 4=101003: (Secondary) Failover cable not connected (this unit)
5=1400;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

101003 (sysl og)
Mar 6 15:58:52 [10.31.1.150.2.2] 9% X-1-101003: (Secondary) Failover cable not
connected (this unit)

305002 (sysl og)

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7
3=Sysl og Trap 4=305002: Translation built for gaddr 50.50.50.75
to laddr 171.68.118.118 5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

302005 (sysl og)

952376345 1 Mon Mar 06 15:59:05 2000 10.31.1.150 - 1=20 2=7
3=Sysl og Trap 4=302005: Built UDP connection for faddr 50.50.50.50/2388
gaddr 50.50.50.75/162 | addr 171.68.118.118/162
5=2800;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

Li nkup (! i nkup)

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 1;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

Li nkup (! i nkup)

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 2;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

Li nkup (! i nkup)

952376347 1 Mon Mar 06 15:59:07 2000 10.31.1.150 - Agent Interface Up (linkUp
Trap) enterprise: ENTERPRI SES. 9.1.227 (.1.3.6.1.4.1.9.1.227) on interface 3;1
.1.3.6.1.6.3.1.1.5.4.1.3.6.1.4.1.9.1.227 0

Li nkup (sysl og)

952376360 1 Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111007: Begin configuration: console reading fromterm nal
5=4200;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

111007 (sysl og)

952376360 1 Mon Mar 06 15:59:20 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111007: Begin configuration: console reading fromterm nal
5=4200;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

111005 (sysl og)



952376365 1 Mon Mar 06 15:59:25 2000 10.31.1.150 - 1=20 2=6
3=Sysl og Trap 4=111005: consol e end configuration: OK
5=4700;1 .1.3.6.1.4.1.9.9.41.2.0.1 0

syslog =EE 5 =Pl
YR ENNXENETRN TIHBEAES,

Alert:
%°| X-1-101003: (Primary) failover cable not connected (this unit)
%°| X- 1-104001: (Primary) Switching to ACTIVE (cause:reason)
Notification:
9%l X-5-111005: | P_addr end configuration: OK
%°| X-5-111007: Begi n configuration: |P_addr reading from device.
Informational:
9% X- 6- 305002: Transl ation built for gaddr |IP_addr to |addr |P_addr
%P X- 6- 302005: Bui It UDP connection for faddr faddr/fport gaddr gaddr/gport
| addr | addr/| port
9Pl X- 6-199002: Auth fromladdr/Iport to faddr/fport failed
(server IP addr failed) in interface int nane.

fEFE syslog =ER 5!

] '

0 RATEATH-Z2

1 M ENRENAE - Bk

2 FERR - EE

3 %‘%7 B -

4 EHHE -

5 IE.%@EEE’\J %/R - @A
6 SEM-EE

7 BiXEE - Bk

£ PIX 5.1 R E# R LR B B 7 2K

MR PIXEEESR :

snmp-server host inside #.#.#.#
ERRHIME— A RAERM . AE3). SEIRITITMEER KA ( AR syslog ) o
MRPXEBEEES :

snmp-server enable traps
logging history debug

RIEERFTEFERBMBA syslog FER. ERIBIRAIAR |, X2 syslog & B 101003, 104001,
111005, 111007, 199002, 302005 #1 305002 , LA K PIX Eﬁkﬂﬁﬁi\ﬂﬂ&ﬁ syslog #itH. HT R



B IRENBSARIERURXERBRESALTEA, BENEERS , BiARIFE

MRPXEER

snmp-server enable traps
logging history (a_level_below_debugging)

REBERET AR NFAERETNBRB,. R A logging history notification i , FaEAE
XTEA, B, EE, #iR, RENEALRBIW syslog M (ERFBREESERNB AR ) -
EERANNEF | F8HE 111005, 111007, 101003 F1 104001 ( AR PIX EEXM LR A HEE K
WEMERRS ) .

MREPXEEES :

snmp-server enable traps
logging history whatever_ level
no logging message 305002
no logging message 302005
no logging message 111005

RISS% B ERY B 305002, 302005, 111005, 3T logging history debug PIX & , &4 & B35
£ 104001, 101003, 111007, 199002 FEALATHE PIX HE , BFRQIHEF|HE 3 4 ( 305002,
302005, 111005 ) o

ZE PIXIASA7x L EEBEHTFE

MREPXEEES :

snmp-server host

AR ME—FaBRIERB - SORIE, BB, SERITTMERXA (TR syslog ) -

FROEES PIX MR 5.1 RESMRAZEL , BRT1E PIX/ASA lRZ 7.x 1, snmp-server
enable traps i EH H ML , M ipsec. remote-access F entity

EE  ETHAXPIX/ASARSNMPIEMMNFAEE | BHHAERLLRENE ASNMPEH S

SNMP [A] &

PIX X3

MEPIXIERSNMPE I , H B#REOIDHF1.3.6.1.4.1.9.1.227 , TEPIXPs X IEF 6.0 AR E S iR


//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/monitor.html#wp1042030
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/monitor.html

A, ©LCISCO-PRODUCTS-MIBH 5 HEYIDMFERIRE , PIXIEEIZTT,

£ 5.2.x ZBIM PIX RTBARAAH | IR% IP AR ipAddrTable FinkiF , ML ER A RET S ETE
B EIE#IRE PIX, MRMEEEILAED ping PIX , MENZBAAULNE PIX ZENER , B
AR EFHEMA PIX-HE 2 RITWEEF. REZIPHAWIPHUER, HPOVFHNetviewty T LA
N, H RS MEEBREETH— 2 : PXGRE/OIDEPIXMOID , U E RIEBKNBER,

CiscoView 3t PIX B 2R 12 CiscoView 5.2 & ; FFE PIX IRAK 6.0.x. EFHH PIX
MAd  F=ZFEEBRNAREFALYTF HPOV MET LEERFIRAIZET PIX BEAIEEERMN PIX A
BMRE,

R PIX AEPMIR R

MEBXREREET PIX , FMABAEE SNMP G, B PIX LEE S B M E it
B (NAT) , FTARITHHIREERBISRDS., B8R , AMNEEE W ZEHTA H ik (M %& A PR
T At R ESH)Wsnmpwalkht |, 5§ 2B EEL SipAddrTablehHE BT — . Lt
171.68.118.150 BHRaIHY |, BAHIRE| PIX N 10.10.10.20 , FHZREEF Z18% 171.68.118.150
REESERNED : 10.10.10.20 F 10.31.1.50 :

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 10. 10. 10. 20 : | pAddress: 10.10.10.20
i p. i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 10. 31. 1. 50 : | pAddress: 10.31.1.50

XXM EEBESEEAD ? AET 2, BHEFEEMARNMEE : R10.31.1.50# O |, I8%
171.68.118.150/ 4R &5 4210 10.31.1.50 K &£ 7 &,

MARBZHEERNBMEN S —NREAR R MG, MREFIER Netview X HPOV |, X7 7
FER netmon”fa B FMIRE LRIRIEHEK, MBEXRA TR, PIX TRER DX RFC 1213
AEFEERIROLEMEERE MAHTREFERN XBAR—P HFFE, HPIXPRREZR
HAIWIRERE |, SHSHEN , MIAERAZIPRZIFD)REMETHERD. MR PIX AENE
fb T A IO BERSRES , MFEHTENR, MRENEHRSRE , MEEBUTETHABRSE
;RO

ZH PIX A B iRE

HTPIXAIMHMEERRERRE " NHEON Db | ABRIAT N REBFER.

FIXE | 171.68.118.118 HAHER , 10.10.10.25 N /&, =171.68.118.1185%10.10.10.258¢ , #Hl
FEWESED , MRAEEE2EENAR

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr . 10. 10. 10. 25 : | pAddress: 10.10.10.25
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 10. 31. 1. 50 : | pAddress: 10.31.1.50

PIX By 6.2 iR snmpwalk

snmpwalk-c public<pix_ip_address> #% , A4 HPOV B35t , $h4T snmpwalk, EH1T
snmpwalk Z 8] , BLME T JH PIX 6.2 FEAHNE MIB,

system sysDescr.0 : DI SPLAY STRING (ascii):

Cisco PIX Firewall Version 6.2(1)

system sysojectI D.0 : OBJECT | DENTI FI ER:
.iso.org.dod.internet.private.enterprises.cisco.ciscoProducts. 390


http://www.ietf.org/rfc/rfc1213.txt
http://www.ietf.org/rfc/rfc1213.txt

syst em sys

syst em sys

system sysLocation. O :

system sysServices.0 : |INTEGER 4

interfaces.ifNunber.0 : |INTEGER 3
interfaces.ifTable.ifEntry.iflndex.1 : INTEGER 1
interfaces.ifTable.ifEntry.iflndex.2 : |INTEGER 2
interfaces.ifTable.ifEntry.iflndex.3 : INTEGER 3
interfaces.ifTable.ifEntry.ifDescr.1 : DI SPLAY STRING (ascii):
PIX Firewal | 'outside' interface

interfaces.ifTable.ifEntry.ifDescr.2 : DI SPLAY STRING (ascii):

PIX Firewall 'inside interface
interfaces.ifTable.ifEntry.ifDescr.3 : DI SPLAY STRING (ascii):
PIX Firewall "intf2' interface
interfaces.ifTable.ifEntry.ifType.1l : |INTEGER ethernet-csmacd
interfaces.ifTable.ifEntry.ifType.2 : | NTEGER ethernet-csmacd
interfaces.ifTable.ifEntry.ifType.3 : |INTEGER ethernet-csmacd
interfaces.ifTable.ifEntry.ifMu.1 : | NTEGER 1500
interfaces.ifTable.ifEntry.ifMu.2 : |INTEGER 1500
interfaces.ifTable.ifEntry.ifMu.3 : |INTEGER 1500
interfaces.ifTable.ifEntry.ifSpeed.1l : Gauge32: 10000000
interfaces.ifTable.ifEntry.ifSpeed.2 : Gauge32: 10000000
interfaces.ifTable.ifEntry.ifSpeed.3 : Gauge32: 10000000
interfaces.ifTable.ifEntry.ifPhysAddress.1 : OCTET STRI NG
(hex): length = 6

UpTinme. 0 :
system sysContact. O :

Nane. 0 :

Tinmeti

DI SPLAY

0: 00 50 54 fe ea 30

nterfaces.ifTable.ifEntry.

0: 00 50 54 fe ea 31

nterfaces.ifTable.ifEntry.

0: 00 90 27 42 fb be

nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces
nterfaces

.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.
.ifTable.

ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.
ifEntry.

cks: (6630200) 18:25:02.00

DI SPLAY STRING (ascii):

STRING (ascii): satan

DI SPLAY STRING (ascii):

i f PhysAddress. 2 : OCTET STRI NG (hex):

i f PhysAddress.3 : OCTET STRI NG (hex):

i fAdmi nStatus.1 : | NTEGER up

i f Admi nStatus.2 : | NTEGER up

i fAdmi nStatus. 3 : | NTEGER: down
i fOperStatus.1 : |INTEGER up

i f Oper St at us. I NTEGER: up

i f Oper St at us. I NTEGER: down
i f Last Change.
i f Last Change.
i f Last Change. 3 :
iflnCctets.1l : Counter: O
iflnCctets.2 : Counter: 19120151
iflnCctets.3 : Counter: O
iflnUcastPkts.1 : Counter: O

i flnUcastPkts.2 : Counter: 1180

i flnUcastPkts.3 : Counter: O

i flnNUcast Pkts. 1 : Counter: O

i flnNUcast Pkts.2 : Counter: 246915
i flnNUcast Pkts. 3 : Counter: O
iflnDiscards.1 : Counter: O
iflnDiscards.2 : Counter: O
iflnDiscards.3 : Counter: O
iflnErrors.1 : Counter: O
iflnErrors.2 : Counter: O
iflnErrors.3 : Counter: O
ifQutCctets.1 : Counter: 60
ifQutCctets.2 : Counter: 187929
ifQutCctets.3 : Counter: O

WNNFP WN P

I ength

I ength

Ti meticks: (6630200) 18:25:02.00
Ti meticks: (6630200) 18:25:02.00
Ti meticks: (6630200) 18:25:02.00



interfaces.ifTable.ifEntry.ifQutUcastPkts.1l : Counter: 1
interfaces.ifTable.ifEntry.ifQutUcastPkts.2 : Counter: 2382
interfaces.ifTable.ifEntry.ifQutUcastPkts.3 : Counter: O
interfaces.ifTable.ifEntry.ifQutNUcastPkts.1 : Counter: O
interfaces.ifTable.ifEntry.ifQutNUcastPkts.2 : Counter: O
interfaces.ifTable.ifEntry.ifQutNUcastPkts.3 : Counter: O
interfaces.ifTable.ifEntry.ifQutDi scards.1 : Counter: O
interfaces.ifTable.ifEntry.ifQutDi scards.2 : Counter: O
interfaces.ifTable.ifEntry.ifQutD scards.3 : Counter: O
interfaces.ifTable.ifEntry.ifQutErrors.1 : Counter: O
interfaces.ifTable.ifEntry.ifQutErrors.2 : Counter: O
interfaces.ifTable.ifEntry.ifQutErrors.3 : Counter: O
interfaces.ifTable.ifEntry.ifSpecific.1l : OBJECT |DENTIFI ER
.ccitt.zerobDot Zero
interfaces.ifTable.ifEntry.ifSpecific.2 : OBJECT |DENTIFI ER:
.ccitt.zerobDot Zero
interfaces.ifTable.ifEntry.ifSpecific.3 : OBJECT |DENTIFI ER:

.ccitt.zeroDot Zero

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 212.3.3.1 : | pAddress:
212.3.3.1

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr . 10. 48. 66. 47 : | pAddress:

10. 48. 66. 47

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Addr. 127.0.0.1 : | pAddress:
127.0.0.1

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt | f1 ndex.212.3.3.1 : |INTEGER 1

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt | f | ndex. 10. 48. 66. 47 : | NTEGER 2
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt | f1 ndex. 127.0.0.1 : | NTEGER 3

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Net Mask. 212. 3. 3.1 : | pAddress:
255. 255.255.0

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Net Mask. 10. 48. 66. 47 : | pAddress:
255.255.254.0

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Net Mask. 127.0. 0.1 : | pAddress:

255. 255. 255. 255

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Bcast Addr. 212.3.3.1 : INTEGER 0

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Bcast Addr. 10. 48. 66.47 : | NTEGER O
i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt Bcast Addr. 127.0.0.1 : INTEGER O

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt ReasniVaxSi ze. 212. 3. 3.1 : | NTEGER:
65535

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt ReasniVaxSi ze. 10. 48. 66. 47 : | NTEGER
65535

i p.i pAddr Tabl e. i pAddr Entry. i pAdEnt ReasniVaxSi ze. 127. 0. 0.1 : | NTEGER:

65535

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenor yPool Nare. 1 :

DI SPLAY STRING (ascii): PlIX system nmenory

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenoryPool Alternate. 1 :

I NTEGER: O

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Ent ry. ci scoMenoryPool Valid. 1 :

I NTEGER: true

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenor yPool Used. 1 :

Gauge32: 21430272

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Entry. ci scoMenoryPool Free. 1 :

Gauge32: 12124160

ci sco. ci scoMgnt . ci scoMenor yPool M B. ci scoMenor yPool Obj ect s.

ci scoMenor yPool Tabl e. ci scoMenor yPool Ent ry. ci scoMenor yPool Lar gest Free. 1 :
Gauge32: O

ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM Bbj ect s. cpnCPU.

cpnCPUTot al Tabl e. cpmCPUTot al Ent ry. cpnCPUTot al Physi cal | ndex. 1 :

ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM Bbj ect s. cpnCPU.

cpnCPUTot al Tabl e. cpmCPUTot al Ent ry. cpmCPUTot al 5sec. 1 : Gauge32: 0

| NTEGER:



ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM Bbj ect s. cpnCPU.
cpnCPUTot al Tabl e. cpmCPUTot al Entry. cpmCPUTot al 1nin. 1 : Gauge32: O
ci sco. ci scoMgnt . ci scoProcessM B. ci scoProcessM Bbj ect s. cpnCPU.
cpnCPUTot al Tabl e. cpmCPUTot al Entry. cpmCPUTot al 5nin. 1 : Gauge32: O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar el nf or mat i on.
6 : OCTET STRING (ascii):
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar el nf or mat i on.
7 : OCTET STRING (ascii):
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usVal ue.
6 : INTEGER O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usVal ue.
7 : INTEGER O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usDet ai | .
6 : OCTET STRING (ascii): Fai |l over Of
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cf wSt at us. cf wHar dwar eSt at usTabl e. cf wHar dwar eSt at usEnt ry. cf wHar dwar eSt at usDet ai | .
7 : OCTET STRING (ascii): Fai |l over Of
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation.
4.3 : OCTET STRING (ascii): maxi mum nunber of allocated 4 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation.
4.5 : OCTET STRING (ascii): fewest 4 byte bl ocks available

since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation.
4.8 : OCTET STRING (ascii): current nunber of available 4 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
80.3 : OCTET STRING (ascii): maxi num nunber of allocated 80 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cfwBufferStatlnformation.
80.5 : OCTET STRING (ascii): fewest 80 byte bl ocks avail able

since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
80.8 : OCTET STRING (ascii): current nunber of available 80 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e.cfwBufferStatsEntry. cfwBufferStatlnformation.
256.3 : OCTET STRING (ascii): maxi mum nunber of allocated 256 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
256.5 : OCTET STRING (ascii): fewest 256 byte bl ocks avail able

since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.

256.8 : OCTET STRING (ascii): current nunber of avail able 256 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
1550.3 : OCTET STRING (ascii): maxi mum nunber of allocated 1550 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
1550.5 : OCTET STRING (ascii): fewest 1550 byte bl ocks avail abl e

since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTable.cfwBufferStatsEntry. cfwBufferStatlnformation.
1550.8 : OCTET STRING (ascii): current nunber of avail abl e 1550 byte bl ocks
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.



4.3 : Gauge32: 1600
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
4.5 : Gauge32: 1599
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
4.8 : Gauge32: 1600
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
80.3 : Gauge32: 400
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
80.5 : Gauge32: 374
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
80.8 : Gauge32: 400
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
256.3 : Gauge32: 500
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
256.5 : (Gauge32: 498
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
256.8 : Gauge32: 500
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
1550. 3 : Gauge32: 1252
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics.cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
1550.5 : Gauge32: 865
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwBufferStatsTabl e. cfwBufferStatsEntry. cf wBuf f er St at Val ue.
1550. 8 : Gauge32: 867
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Descri ption. 40.6 :
OCTET STRING (ascii): nunber of connections currently in use

by the entire firewall
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Descri ption. 40.7 :
OCTET STRING (ascii): hi ghest nunber of connections in use

at any one tinme since systemstartup
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Count . 40. 6 :
Counter: O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Count . 40. 7 :
Counter: O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onStat Entry.

cf wConnect i onSt at Val ue. 40. 6 :
Gauge32: O
ci sco. ci scoMgnt . ci scoFirewal | M B. ci scoFi rewal | M BObj ect s. cf wSyst em
cfwStatistics. cfwConnectionStat Tabl e. cf wConnecti onSt at Entry.

cf wConnect i onSt at Val ue. 40. 7 :
Gauge32: O
End of M B View
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