PIX, TACACS+HIRADIUSEIERHAI : 4.4.x

ANE S
FREIU/RNEAFEENER
ATrmEBEFENERSERZREHE
CiscoSecure UNIX TACACS R E5FELE
CiscoSecure UNIX RADIUS IR S8 E
CiscoSecure NT 2.x RADIUS
EasyACS TACACS+
CiscoSecure 2.x TACACS+
Livingston RADIUS BR<5 el &
Merit RADIUS fRFEBl &
TACACS+ BB RS ERELE
M & =

PIX 36 1F 1 ist 7R 4

18 R

PIX TAUE F1 &R A 15 = 51

18 hnic ik Th ek

TACACS+

RADIUS

Except aa B HI £ A
BEXALERSEERRAF

X PIX B & #1T% U H S A
BT #EH S ERYIAUE

B AFEEINET
BENXFAFEEIM I EBES
SR Z=RER S4BT

E#H HTTP

E# Telnet

E#l Telnet 5344

it O 24X

HXER




feifr

RADIUSHITACACSHAIEATBENFTP, TelnetMIHTTPEZNIT, BF , AUNHEMAKELL
TCP it 1T & KL,

% TACACS+ BMX ; RADIUSERIX T 2. ETUBIMRAN PIX4.4.1 FHKIE, TXMIZHK (AAA)
hE W EHE  AMBRSSANBEYR, ANIEARBTEREAFER, BESMNELIETES,

KRR

=R
AR EEAEEHER,

{EF YA #
AT R TR E R R A AR Ao

)
BAXHHANNESERES N CiscoBRERAM,

AIE S/

ANERZRRAF 2,

- B REFAF M LEERT,

ORERRHN S HRIEEE R,

REEHRIINENELTHN.
RIZEE100MNAIBAF , HAFLER BN FEENEZATIRITFTP, TelnetRHTTP, Bad il
PIXKIHIHRE , HIEMTACACS+RADIUSZ £ RGeS LWFTE6MNAFID. ETFRE 5 HRIE
,IUERAAFENOSXIX 6 MHAHTENRIE , RiEfEH, Hitt o4 NEPTEEH, PIXEE
TRAF@ARFB/ZE , ARBEIHAF B MELH ATACACS+RADIUSZ 2RSS ( BURT 5L
BR ) , IFRELIERE, X 6 MNHFTEMIT FTP, Telnet 5 HTTP,

3, XBBREX=ZANAAFZ2—“Terry 72 EF. BFEATRERITFTP, MARHTTPEHE

TelnetBIA R, XEWRBLTURINB , IR TIANEAF i 24 , TERHLH P REM. IR
BATPIXENE |, PIXEERZERE[LAEBRENAFABNERD , ARKEENER , FIrL2R
SHRBPERARITAAL" ST "NMRELXEBZERSES , TerryaAl LA FRE"FTP 1.2.34™ , BF

FERIE/EREAFEINER

HINE/RBUT B A RENE @I 2 TFR)

- Telnet-AP N EBEIAFERTETR , BERNERNZBNER. WRPIX/ARSE LA
(8B ) BT, B ENFRRAAFRARFENEE,
-FTP-AFPEBEIAFrSRREIN. AP EEH Alocal_username@remote_username” A F &



HM“local_password@remote_passwordfy" N %85, PIX@EAthE £ REFERLIE
“local_username”#“local_password" @i % , F1RPIX/RS5 28 L IAUE ( MR ) BLZh
, “remote_username”#l“remote_password” 4% j 2l B B i FTPAR S35

-HTTP - EXRBEPETRT—NED , ERAFGAAFRFENOS, MRINEFRBR)KRI , AR
HeehR LEMW BN, FidE , NERLFFAFENOS, URPIXNZEFEHTTPES
,BEHEEXEM , WRABEEHTERIANL , FERNKERNEENAPENBZB L 5F
PIX , AENEN#ERKEIALERSSE. PIX Syslog M/HREHFRGETRHIAR, MNP
TelnetMIFTPELIEE 21T , BIEBHTTPERE , XERBERR,

ATEEENERSRESR R

CiscoSecure UNIX TACACS RE e R

BB EPIX IPH#tE , HEE SV E FCSU.cfg X 44,

user = ddunlap {
password = clear "rtp"
default service = permt

}

user = can_only_do_telnet {
password = clear "tel netonly"
service = shell {

cnmd = telnet {

permt .*

}

}

}

user = can_only _do ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {

permt .*

}

}

}

user = httponly {

password = clear "httponly"
service = shell {

cmd = http {

permt .*

}

}

}

CiscoSecure UNIX RADIUS RS R

EAEHNETAF REGUN)RIPIX IPFM 44 A RS 27 (NAS) SR EF R,

user =adm nuser {
radi us=Ci sco {
check_itens= {
2="all"



}
reply_attributes= {

6=6
}
}

CiscoSecure NT 2.x RADIUS

A THXLESER,
1. ¥£ User Setup GUI 2 EE LS
2. 1£ Group Setup GUI 45 , FE % 6 (Service-Type) i%EH Login % Administrative,
3. £ NAS Configuration GUI | 310 PIX IP,

EasyACS TACACS+

EasyACSIM iR i% &

1. FE4H & 9 # & Shell exec ( &4t EXEC R ) »

2. BEEPIX ERMITN |, BEEAE LMK % HDeny unmatched IOSH T

3. M EEARFNENSS (W, Telnet ) , %1F Add/Edit new @

4. MREATTelnetERELR , BESHIB 2 ML permit £ £ WX BAIP. BRI
TelnetBEAN G , EHAWRERIIHNSH.

5. mBETHETTMK.

6. AN BMNAYNGS (HlM0 , Telnet, HTTP /=L FTP ) TS 1 E 5,

7. FENAS Configuration GUIER % R I0PIX IP,

CiscoSecure 2.x TACACS+

FF T 1E GUI B9 User Setup o BB O S,

1. EA D , B TEShell exec (F=4EEXECHR).

2. ERMEBNEIPIX , FABRIHNKEE HHELEFTRIOSES.

3 MM EEARFNENGS (HIW , Telnet) , %1% Add/Edit.

4. MREATTelnetEREMR , BESHEFL PR Apermit IP(s) ( Hla0 , “permit 1.2.3.4” ) ,
EfFTelnetB| BN , £ HAFFRERIIHASH.

5. mBETHELREMR.

6. HN BN AGFWGS (0, Telnet, HTTP = FTP ) H1THE 1 & 5,

7. FENAS Configuration GUIER % FI0PIX IP,

Livingston RADIUS RS2SR B

ANINPIX IPFN 2% BL4E 7 P o S o

adm nuser Password="all"
User - Servi ce- Type = Shel | - User

Merit RADIUS BRSSESil B

ABIPIX IPFN 23 BL4R & P i S04



adm nuser Password="al | "
Servi ce- Type = Shel | - User

TACACS+ R R4 iRFZ el =

key = "cisco"

user = admi nuser {
login = cleartext "all"
default service = permt

}

user = can_only_do_telnet {
login = cleartext "tel netonly"
cmd = tel net {

permt .*

}

}

user = httponly {
login = cleartext "httponly"

cmd = http {
permt .*

}

}

user = can_only_do _ftp {
login = cleartext "ftponly"

cmd = ftp {
permt .*

}

}

iR

- BRR PIX BEEMIEMRIE. RAICHK AAA) ZEIER. MNRETE 6| SINEMZRZ 6
RBEBIBER , BUEETERITZIRET .

- BEAPIX W HEERIER : THNZESAH RS LFE A logging console debugging 8 H. A LAfE
Flogging buffered debuggingE®. AL show logging B logging #5583 i &% B Syslog
BRFERHATHRE,

- Y112 @R ITF A TACACS+ERADIUSHR S 88, FTE BRSS 85 LLiE T,

PR 4 P



Outside:

11111115
EEEERERE
Imside: | 10.31.1.150
110.31.1.1 2
17168118 1 103115

|1?1.68.1’18.1D1

Tacacs Server

17165 118115

Fadius Server

PIX & E

pi X- 5# write terminal
Bui | di ng configuration...
. Saved

Pl X Version 4.4(1)

nanmei f ethernet0 outside securityO
nanmei f ethernetl inside securityl00
namei f ethernet2 pix/intf2 securityl0
namei f ethernet3 pix/intf3 securityl5
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFnbNI dI . 2KYQU encrypt ed
host nanme pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720




fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | oggi ng tinestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

logging facility 20

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nu pix/intf2 1500

ntu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0
ip address pix/intf2 127.0.0.1 255. 255. 255. 255
ip address pix/intf3 127.0.0.1 255.255. 255. 255
no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp tineout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netnask
255. 255. 255. 0

static (inside,outside) 11.11.11.20 171.68.118.115
net mask 255.255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101
net mask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask
255.255.255.255 0 0

conduit permit icnp any any

conduit permt tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

tinmeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

ti meout rpc 0:10: 00 h323 0:05: 00

ti nmeout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

0.0.0.0
0.0.0.0

|
!--- For any given list, multiple AAA servers can !---
be configured. They will be !--- tried sequentially if
any one of them is down. ! aaa-server Qutgoing protoco
tacacs+ aaa-server Qutgoing (inside) host 171.68.118.101
cisco tinmeout 10 aaa-server |ncomi ng protocol radius
aaa-server |ncomng (inside) host 171.68.118.115 cisco
ti meout 10 aaa authentication ftp outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http
out bound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoi ng aaa




aut hentication tel net outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Qutgoing aaa authentication ftp inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication http
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication tel net inbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Incom ng no snnp-server |ocation no snnp-server
contact snnp-server comunity public no snnp-server
enable traps telnet tinmeout 5 terminal w dth 80

Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX ¥ iE i i 7= 5
TR I -
35

"#£10.31.1.50NEBAF EAZ11.11. 111K BBIER , HBEITACACS+HHEWREFLA IR
TACACSHRS85171.68.118. 101 MY IR 28 5 R " ") B T INE, "

A

"FE1111.11.158 SN EB B P A EB10.31.1.5 (11.11.11.22) R BEIET , I EIIRADIUS(A 5T BAE
FA‘E¥ERADIUS BRS58% 171.68.118.11589 BR$588 513k ""Incoming™")#t 1TIAIE, "

PIX i8is - B BWIFRRIh - TACACS+

THHRGERSGRIERIR PIX Fi

109001: Auth start for user '???" from 10.31.1.5/11004 to 11.11.11.15/23
109011: Authen Session Start: user 'ddunlap', sid 3

109005: Aut hentication succeeded for user 'ddunlap’

from 10.31.1.5/11004 to 11.11.11.15/23

109012: Aut hen Session End: user 'ddunlap', sid 3, elapsed 1 seconds
302001: Built outbound TCP connection 4 for faddr 11.11.11.15/23 gaddr
11.11.11.22/11004 | addr 10.31.1.5/11004

PIX #iR - S HBIFLAW (AFREXOTHIR ) - TACACS+

THHNRFERSFHRIEXKHN PIX B (AFERATAEIR). AFEIOMNAFB/BHES

o ARELTIEE : "Error:max number of tries exceeded’,

109001: Auth start for user '???" from 10.31.1.5/11005 to 11.11.11.15/23
109006: Authentication failed for user '' from10.31.1.5/11005 to 11.11.11.15/23

PIX il - A 2L Ping 3& , B R MR - TACACS+

LT REAERT FEPIXNFENTPINGERSSHFNPIXAR. AFREIAFE , BPIXN\TBEHE
(X2 Telnet L),

"Error: Max nunber of tries exceeded

109001: Auth start for user '???" from 10.31.1.5/11006 to 11.11.11.15/23
109002: Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed

(server 171.68.118.101 fail ed)



109002: Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed

(server 171.68.118.101 fail ed)

304006: URL Server 171.68.118.101 not responding, trying 171.68.118.101

109002: Auth from 10.31.1.5/11006 to 11.11.11.15/23 failed

(server 171.68.118.101 fail ed)

109006: Authentication failed for user '' from 10.31.1.5/11006 to 11.11.11.15/23

PIX @i - 8 Ping B HR$58% - TACACS+

THHNRFIE RTEE ping BRIRS SR PIX Bid, AP FZE—KXusername, PIX ANFSE R A
A% (X2E Telnet £ ) o, £RITEE : “Timeout to TACACS+ server”Hl“Error:Max number of
tries exceeded” ( EARBIPHEERIR T RS ET ) -

109001: Auth start for user '???" from 10.31.1.5/11007 to 11.11.11.15/23

109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

(server 171.68.118.199 fail ed)

109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

(server 171.68.118.199 fail ed)

304006: URL Server 171.68.118.199 not responding, trying 171.68.118.199

109002: Auth from 10.31.1.5/11007 to 11.11.11.15/23 failed

(server 171.68.118.199 fail ed)

109006: Authentication failed for user '' from 10.31.1.5/11007 to 11.11.11.15/23

PIX iBis - BB - RADIUS

THHRERSGRIERNE PIX Fi

109001: Auth start for user '???" from11l.11.11.15/11003 to 10.31.1.5/23
109011: Authen Session Start: user 'adnm nuser', sid 4

109005: Aut hentication succeeded for user 'adm nuser’

from10.31.1.5/23 to 11.11.11.15/11003

109012: Aut hen Session End: user 'adm nuser', sid 4, elapsed 1 seconds
302001: Built inbound TCP connection 5 for faddr

11.11.11.15/11003 gaddr 11.11.11.22/23 laddr 10.31.1.5/23

PIX @ik - S HBITFLAK (ARERO0SEIR ) - RADIUS

TEHNRGIEREMRIEAKY PIX B (AFEROSER). ARSFIERGARAFAENO
T, MR-HZ—RHEIRN , BB Incorrect password’2 & RIUX, ARG, AP ST ER, LA
B2 2B Bug ID #CSCdm46934,

"Error: Max nunber of tries exceeded
109001: Auth start for user '???" from11.11.11.15/11007 to 10.31.1.5/23
109006: Authentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11007

PIX iiiH - EAEFXHA . F5 PIX &fE - RADIUS

THMNRME RRSEET ping B , EREAEFEXAN PIX Bid, RFHF2E5EPIXBE. A
FLEIAFPE , FERAOS. ETRUTHEE  “RADIUS server failed”F1“Error:Max number of
tries exceeded’,

109001: Auth start for user '???" from 11.11.11.15/11008 to 10.31.1.5/23
109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 fail ed)

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed



(server 171.68.118.115 fail ed)

304006: URL Server 171.68.118.115 not responding, trying 171.68.118.115

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11008 failed

(server 171.68.118.115 fail ed)

109006: Authentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11008

PIX 83z - T8k Ping & IR FES =R B B/ P i T P& - RADIUS

THEHNRGIA T eEpingBREZ /B Fin A EENESSRERPIXER, AFRFIAFREFNO0N,
ERELTEE : “Timeout to RADIUS server’#1“Error:Max number of tries exceeded” ( iZEt B H Y
RE|AMHESE ),

109001: Auth start for user '???" from 11.11.11.15/11009 to 10.31.1.5/23

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 fail ed)

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 fail ed)

304006: URL Server 171.68.118.199 not responding, trying 171.68.118.199

109002: Auth from 10.31.1.5/23 to 11.11.11.15/11009 failed

(server 171.68.118.199 fail ed)

109006: Authentication failed for user '' from10.31.1.5/23 to 11.11.11.15/11009

9 oA

RARRTEN , RBEELTIANIE , REERMNEFEZXHEERMN B 89158 B R R

aaa authorization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa authorization http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa authorization telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

f& i
"EEBRNF R "incoming™ R IIRR , BARRABIERRARADIUSIAIE , # ERADIUSER T

PIX IAGE R AR i = Bl

PIX 81 - & {538iF R Ih TR - TACACS+

THNRHE RS GBI MBARELIIAY PIX FiR

109001: Auth start for user '???" from 10.31.1.5/11002 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only do_telnet', sid 7
109005: Aut hentication succeeded for user 'can_only_do_tel net
from 10.31.1.5/11002 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only do_telnet', sid 7
109007: Authorization pernitted for user 'can_only_do_tel net'
from 10.31.1.5/11002 to 11.11.11.15/23
109012: Aut hen Session End: user 'can_only_do_telnet', sid 7,
el apsed 1 seconds
302001: Built outbound TCP connection 6 for faddr 11.11.11.15/23
gaddr 11.11.11.22/11002 | addr 10.31.1.5/11002 (can_only_do_tel net)



PIX #i - BHBWIFRTH , WNEK - TACACS+

THNREEREFHRIEKRL , BRENKKE PIX B

EXE A AP thé4EZEE B “Error:Authorization Denied”

109001: Auth start for user '???" from 10.31.1.5/11000 to 11.11.11.15/23
109011: Authen Session Start: user 'can_only do _ftp', sid 5

109005: Aut hentication succeeded for user 'can_only_do_ftp'

from 10.31.1.5/11000 to 11.11.11.15/23

109008: Aut hori zation denied for user 'can_only _do_ftp' from

10.31.1.5/11000 to 11.11.11.15/23

109012: Aut hen Session End: user 'can_only_do_ftp', sid 5, elapsed 33 seconds

4 hnic K The

TACACS+

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

ZRIEKRTBERXMA , BidE LEHHEE, R, B'EBU'W , 2RIEFHCKIZSTK. £ U
et , 2@REF L EIKIE R,

TACACS+ 1Bk iERE T HAREML ( XLRAXKE CiscoSecure UNIX ; 7 CiscoSecure NT H#y
IERATRERES TR )

Thu Jun 3 10:41:50 1999 10.31.1.150 can_only_do_tel net
PI X 10.31.1.5 start task_id=0x7 foreign_ip=11.11.11.15

l ocal _ip=10.31.1.5 cnd=tel net

Thu Jun 3 10:41:55 1999 10.31.1.150 can_only do_telnet PIX 10.31.1.5
stop task_i d=0x7 foreign_ip=11.11.11.15

l ocal i p=10.31.1.5 cnd=tel net el apsed_tinme=4 bytes_in=74 bytes_out =27

RADIUS

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incoming

ZRIEKEFBERXA , WiAE LEZHMAR. B2 , BB , 2RE TR ICKIZS R, EH
e, 2K 2 RIS -

RADIUS i2tkieRETHIARBEL . (XLHBEXRE CiscoSecure UNIX ; #£ CiscoSecure NT FH)
BRAEERESHIEH ) -

10. 31. 1. 150admi nuser -- start server=rtp-evergreen.rtp.ci sco.com
time=14:53: 11 dat e=06/ 3/ 1999 task_i d=0x00000008
Thu Jun 3 15:53:11 1999

Acct - St at us- Type = Start

Cient-1d = 10.31.1. 150

Logi n-Host = 10.31.1.5



Logi n- TCP- Port = 23
Acct - Session-1d = "0x00000008"
User - Nane = "admi nuser"
10. 31. 1. 150 admi nuser -- stop server=rtp-evergreen.rtp.cisco.com
time=14:54: 24 date=06/ 3/1999 task_i d=0x00000008
Thu Jun 3 15:54:24 1999
Acct - St at us- Type = Stop
Cient-1d = 10.31.1. 150
Logi n-Host = 10.31.1.5
Logi n- TCP- Port = 23
Acct - Session-1d = "0x00000008"
User - Nane = "admi nuser"
Acct - Session-Time = 73
Acct - I nput-Cctets = 27
Acct - Qut put - Cctets = 73

Except i 8 5

EMEF , RBATREEMFERNRN BN FRFZINE , BRI |, THTOTRE

aaa authentication except outbound 10.31.1.60 255.255.255.255
11.11.11.15 255.255.255.255 Outgoing
aaa authorization except outbound 10.31.1.60 255.255.255.255
11.11.11.15 255.255.255.255 Outgoing

MREEEERIPHU R TINE , BEERXATHERR , MABKIELEENRTEN,

BALEBREERTERAS

— U TACACS+HRADIUSHR K 888 “BR A& 1E” ( max-session ) & & S &M A7 ( view logged-
inusers ) ek, BENMITRASEIREEFAFKEITRICRK, "WRELEK"TFHR"IERER
,ABEBE"EIE™EFRERER , TACACS+ERADIUSIRS B RIZ LA PEZRFZ(BIPIXEARKIE ) ;"

HTEEMER , ©FREES T TenetMFTPER, HTEENARXEHTTPLETHRRRE. &
LTRGIH, AT FENEEE , B82MEE,

RAFBEE PIX #ITZEER , EE#THORIE

(pix) 109001: Auth start for user '???" from 171.68.118.100/1200

to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user 'cse', sid 3

(pi x) 109005: Authentication succeeded for user 'cse' from

171.68.118.100/12 00 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23

gaddr 9.9.9.10/12 00 |l addr 171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998 rtp-pi necone.rtp.ci sco.comcse
Pl X 171.68.118. 100 start task_i d=0x3 foreign_i p=9.9.9.25

| ocal _i p=171. 68. 118. 100 cnd=t el net

HT RS HFELBEE"TH"IEFERK I F L EF(LATZ]) , BRFERE R Telnet' AR EEF.
"MRAFZRERINEN S —MEE(TEKBS—APC) , FEWRERSH/LNZ (RIRKRSEHR
XEFBRARE ) AP RENEAKEAN""™ , LRSS REL ZEE,

AP EBEMRENMETelnet HFTPALS , RFIRH(FF100%)



(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr
9.9.9.10/128 1 | addr 171.68.118.100/1281 duration 0:00: 00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998 rtp-pi necone.rtp.cisco.com cse

PI X 171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25 |ocal _i p=171. 68. 118. 100

cnmd=t el net el apsed_time=5 bytes_i n=98 bytes_out =36

Fituauth20 (BIRIAE)HE RE(—IRIAIE , HF BfFvauth BIRIFBEENT) , BMNTRIERH
HHURATEMNMEAY R,

B2 , ATHUERHAE , HTTP B TESABRHEE, TER HTTP BR4H),

A FB@EPIXM171.68.118.1005% 5 £]9.9.9.25 :

(pix) 109001: Auth start for user '???" from 171.68.118.100/1281

to 9.9.9.25 /80

(pix) 109011: Authen Session Start: user 'cse', sid 5

(pi x) 109005: Authentication succeeded for user 'cse' from
171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr

9.9.9.10/12 81 | addr 171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998 rtp-pinecone.rtp.cisco.comcse
Pl X 171.68.118. 100 start task_i d=0x9 foreign_i p=9.9.9.25

| ocal _i p=171. 68. 118. 100 cnd=http

(pi x) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr

9.9.9.10/128 1 |laddr 171.68.118.100/1281 duration 0:00: 00 bytes 1907 (cse)
(server stop account) Sun Nov 8 16:35.35 1998 rtp-pinecone.rtp.cisco .com
cse PI X 171.68.118. 100 stop task_i d=0x9 foreign_ip =9.9.9.25

| ocal _i p=171. 68.118. 100 cnd=http el apsed_ti me=0 bytes_ i n=1907 bytes_out =223

R 3ETERIMIT,

FIRIEFK AW T16:35:34 , FILIEFR KM T16:35:35, WTHEBE—M®E ; FRMELIEFR2BED
T-—®4#). AFPRENEZRZIMYE , FEAEMMNERNTARN , LEEREDHARITT 28,
RAEBERHIEEERAFPREELRITE? T, BAHTTPRYERERT A (&M 3 E)” 2 [8 Y 8 5]
YR, “BafEi"ieFzo®. RANEERERLER—BRERE  IRRKELLEERK, 8B
“Fra™ieF, "TituauthiRENORNEXE , BRLEHE"FHR"N"E L IEFRREERS .
B2 , BT HTTP BENAEAR , SEEAEARAKKEETREETERZNAT,

Xt PIX B & #{THiE 3 5 A

KN ITIERBEEPIXI Telnet (IHTTP , FTP) BiERIALE. £ FTEMNRAF , BAMBRN —TI]
B A#ITINEE A ZEEREIPIX

telnet 10.31.1.5 255.255.255.255
passwd ww

RiE , BOIWRMG S , NERERE PIX NAFRITEGRIE

aaa authentication telnet console Outgoing

HAFZERERE PIX Y, 2RTMEITAAZEZERON (‘W) . "EXMERT , PIXEER



TACACS+ (AREA T"REN"RFEIIR)HXRADIUSAF B RZHE, "

aaa authentication enable console Outgoing

EReST , AFRREREARAFENED , FREFTACACSHRADIUSHRS &R £, EXFER
T, RAEATHEHHRSREIIK , BREH%E TACACS lRFiR. HTERALEEEEERIANEL
SEEME , RIRAF ATLUEITACACSTHRADIUSE RPIX , Bt E o] ARIAAHE A &/BHE

, BXITACACSZRADIUSE AINEE RS, LiEEE 2 E Bug ID #CSCdm47044,

"ERSSEAERENELET , AFEBBEIRA"PIX"ERAFSE , BAPXENER , M
PIX(ZFHEMZE)IRE —RIFNHZEB , " tHR"enable password whatever" REPIXEIEE , AP N
ZEXPIX", ERAFE , RAEKEnter@, MR REFNEBEXTHE , BLAFFEZBIRE
RENEEE,

1T #H S FAIAEE

aaa authentication serial console S ER&HTHARIE , RAEFREWE PIX NBTEREA. A
PMEHARTEED SN , R AT HEENEBI(BIRPIXHEERE RS B EENLX B RK
FINRGEAE). THER Syslog IR ERH A :

Jun 5 07:24:09 [10.31.1.150.2.2] 9%l X-5-111008: User 'cse' executed
t he ' host name’ command.

30 Dimk £ CE

MRENART :

auth-prompt THIS IS PIX 5

BE PIXWRAPLEEIFS

THI S IS PIX 5 [at which point one would enter the usernane]
Password: [at which point one would enter the password]

RiE , ERERA BHFRER |, & R“Username : "F“Password : "2 7~ B 5 4E.
WRRAFMES PIXHWAF , IFAEMES PIX AR,

EE A RNFRIPIXTEIAYIZ KIS .
BEEMAFP &I R/ EABUER

MRENART

auth-prompt accept "You're allowed through the pix"



auth-prompt reject "You blew it"

AFREE PIX BEBEXERAM/MIN TINER :

THIS IS PIX5
User nane: asj dkl
Passwor d:
"You blewit"
"THI S IS _PI X 5"
User nane: cse
Passwor d:
"You're all owed through the pix"

SHAFZREN S B

ZRMENUAUTHER , AIARBAF , N\TACACS+IRSFRFAH. MRMEFWAMERSSEE
— @R Uauth” , BBABEZMTEMER , MIREFENENMNAFHITTENFORIE |, SHEIE

B

ERMNAEX PIX WREH |, HRAEA T timeout uauth 3:00:00 45, XEWKE—H—PMALTRIF
, A TR FTAEHRRIE, EMRBMNFAATIEEXHRERAF , HEPIXE#HITTACACS
AAARIX , AP B E XA ZR ML B ENERZAFPPIXPHERUauth, XTEWREE

T PIXE Telnet&iE fEidle/absolute BRI A FF. EREHRBEFHITEHRIL,

user = timeout ({

default service = pernmit
login = cleartext "tineout"
service = exec {

timeout = 2

idletine =1

}

}

EBMBIE2/E , £ PIX £% Y show uauth &% :

pi X- 5# show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'tinmeout' at 10.31.1.5, authorized to:
port 11.11.11.15/tel net
absol ute timeout: 0:02:00
inactivity tineout: 0:01:00

ERPEF—2%<2E , PIX LHNRARSETR !

109012: Aut hen Session End: user 'timeout', sid 19, elapsed 91 seconds

HREBIE—& BARENH—aTENENN , AP FARERRN

B HTTP

WRPIXAERRI UG SMPIXBE HFHERINE , BT RR[EFASBMED | FriA e a] BT 253

HRITAERENER,



N RIER |, SR LER LTS NREC 1918 ( Bl , #internet E AT EH , BXIPIXHZBM &
AMEM—f ) RMBIPIXEES , USEBELHTTP:

virtual http #.#.#.# [warn]

UAPIREREPIXZ MR | EEINE,. REESHELE , AFRI—/MERAEHEE, 1A
IEUAUTHRY BRI K ERIFH ., MiHBRPWER , EEAEL HTTP 55208 timeout uauth
WEHBREANOD  XBEEHTTPEEIETFNMERSS.

B HTTP HysRA :
9.9.920
(Dutside)
9991
PIX
‘ 17168118115 (Wirtual IP 171.68.115.99)
_E
Inside
TACACS+ Server 171658118143

171.68.118.101

PIX BEEHL HTTP H¥ :

ip address outside 9.9.9.1 255.255.255.0
i p address inside 171.68.118. 115 255. 255. 255. 0
gl obal (outside) 1 9.9.9.5-9.9.9.9 netnmask 255.0.0.0
ti meout uauth 01: 00: 00
aaa- server TACACS+ protocol tacacs+
aaa- server Qutgoing protocol tacacs+
aaa-server Qutgoing (inside) host 171.68.118.101 cisco tinmeout 10
aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
virtual http 171.68.118.99
aut h-pronpt THIS IS PI X 5


http://www.cse.ohio-state.edu/cgi-bin/rfc/rfc1918.html

Bl Telnet

BLEPIX , RERIEFAAEAUMEEEERATRMLAGES , BN LU (8B4 ) TRZRWIUE
o MRPIXMAIBHIERERITINERN , BFRS|NEF S iR BBETPIXRITERE , XEFEEIAILE
B EPIXREBEHRERMTHE

109001: Auth start for user '???" from9.9.9.10/11094 to 171.68.118.106/25
109009: Aut hori zation denied from171.68.118.106/49 to 9.9.9.10/11094
(not authenticated

HTFEREMEs HMRSENINES T RD , XNEE - Mo ST INEN R (4IRS 25
1% P iR/ B B INERR Ao

BERMRHIFZEXN DD RENRSHATRIE , IXATLFIA virtual telnet ST TEHK. IESRTFIA
IEREZE M Telnet IP. 2FINIEE , HRERSHRERTAIEESELIPEZN RS R,

EAXRGIH | BNFEAFTCPIRO49REMAIBEN.9.9.107BIAZFEH1171.68.118.106, KT
WRESKRR EARARIUE , REHRIMZREE LA Telnet,

Bl Telnet A¥ :

39910

(Cutside)
2991 (Virtual IP 9.9.930)

PIX
‘1?1 58118115
_E
Inside

Tac+ Server 17168 118 106

171.68. 118101

PIX BiRE#. Telnet A¥4 :



ip address outside 9.9.9.1 255.255.255.0

i p address inside 171.68.118. 115 255. 255. 255. 0

static (inside,outside) 9.9.9.30 171.68.118. 106 net mask 255.255.255.255 0 0
conduit permit tcp host 9.9.9.30 host 9.9.9.10

aaa- server TACACS+ protocol tacacs+

aaa- server |ncom ng protocol tacacs+

aaa-server |ncomng (inside) host 171.68.118.101 cisco timeout 5

aaa aut hentication any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng
virtual telnet 9.9.9.30

TACACS+ RSB BIEEH Telnet A¥ :

user = pinecone {
default service = permt

login = cleartext "pinecone"
service = exec {

timeout = 10

idletine = 10

}

}
PIX iR Telnet A4 :
F9.9.9.10AF XM E EBEIZEEFEIPIXAY9.9.9.30# 3t #H 1T IAUE :

pi xfirewal | # 109001: Auth start for user '???" from9.9.9.10/11099
to 171.68.118. 106/ 23

109011: Authen Session Start: user 'pinecone', sid 13

109005: Authentication succeeded for user 'pinecone' from
171.68.118.106/23 to 9.9.9.10/ 11099

ERINETEHWIEZE , show vauth P ERAFEITRELENAR R :

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absol ut e timeout: 0:10:00
inactivity tinmeout: 0:10:00

29.9.9.10tb 4k F IR ZE[M171.68.118.106 LKV IR B KX TCP/AOBIERAT :

pi xfirewal | # 109001: Auth start for user 'pinecone
from9.9.9.10/11104 to 171. 68.118. 106/ 49
109011: Authen Session Start: user 'pinecone', sid 14
109007: Authorization permtted for user 'pinecone' from9.9.9.10/11104
to 171.68.118. 106/ 49
302001: Built TCP connection 23 for faddr 9.9.9.10/ 11104 gaddr
9.9.9.30/49 | addr 171.68.118.106/49 (pinecone)
302002: Teardown TCP connection 23 faddr 9.9.9.10/11104 gaddr 9.9.9.30/49
| addr 171.68.118.106/49 duration 0:00: 10 bytes 179 (pi necone)

Bl Telnet HY :

RKINBERTEANBUEREAY , REBRANTFREMUTelnetHWERARLEN, ETHH , LT
171.68.118. 1430 A ZF A P I 2 B F B #19.9.9.30 7+ H#H 1TIAIE, Telnet EZEMEESR,

E#HTHEHARIEZRE , RV TCP REM 171.68.118.143 it & 9.9.9.10 MRS 28 :



99910
[outside)
9991 (Mirtual IP 9.9.9.30)

PIX

17165 118114

—=

Inside

Tac+ Server 17168118 143
17168118101

PIX B EEH#. Telnet L :

i p address outside 9.9.9.1 255.255.255.0

ip address inside 171.68.118. 115 255. 255. 255. 0

gl obal (outside) 1 9.9.9.5-9.9.9.9 netmask 255.0.0.0

ti meout uauth 00: 05: 00

aaa- server TACACS+ protocol tacacs+

aaa- server Qutgoing protocol tacacs+

aaa-server Qutgoing (inside) host 171.68.118.101 cisco tinmeout 10

aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
virtual telnet 9.9.9.30

PIX @i #L Telnet HiYh :

109001: Auth start for user '???" from 171.68.118.143/1536 to 9.9.9.30/23
109011: Authen Session Start: user 'timeout 143", sid 25

109005: Aut hentication succeeded for user 'timeout 143" from

171.68.118. 143/ 1536 to 9.9.9.30/23

302001: Built TCP connection 46 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1537
| addr 171.68 .118.143/1537 (tineout_143)

304001: tineout 143@71.68.118.143 Accessed URL 9.9.9.10:/

302001: Built TCP connection 47 for faddr 9.9.9.10/80 gaddr 9.9.9.30/1538
| addr 171.68 .118.143/1538 (tineout_143)

302002: Teardown TCP connection 46 faddr 9.9.9.10/80 gaddr 9.9.9.30/1537
| addr 171.68. 118.143/1537 duration 0:00: 03 bytes 625 (timeout_143)
304001: tineout 143@71.68.118.143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 47 faddr 9.9.9.10/80 gaddr 9.9.9.30/1538



| addr 171.68. 118.143/1538 duration 0:00: 01 bytes 2281 (timeout_143)
302009: O in use, 1 nost used

Bl Telnet 344

AP ZREEZINEL Telnet IP Bt |, show uauth s S LEREAFRSHRITIER. WEAFER
IESFERF(authPBEERREENBRERAE , A EEBOTREERZEEMUTelnet IP, XFHIFF
£iF,

i 01 324X

SER AR R i OB E A#ETRN. £ TEBEFF , AR AAERYHGFFALZTINE , BR
TCPix 023-49E R &Z 1o

PIX B0K :

aaa authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing
aaa authorization tcp/23-49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Outgoing

A, 4FK417E171.68.118.143F19.9.9.10Z [@ Telnetdt , B F Telnetiis A234k F23-492 8 , ATLA
AREINEMEN, MNEM171.68.118.143[89.9.9. 10K FBHTTPALTF , BRATPMLFFHITLEN , BH
F80FRE23-49BEA , FTLAPIXTERTACACS+sREZ W HTTPH 1T,

TACACS+ R 4IRS ESE R

user = telnetrange {
login = cleartext "tel netrange"”
cmd = tcp/23-49 {
permt 9.9.9.10
}
}

mEE , PIX EE¥ ‘cmd=tcp/23-49"F“cmd-arg=9.9.9.10" X% F] TACACS+ fR%F 8.

# PIX LAY :

109001: Auth start for user '???" from 171.68.118.143/1051 to 9.9.9.10/23
109011: Authen Session Start: user 'telnetrange', sid 0

109005: Aut hentication succeeded for user 'telnetrange' from
171.68.118. 143/ 1051 to 9. 9.9.10/23

109011: Authen Session Start: user 'telnetrange', sid 0

109007: Authorization permtted for user 'telnetrange' from
171.68.118. 143/ 1051 to 9.9 .9.10/23

302001: Built TCP connection 0 for faddr 9.9.9.10/23 gaddr 9.9.9.5/1051

| addr 171.68.1 18.143/1051 (tel netrange)

109001: Auth start for user '???" from 171.68.118.143/1105 to 9.9.9.10/80
109001: Auth start for user '???" from 171.68.118.143/1110 to 9.9.9.10/80
109011: Authen Session Start: user 'telnetrange', sid 1

109005: Aut hentication succeeded for user 'telnetrange' from
171.68.118.143/1110 to 9. 9.9.10/80

302001: Built TCP connection 1 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1110

| addr 171.68.1 18.143/1110 (tel netrange)

302001: Built TCP connection 2 for faddr 9.9.9.10/80 gaddr 9.9.9.5/1111



| addr 171.68.1 18.143/1111 (tel netrange)

302002: Teardown TCP connection 1 faddr 9.9.9.10/80 gaddr 9.9.9.5/1110
| addr 171.68.11 8.143/1110 duration 0:00: 08 bytes 338 (tel netrange)

304001: timeout_143@71.68.118. 143 Accessed URL 9.9.9.10:/

302002: Teardown TCP connection 2 faddr 9.9.9.10/80 gaddr 9.9.9.5/1111 | addr
171.68. 11 8.143/1111 duration 0:00: 01 bytes 2329 (tel netrange)

HXER

. Cisco PIXPBf X 3k B 4 7= i 2 35
. Cisco Secure PIX B5 X ik 5%



//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav

	PIX、TACACS+和RADIUS配置示例：4.4.x
	目录
	简介
	先决条件
	要求
	使用的组件
	规则

	认证与授权
	开启验证/授权时用户看到的信息
	用于所有情形的服务器安全配置
	CiscoSecure UNIX TACACS 服务器配置
	CiscoSecure UNIX RADIUS 服务器配置
	CiscoSecure NT 2.x RADIUS
	EasyACS TACACS+
	CiscoSecure 2.x TACACS+
	Livingston RADIUS 服务器配置
	Merit RADIUS 服务器配置
	TACACS+ 免费软件服务器配置

	调试步骤
	网络图
	PIX 验证调试示例
	PIX 调试 - 身份验证成功 - TACACS+
	PIX 调试 - 身份验证失败（用户名或口令有误）- TACACS+
	PIX 调试 - 可以 Ping 通，但是无响应 - TACACS+
	PIX 调试 - 不能 Ping 通服务器 - TACACS+
	PIX 调试 - 身份验证成功 - RADIUS
	PIX 调试 - 身份验证失败（用户名或口令有误）- RADIUS
	PIX 调试 - 后台程序关闭，不与 PIX 通信 - RADIUS
	PIX 调试 - 不能 Ping 通服务器或密匙/客户端不匹配 - RADIUS

	增加授权
	PIX 认证和授权调试示例
	PIX 调试 - 身份验证成功和授权成功 - TACACS+
	PIX 调试 - 身份验证成功，授权失败 - TACACS+

	增加记账功能
	TACACS+
	RADIUS

	Except 命令的使用
	最大会话数与查看登录用户
	对 PIX 自身进行验证并启用
	串行 控制台上的认证
	修改用户看到的提示
	自定义用户看到的成功/失败消息
	每用户空闲超时与绝对超时
	虚拟 HTTP
	虚拟 Telnet
	虚拟 Telnet 注销
	端口授权
	相关信息


