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Outside:

99911

1 9.9.9.12

17165118103

—

Global 9991-99495

Inside:

Inside
TACACS+ or
RADILS Server
17168118101

Inside PC Client
171658118100

PIX A

pix2# write terminal Building configuration : Saved :




PIX Version 4.2(2) nameif ethernet0 outside security0
nameif ethernetl inside securityl00 enable password
8Ry2YjIyt7RRXU24 encrypted passwd OnTrBUGlTpOedmkr
encrypted hostname pix2 fixup protocol http 80 fixup
protocol smtp 25 no fixup protocol ftp 21 no fixup
protocol h323 1720 no fixup protocol rsh 514 no fixup
protocol sglnet 1521 no failover failover timeout
0:00:00 failover ip address outside 0.0.0.0 failover ip
address inside 0.0.0.0 failover ip address 0.0.0.0 names
pager lines 24 logging console debugging no logging
monitor logging buffered debugging logging trap
debugging logging facility 20 interface ethernet(0 auto
interface ethernetl auto interface ethernet2 auto ip
address outside 9.9.9.12 255.255.255.0 ip address inside
171.68.118.103 255.255.255.0 ip address 0.0.0.0 0.0.0.0
arp timeout 14400 global 19.9.9.1-9.9.9.9
netmask 255.0.0.0 static (inside,outside) 9.9.9.10
171.68.118.100 netmask 255.255.255.255 0 0 conduit
permit icmp any any conduit permit tcp host 9.9.9.10 eqg

(outside)

telnet any no rip outside passive no rip outside default
no rip inside passive no rip inside default timeout
xlate 3:00:00 conn 1:00:00 udp 0:02:00 timeout rpc
0:10:00 h323 0:05:00 timeout uauth 0:00:00 absolute !
-- The next entry depends on whether TACACS+ or RADIUS
tacacs-server (inside) host 171.68.118.101
cisco timeout 5 radius-server (inside) host
171.68.118.101 cisco timeout 10 !
concern is with hosts on the inside network

| —
is used. !

!--- The focus of
J___
accessing a particular outside host. ! aaa
authentication any outbound 171.68.118.0 255.255.255.0
9.9.9.11 255.255.255.255 tacacs+|radius ! /--- It is
possible to be less granular and authenticate !--- all
outbound FTP, HTTP, Telnet traffic with: aaa
authentication ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius aaa authentication http outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius aaa
authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 tacacs+|radius ! !--- Accounting records are
sent for !--- successful authentications to the TACACS+
or RADIUS server. !
0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius ! no snmp-server

aaa accounting any outbound 0.0.0.0

location no snmp-server contact snmp-server community
public no snmp-server enable traps telnet 171.68.118.100
255.255.255.255 mtu outside 1500 mtu inside 1500 mtu
1500 Smallest mtu: 1500 floodguard 0 tcpchecksum silent
Cryptochecksum:be28c9827el13baf89a937c617cfebdal
[OK]

end
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MER RG], RREAZFAB-BINAFNEFTEAX
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P EERITFTP |, TelnetsX FEHTTPX


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

EMHAER, EIRPIXEIEHISREMAFTEASMNHAFETACACS+RADIUSZ £ REE22MID. AR
B, XANMNAPALURIESEAFZENZE , ARHE. Hth+tEMNEPFREEHE. PIXIER

AFRREEBFE/ZE  ARNAFEMNEELIEBTACACS+RADIUSZ£REEE. HEH , BEE
£, CITASIESER, XANEAFPTEERITFTP , Telnetf&EHTTP,

AW, BRRX=1AFz—, “BE, TRZR. BFEATRERTFTP , MARHTTPHE
TelnetFIAA SR, XEHRELFZRNRN, IR AR RENITERAEMNZMN EERIEZ S, H&
AN EIPIXEY , PXEXREBRENAFBNEZBIZ2RSHE  ARREHFZ2RFHFNR
MERF LA BT REZHRIIT. ELHMNRERSE  HETURWEFTP 1.234" , BREL
“HTTP = “Telnet"E1{E A1t 55,

R AR A ERNEE

HIWFEENE BN R 2T 8R) Authentication/AuthorizationFF 3

- Telnet-AFPNEBEIAFERTET , REENRXNEBHNER., WRPIX/ARSEE LA
(B ) K3, BNt ENFRRAAFA AR ZENEB,

-FTP-AFREIAFBRRER. AP EEHH A‘local_username@remote_username” A A F &
H“local_password@remote_passwordfy” N B8, PIXE AR £ REEF L=
“local_username”Hl“local_password" @5 % , Z1RPIX/BRS5 28 LA IAUE ( MR ) BKIh

, “remote_username”#“remote_password & % F B B FTPAR S 250

-HTTP-BEOEBERAFBNBENIRRLE R, WRINEFZTR)KD , AFNeEH R LEB
BHME, #FidEd  IKBL2BAFAFENO0N, WREFEXRMIZNEIPIX HTTPER , BE2F
M7 , RAEBRIIAN B SN ER LR EEENAFBNBBXPIX. ERBHAL
FHRANERS 2R, PXREBENBRSH[FARETHIAR, WRTelnetMFTPEUFEETIE, B2
HTTPEET , XRERR,

AT mAEEENESRER

HETACACS+RSEEERHIF , REFHIAUE , AF"all", "telnetonly" " , httponly" , Fl"ftponly"
#ITE, ERADIUSERSZESELE RGIF , AFP“FE T,

BTG , PIXBREITACACSHAIERS XIZRAF B FEBI , RETACACS+RFB/RIETS
(Telnet, HTTPZFTP), TACACS+IRFHRABRELAINZETAFEERNZE S,

E—BFHREIF , 171.68.118.10009 i FF &k Htelnetd £9.9.9.11, LiXFEPIXEWAT |, [
TACACS+REBEAEAF A, BBMGS , HHTLE,

Hit ERNRRIEZA , B P ‘telnetonly” AT B PIX 1T Telneti®&¥E, AT , A “httponly”H
“ftponly” S A B PIX# 1T TelnetiR4E,

(B , B XEFERADIUSH TP EHERAYAT),

Cisco Secure UNIX TACACS+ R SRR

Cisco Secure 2.x

- AR E R4,
. )‘%ﬁle]PIX |Pi&i¢§2%éﬁﬂﬁiﬁﬁ% ;:FE.@H:J:%J-CSUCfgo user = all {



password = clear "all"
default service = permit
}

user = telnetonly {

password = clear "telnetonly"
service = shell {

cmd = telnet {

permit .*

}

}

}

user = ftponly {

password = clear "ftponly"
service = shell {

cmd = ftp {

permit .*

}

}

}

user = httponly {

password = clear "httponly"
service = shell {

cmd = http {

permit .*

}

}

}

Cisco Secure UNIX RADIUSI RS RREL B

B A B AP RE(GUNRIMPIX IPFZEAX M E&EARSEF(INAS)SIR, AP I
FE AL -

all Password="all"
User-Service-Type = Shell-User

CiscoSecure NT 2.x RADIUS

EXHLEY CiscoSecure 2.1#9Sample ConfigurationsZh s MWeb X4 iR 1% & ;B 146 (RFEE)REE
REEMN,

FERAGUI , A INPIXKIIPFENAS ConfigurationZB 49,

EasyACS TACACS+

EasyACSMHHRRHIRERFE

1. EHER D , B EShell exec (F=EEXECHIR).

2. ERMEBNREIPIX , BBV EE S FHEERTEIOSES

3. EBAHIMEE AT B G SR/ ETelnet).

4. MRERE AT TelnetBIBEWLR , HESHIBoMAIP, EAFTelnetEIZE NG , BEHAY
FBERIIHNSH.

5. Rireditingth S RITE R -

6. MITHTREPE — K 1through 5AF S Hla(Telnet, HTTPHIFTP),



7. fEAGUI , A INPIXKIIPTENAS ConfigurationZf 489

CiscoSecure NT 2.x TACACS+

Cisco Secure 2 xXH4iRHIREE R,

1. EHE D |, B EShell exec (FFEEXECHIR).

2. ERMEBNREIPIX , FABRVHNKE L THELFTRIOSES.

3. ERFEFEW S EILE , MALATH®H S (WTelnet).

4. MREB AT TelnetF A BEU R , BESHI 2 8 AIP(Hl permit 1.2.3.4), ERWHF
TelnetF| BNt | F K EHPermit R HHSH.

5. B submit,

6. WITSREPE — W 1through 5AF BT HIM(Telnet, FTP , F B/REHTTP),
7. ERAGUI , AHIPIXHIIPFENAS ConfigurationZf 5 #Y o

Livingston RADIUS R 25A R

ANINPIX 1P+ B8 £ 3% P i 3 4o

all Password="all"
User-Service-Type

= Shell-User

Merit RADIUS BRSSESil B

AHIPIX IPFN 23 BL4R & P i S04

all Password="all"

Service-Type = Shell-User

TACACS+ R4 iRF Rl i

# Handshake with router--PIX needs 'tacacs-server host #.#.#.# cisco':

key = "cisco"

user = all {

default service = permit

login = cleartext

}

user = telnetonly
login = cleartext
cmd = telnet {
permit .*

}

}

user = httponly {
login = cleartext
cmd = http {
permit .*

}

}

user = ftponly {
login = cleartext
cmd = ftp {
permit .*

g1l

{
"telnetonly"

"httponly"

"ftponly"



BT IR

- BEER PIXBEEERMSHARIE, RIXAMIZK (AAA) ZEIER. MREEIRIAAAZBITRER
BMBER , BUE RS TEEE R,

- BAPIX AW BERIER : THZESREHRS LE M logging console debugging &+, A LAfE
Flogging buffered debuggingiE ©. Mshow loggingf i HRIBFZ A E B T AR B R KIEE
REBERFB|NERE,

- Y1283 FF A TACACS+ERADIUSIR S 85 . FREBRS 25 LIk T,

PIX 5 1iF 81 R 5
PIX iAiR - S BUFRR I - RADIUS
XEPIXRHH RO SR EUER

109001: Auth start for user '???' from 171.68.118.100/1116 to 9.9.9.11/23
109011: Authen Session Start: user 'bill', sid 1
109005: Authentication succeeded for user 'bill’
from 171.68.118.100/1116 to 9.9.9.11/23
109012: Authen Session End: user 'bill', sid 1, elapsed 1 seconds
302001: Built TCP connection 1 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1116
laddr 171.68.118.100/1116 (bill)

PIX fid - SHABIFLAK (AFEROTEIR ) - RADIUS

X2PIXRRW ROISERKINAEN(AFB8%E8), AFEINMNAFB/ZBES, “Eror:EifX
BUE A E R RABE R

AR RXEFTPER , — PMEERHAATF. WFHTTP , TREIIXE AT,

109001: Auth start for user '???' from 171.68.118.100/1132 to 9.9.9.11/23
109006: Authentication failed for user '' from
171.68.118.100/1132 to 9.9.9.11/23

PIXi#is- T R Bk 55 8&- RADIUS

XZPIXEERWREIATRRSEE. AFEE—Rusername, RE|[FARBEEFEHBBEBRZE(=ZR
)o

109001: Auth start for user '???' from 171.68.118.100/1151 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1151 to 9.9.9.11/23 failed

(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1151 to 9.9.9.11/23 failed

(server 171.68.118.101 failed)

PIX iiis - 5 p¥IFRh - TACACS+
X RPIXERH RIS R IR IR

109001: Auth start for user '???' from 171.68.118.100/1200 to 9.9.9.11/23
109011: Authen Session Start: user 'cse', sid 3
109005: Authentication succeeded for user 'cse'
from 171.68.118.100/1200 to 9.9.9.11/23
109012: Authen Session End: user 'cse', sid 3, elapsed 1 seconds
302001: Built TCP connection 3 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1200



laddr 171.68.118.100/1200 (cse)

PIX #id - S HBIFLAW (AFEROTHIR ) - TACACS+

XRPIXERWREERRINAEN (AR BHEE), AFEIEMNAFB/ZBES, “ErrorEidX
?&iﬂ.‘:ﬂﬂ’]”‘% BEHRABET

AE : MRZXRFTPRR , —IM=EHAR. XTHTTP , TREHXE AN,

109001: Auth start for user '???' from 171.68.118.100/1203 to 9.9.9.11/23
109006: Authentication failed for user ''
from 171.68.118.100/1203 to 9.9.9.11/23

PIXiAi®- T ¥ AR 5588- TACACS+

XE2PIXiARH RO TRESEE. AR EZEI—Xusername, M AN, “Error=iXBHHEER A
JKZFO

109001: Auth start for user '???' from 171.68.118.100/1212 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1212 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109006: Authentication failed for user '' from 171.68.118.100/1212 to 9.9.9.11/23

3 hn$EAR

HTERRETHXBERIE , RRNAB—RMENER :

aaa authorization any outbound 171.68.118.0 255.255.255.0 9.9.9.11 255.255.255.255
tacacs+|radius

g& , MREAMB=ZTHRN RS HARIE

aaa authorization http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius aaa authorization
ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius aaa authorization telnet outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs+|radius

PIX IAE R 2 i R 5
PIXi8 i - B Th 3 UE F1 2 4X- TACACS+
X 2PIXBR YRGS R AT M -

109001: Auth start for user '???' from 171.68.118.100/1218 to 9.9.9.11/23

109011: Authen Session Start: user 'telnetonly', sid 5

109005: Authentication succeeded for user 'telnetonly' from
171.68.118.100/1218 to 9.9.9.11/23

109011: Authen Session Start: user 'telnetonly', sid 5

109007: Authorization permitted for user 'telnetonly' from
171.68.118.100/1218 to 9.9.9.11/23

109012: Authen Session End: user 'telnetonly', sid 5, elapsed 1 seconds

302001: Built TCP connection 4 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1218
laddr 171.68.118.100/1218 (telnetonly)

PIXIE - I BE , B2 KBIBAA- TACACSH



XREPIXEHB RO SRIRIE |, BR XA RN

109001: Auth start for user '???' from 171.68.118.100/1223 to 9.9.9.11/23
109011: Authen Session Start: user 'httponly',6 sid 6
109005: Authentication succeeded for user 'httponly'
from 171.68.118.100/1223 to 9.9.9.11/23
109008: Authorization denied for user 'httponly'
from 171.68.118.100/1223 to 9.9.9.11/23

PIXIBiR-RRIHIAE |, BZZHBIN- TACACS+

XPIXiER B R S IAE RN | 1551%?\5&*1%’])3 ?iﬁi%ikiﬁ(ﬂi?%ﬁiﬁﬁﬂ)o BAFREE
OANAFB/ZBES, “Error: iﬁﬂjﬂﬁiﬁ}ﬂiﬂlﬂiﬁiﬂl HE SR

AE : MEXZEFTPREER , — 12 AT RFHTTP , EREFH XA,

109001: Auth start for user '???' from 171.68.118.100/1228 to 9.9.9.11/23
109006: Authentication failed for user '' from 171.68.118.100/1228
to 9.9.9.11/23

PIX Debug authentication/##1 , f&$5 88 T 3&- TACACS+

X ZPIXE R RESINEMBINN, RFZEBXEHRE, AF—XBEHFB. M, “Error:BH
Eﬁ?:TtEfjtiy o nuﬂ?o

109001: Auth start for user '???' from 171.68.118.100/1237 to 9.9.9.11/23
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109002: Auth from 171.68.118.100/1237 to 9.9.9.11/23 failed
(server 171.68.118.101 failed)
109006: Authentication failed for user '' from 171.68.118.100/1237
to 9.9.9.11/23

% b0 ic

TACACS+

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0: tacacs+

ﬂﬁ§1=*zﬂ$¥1}d]% Y1k, AR, ERHEH , a“BaritRiEREAE, HE , £HHM, a
“RIEPTTRIERKIE

109011: Authen Session Start: user 'telnetonly', sid 13
109005: Authentication succeeded for user 'telnetonly'
from 171.68.118.100/1299 to 9.9.9.11/23
109011: Authen Session Start: user 'telnetonly', sid 13
109007: Authorization permitted for user 'telnetonly'
from 171.68.118.100/1299 to 9.9.9.11/23
109012: Authen Session End: user 'telnetonly', sid 13, elapsed 1 seconds
302001: Built TCP connection 11 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1299
laddr 171.68.118.100/1299 (telnetonly)
302002: Teardown TCP connection 11 faddr 9.9.9.11/23 gaddr 9.9.9.10/1299
laddr 171.68.118.100/1299 duration 0:00:02 bytes 112

TACACS+it i X E R R b i H (X & 2 MCiscoSecure UNIX;fECisco Secure WindowsHY 12 3%
Tﬁbi:%ﬁpmﬁ’g)

Tue Sep 29 11:00:18 1998 redclay cse PIX 171.68.118.103
start task _i1d=0x8 foreign_ip=9.9.9.11



local_ip=171.68.118.100 cmd=telnet
Tue Sep 29 11:00:36 1998 redclay cse PIX 171.68.118.103
stop task_id=0x8 foreign_ip=9.9.9.11
local_ip=171.68.118.100 cmd=telnet elapsed_time=17
bytes_in=1198 bytes_out=62
Tue Sep 29 11:02:08 1998 redclay telnetonly PIX 171.68.118.103
start task_i1d=0x9 foreign_ip=9.9.9.11
local_ ip=171.68.118.100 cmd=telnet
Tue Sep 29 11:02:27 1998 redclay telnetonly PIX 171.68.118.103
stop task _id=0x9 foreign_ip=9.9.9.11
local_ip=171.68.118.100 cmd=telnet elapsed_time=19
bytes_in=2223 bytes_out=64

FEX o A B keat

DAY MO DATE TIME YEAR NAME_OF_PIX USER SENDER PIX_IP START/STOP
UNIQUE_TASK_ID DESTINATION SOURCE
SERVICE <TIME> <BYTES_IN> <BYTES_OUT>

RADIUS

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 radius
BRERBHEIANARET/X. AW , ERGHE", a“Ba"itRicfkRE, FE , T HEN, a
“RIEMTTRIERKRIE

109001: Auth start for user '???' from 171.68.118.100/1316 to 9.9.9.11/23

109011: Authen Session Start: user 'bill', sid 16

109005: Authentication succeeded for user 'bill’
from 171.68.118.100/1316 to 9.9.9.11/23

109012: Authen Session End: user 'bill', sid 16, elapsed 1 seconds

302001: Built TCP connection 14 for faddr 9.9.9.11/23 gaddr 9.9.9.10/1316
laddr 171.68.118.100/1316 (bill)

302002: Teardown TCP connection 14 faddr 9.9.9.11/23 gaddr 9.9.9.10/1316
laddr 171.68.118.100/1316 duration 0:00:03 bytes 112

RADIUSIT#iZRE 2R Kb H (X & 2 MCisco Secure UNIX; BB/NMECisco Secure WindowsiZ &
7R -

Mon Sep 28 10:47:01 1998
Acct-Status-Type = Start
Client-Id = 171.68.118.103
Login-Host = 171.68.118.100
Login-TCP-Port = 23
Acct-Session-Id = "0x00000004"
User-Name = "bill"

Mon Sep 28 10:47:07 1998
Acct-Status-Type = Stop
Client-Id = 171.68.118.103
Login-Host = 171.68.118.100
Login-TCP-Port = 23
Acct-Session-Id = "0x00000004"
User-Name = "bill"
Acct-Session-Time = 5

FEX 5 nHE B keat

Acct-Status-Type = START or STOP

Client-ID = IP_OF_PIX

Login_Host = SOURCE_OF_TRAFFIC
Login-TCP-Port = #

Acct-Session-ID = UNIQUE_ID_PER_RADIUS_RFC
User-name = <whatever>



<Acct-Session-Time = #>

BASERSERERAF

—LETACACSHIRADIUSIRS SR E B ALFENEREMAF I8, sE I MITERALSESIREERH
FPHFEITHRICTE. NREICK"FTFHR"CSEKER , BEE"ELL"ICFKERR , TACACSEHRADIUSHES
BRIEHANEERREIPIXEEHARIE ) A—2EEBNPIX), HTEEMER , cFEEEET
TelnetfFTPIEE, FH -

R M171.68.118.1001Z 2 & % F9.9.9.25BIPIX , WUEFEIRF :

(pix) 109001: Auth start for user '???' from 171.68.118.100/1200
to 9.9.9.25/23

(pix) 109011: Authen Session Start: user 'cse',6 sid 3

(pix) 109005: Authentication succeeded for user 'cse' from 171.68.118.100/12

00 to 9.9.9.25/23

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/23 gaddr 9.9.9.10/12

00 laddr 171.68.118.100/1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998 rtp-pinecone.rtp.cisco.com
cse PIX 171.68.118.100 start task_1d=0x3 foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=telnet

HTRFZH[DHKI"FB"IEF , BRERI“EIEEFKUERLER) , BREHRIER "Telnet' AR EER,
"R P R — R RGIE (WTRESRE 55— 58P0, FH H W RAEMRS 28 L oNiZH P Fmax—
sessionsWBN""1"", MRS #eiE4iZiERE, ~

RAPEBEHRENLAELS , REEREEN (ERERRE10584 ) o

(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1
laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998
rtp-pinecone.rtp.cisco.com cse PIX
171.68.118.100 stop task id=0x3 foreign_ip=9.9.9.25
local_ip=171.68.118.100
cmd=telnet elapsed_time=5 bytes_in=98 bytes_out=36
vuauth2 & 20 (;FTituauth20 (BRER)REARE(—XEN , HBAFuauth BHRATBESHIT)
, BANEA N SR EAE — Mtk i R B,

BRHTTPTAER R A T MUK AR, RHMT
FF= M171.68.118.10031 %2 £19.9.9.25 8 PIX,

(pix) 109001: Auth start for user '???' from 171.68.118.100/1281
to 9.9.9.25 /80 (pix) 109011: Authen Session Start: user 'cse', sid 5

(pix) 109005: Authentication succeeded for user 'cse'
from 171.68.118.100/12 81 to 9.9.9.25/80

(pix) 302001: Built TCP connection 5 for faddr 9.9.9.25/80 gaddr 9.9.9.10/12 81
laddr 171.68.118.100/1281 (cse)

(server start account) Sun Nov 8 16:35:34 1998 rtp-pinecone.rtp.cisco.com
cse PIX 171.68.118.100 start task_1d=0x9 foreign_1ip=9.9.9.25
local_ip=171.68.118.100 cmd=http

(pix) 302002: Teardown TCP connection 5 faddr 9.9.9.25/80 gaddr 9.9.9.10/128 1
laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse)

(server stop account) Sun Nov 8 16:35.35 1998 rtp-pinecone.rtp.cisco .com



cse PIX 171.68.118.100 stop task_id=0x9 foreign_ip =9.9.9.25

local_ip=171.68.118.100 cmd=http elapsed_time=0
bytes_ in=1907 bytes_out=223

RAPFRTHIMNI,

ARRE, ETHA-VHO TEFRMNALER BN —B#HE), B/ AR R AT
FRHYERE ? TEE.

max-sessionsD}, view logged-in usersEXEREITHE? T , RRAEHTTPHEENE R KEN,
"Built" M"Teardown" ( “Ea1"f“KIL"iER ) ZEMNRBEIESH. RAICEKERLER —BREREE

, MFRBLIE"ER , FREFFHR™ERK, B—RAEHL2ORFSF/AETFH MLIEEFR, T
BuauthRBRENOHEXRE. A, EMAFRAKESURIFTL TR THTTPEZEMEK,

Except 55 # £

EENOMES , MRBADRE—NREVAF(171.68.118.100) FEERIE , HAIBEHITIL -

aaa authentication any outbound 171.68.118.0 255.255.255.0 9.9.9.11 255.255.255.255 tacacs+ aaa
authentication except outbound 171.68.118.100 255.255.255.255 9.9.9.11 255.255.255.255 tacacs+

X PIX BH& 8 AUE

FHIH T RBEIPIXI Telnet (FIHTTP , FTP) BIERHTEN . W T4.2.2 , FWPIXW TelnetiE #
ARettifil, XB , RMNEXTREEZEZIIPIXITENIP

telnet 171.68.118.100 255.255.255.255
AREEHRNITES FE  passwd ww,

Ainewfi T RIEZEEZEFZEIPIXWAF :

aaa authentication telnet console tacacs+|radius
SHPZEEERE PIX A, SRSMUTAAZREEROS ("ww” ) o PIXtEIERTACACS+
RADIUS I /7 & M# 3,

30 Vimk - 211 0F

MRERMES : EBRRYOU_ARE_AT_THE_PIX , BEPIXHWAFFERIRF

YOU_ARE_AT_THE_PIX [at which point you enter the username] Password:[at which point you enter
the password]

EEALENENIER , “BAFPE  "M“Password" 28 RN E T, WIETRRZEER PIX 8 A~
, MAEER PIX AP,

AR BEPIXAITRIEFRERD

HXER



- BRIPIXBAX Xk

. Cisco Secure PIX B X ikin S5 %
. WRFEME (RFC)

- HEARZIFEN A - Cisco Systems
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