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« Wireshark : X2 —FR N AHMBFERANFTREES D 5.
o WS¥RERHEIR ; BEHES EMYCisco IOS XEINRE |, AIFBHEUNE IR , HIEHREAW, WEMN
7N SE= NIRRT o
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Side-A internet side-B

HRERAYT BIHRIFIRACL) , EXEBERENRERE LR VPNN SHEHAE X HERN Ribut F B
FRibHE, MR ETANAT-T , NIEEE T #EHAUDPHE A500fi% 04500, —BiETERH R
TBEE , MRBANAT-T , HHXREREHIPHILS50(ESP)Z5UDP 4500,

N T HEBR GG FEMERX R | SAUERVPNISF4KIP i ut FEER 0@ 1 B2 1E

—, I NSZNEEN I '\ - 192.168.2.1 - ™~
G"‘ > G1 G1 \f XY > G2 G1 :‘\(‘_A_B
Side-A internet side-B

interface Tunnell
elDlrl‘l"zS“S .255.0

¢ ISec : C-Profile-1 . " .
rl:l > “ tunnel protection ipsec profile IPSEC-Profile-1

lend

ne. End with C




config terminal

ip access-Tist extended <ACL name>

permit udp host <local address> host <peer address>
permit udp host <peer address> host <source address>
exit

exit

BEEMNACLATHNMERNRE  ARETEATHERBRENED L,

Monitor capture cap access-list cap buffer size 10 interface GigabitEthernet 1 both

Name of the capture Name of the ACL Buffer size in MB  Interface to apply In-inbound packets
the capture Out-outbound packets
Both-inbound &
outbound packets

192.168.1.1 192.168.2.1
R A N
”:< ; W O Gt (<g 62 et—(a
ide-A internet side-B
Here Here

-list cap buffer size 10 interface GigabitEthernetl both

“thernetl, Dir

: 1000

monitor capture <capture name> access-1ist <ACL name> buffer size <custom buffer size in MB> interface

BLEMHIRE , TLBERREFHEEL, FRIRNEAUTHTRENRE

- REEMWIRIEE : show monitor capture
o FHME IR - SRR LRI H//ELE
- WRIFIRIEEWESIES : show monitor capture cap buffer



- BHSEFHENE EHH H:show monitor capture cap buffer brief
- 7EBRIEIR : monitor capture cap clear
- REERAE L

- monitor cap cap buff dump

- monitor capture cap export bootflash:capture.pcap

ERABRFEI MR TREEEL
METARE | EHEIPSechRiE , MEBHRA TNAT-T , BIB ST AT UDPS i 0500/ 0450043%

o B , JBIRAXLEBFEENESER , HIMEENEFHMER (HER1SHMER2) . 81
REWAG (REFHM@S ) , RENRIGIEZAISPHE,

IKEV2 PACKET EXCHANGE

INITIATOR RESPONDER
UDP 500/4500 packets Seen_ IKE_SA_INIT Request

| vio,sa, ke, Nonce :> NEGOTIATE

Initiator and responder roles. 3| euases IE_SAINTResponse | | SETIWGS

; E < VID, SA, KE, Nonce | SECRET KEY
SPI values created.
Phase 1 in clear text. o #,
phase 2 encrypted %g PHASES - IKE_AUTH Response r;ﬁ‘:ﬁw

PHASE 1 AND PHASE 2 COMPLETE- ENCRYPTED &AUTHENTICATED

ERBHFRHRNEERRY  IUBRIANSEEZANRKE , RIEUDPHIES.

site-A#show monitor cap cap buffer brief
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File Edit \iew Go gapr.ute Analyze  Statistics  Telephony Wireless Tools Help

Am1® RN Qea=EF &= qaqaqriF
II|;:: a dsplay Fieer .. <Colfs [= K
™ Time Source Destination Protocol Length Info
r 10.000000 192.168.1.1 192.168.2.1 ISAKMP 496 IKE_SA_INIT MID=8@ Initiator Reguest

2 9.0P0B00  192.168.2.1 192.168.1.1 ISAKMP 529 IKE_SA_INIT MID=8@ Responder Response

3 p.0e0Eee  192.168.1.1 192.168.2.1 ISAKMP 682 IKE_AUTH MID=@1 Initiator Request

4 p.000000  192.168.2.1 192.168.1.1 ISAKMP 362 IKE_AUTH MID=P1 Responder Response

5 0.600008 192.168.2.1 192.168.1.1 ISAKMP 496 IKE_SA_INIT MID=6@ Initiator Request

6 0.000000 192.168.1.1 192.168.2.1 ISAKMP 529 IKE_SA_INIT MID=8@ Responder Response

7 ©.8e0800e 192.168.2.1 192.168.1.1 ISAKMP 682 IKE_AUTH MID=@1 Initiator Request

8 0.0P0RGE  192.168.1.1 192.168.2.1 ISAKMP 362 IKE_AUTH MID=e1 Responder Response

9 9.080000 192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=02 Initiator Request

10 9.000080 192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=83 Initiator Request

11 @.eeoeee 192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=82 Responder Response

12 @.0e0eee 192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=83 Responder Response

13 A ARRAAR 192 168 1 1 147 1RR 2 1 TSAKMP 13R TNFNRMATTOMAI MTN=14 Rasnnandar Ranast

Frame 1: 496 bytes on wire (3968 bits), 496 bytes captured (3968 bits)

Ethernet II, Src: Realtekl @@:99:80 (52:54:00:00:90:20), Dst: RealteklU 9@:00:84 (52:54:90:00:00:84)
Internet Protocol Version 4, Sec: 192.168.1.1, Dst: 192.168.2.1

User Datagram Protocol, Src Port: 58@, Dst Port: 580

Internet Security Association and Key Management Protocol

Y Y "

£ RIEHZE —NKE_SA_INIT Exchange##E @ Internet Protocol# 2 £ , I EIUDPEIE T HY R its
B Wi, £ AP BIFERHIL(User Datagram Protocol)Z o & , EREANIKA, BEHENEZ S
REXFZ4AE BN (Internet Security Association and Key Management Protocol) B2 & /R i #Y
AR, FRICIREVEE SRR RN ABURAENSPI, WEIKEV2FRE , BHid AEXEPLEREE
H1E R

" Tme  Sewce — S IKE_SA_INIT Request |
T — sy = | Unencrypted!

10.800_ 192.168.1. 1516821

1.1
4 6,000, ]92.]“.:.: 193, 168.1.1
5 0,000 192.168.2.1 9. 168.1.1
R FE AT A i IKEv2:(SESSION ID = 18,SA ID = 2):Sending Packet [To
12 stk 1500001 P 192.168.2.1:500/From 192.168.1.1:500/VRF i0:f0]
< Initiator SPI : E9F5FB100567C549 - Responder SPI - 0000000000000000
: Frame 1: 496 b_rtnm wire m.ltﬂ .d".‘ﬁbyr'i nptuﬁhi [.1’:':::; MBSSEQE 'd u
[ttt rotocel version 4, Seci 192.188.1.1, bt IKEv2 IKE_SA_INIT Exchange REQUEST
~ Totarost Secrity e st P Payload contents:
[ W SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP)
et porlaed: Secerlty faseclitlon () NOTIFY(NAT_DETECTION_DESTINATION_IP)
> :‘!::I‘o—ew;s !I:m:uto- No higher wersion, Reguest) |
e - A Debug crypto ikevZ2
il - Debug crypto ipsec
F'wlm:' Wendor ID (43) : Cisco Delete Reason Supported g yp p

Payload: Vendor 1D (43) : Chico VPN Revision 2
Payload: Werdas ID (43) & CEido Dyiasis Roule Suppadted
¢ Paylosd: Wemdor ID (43) @ Clsco FlexWPH Supported
¢ Paylosd: Notify (41) - MAT_DETECTION SOURCE_IP
Paylosd: Notify (41) - MAT_DETECTION DESTINATION_IF




IKE_SA_INIT Response

PHASE 1
<mﬂ,n,m ]

IKEv2:(SESSION ID = 18,SA ID = 2):Received Packet [From
192.168.2.1:500/To 192.168.1.1:500/VRF i0:f0]
Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89

Message id: 0
IKEv2 IKE_SA_INIT Exchange RESPONSE
Payload contents:

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP)
NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ

NOTIFY(HTTP_CERT_LOOKUP_SUPPORTED)

Unencrypted!

» Frome 2: 520 bytes on wire (4232 bits),
* E I : Real HoiH

» Ifternet Protocol Version 4, Srco 192.1
» Wfer Datagram Protocol, Sre Port: S0, Dit Port: 580

w B Hanagement Protocol
Initiator SPI: e9¥5fB1BASETC5AR
Resporder SPL: deGODSbRIIS iafRd

Time  Sowme Tstmation TP Dekta Time
19,880, 192.168.1.1 1592.168.2.1
20.000 (9236820 J192.168.1.1
38,880 192.168.1.1 193.168.2.1
49,080, 192.168,2.1 192.168.1.1
5 @00 192.168.2.1 192.168.1.1
69,098 192 168.1.1 182.168.2.1
7 0.008_ 192.168.2.1 192.168.1.1
B 9,080 192.168.1.1 192.168.2.1
99,000, 192.168.2.1 152.168.1.1
10 9. 009 192 168.2.1 192.168.1.1
11 8,008 192.168.1.1 192.168.2.1
12 @, 094 192.168.1.1 192.168.2.1

529 bytes captured (4232 bits)
= 5 : el Bz B8 1 : Realtekl €
68.2.1, Dst: 192.168.1.1

Next paylosd: Security Association (33}
¥ Wersion: 2.@

Exchamge typp: IEE_S5A_INIT (34)
Flags: 0xdd [Responder, o higher version, Response)
Message ID:

Length: 487
» Payload: Securdty Assoclation (33)
Payload: Key Exchange (34)
Payload: Nonce (40)
» Paylosd: Vendor 10 (43) : Cisco Delete Reason Supported
» Payload: Vendor ID (43} : Clsco VPH Revision 2
Payload: VWendor I0 (43) : Cisco Dynamic Route Supported
¢ Paylosd: Wendor ID (43} : Ciico FlexVPH Swpported
» Payload: Notify (41) - WAT_DETECTION_SOURCE_IP
» Payload: Wotify (A1) - WAT_DETECTION DESTIMATION_IP
Payload: Certificate Request (38)

P laod. MaRIE. FEAL GTTA STAT | SR CLERRARTIR

REIKE_AUTHXR R B , 2B AE , BANER - EAXPENELR , FlNECIZVSPIA

EERITHESRE,

IKE_AUTH Response

T mma ]

Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89

IKEv2 IKEiALJTH Exchange RESPONSH

W E & 5 —MNKE_AUTH Exchange¥ 2 2/5 , RBEWE T Ko

Mo, Time St Darsbnabcn TOFDd
10,0000 192.168.1.1 192.168.2.1
29,000 152,158.2.1 192.168.1.1
3900 192.168.1.1 192.168.2.1

| 49,000 192,168.2.1 192.168.1.1
5 0000 192.168.2.1 192.168.1.1
60,808 152.158.1.1 192.168.2.1
T 0000 192.168.2.1 192.168.1.1
20808 192.168.1.1 192.168_2.1
99,000, 192.168.2.1 192.168.1.1

10 9.600_ 192.168.2.1 192.168.1.1
119,090 192,168,1.1 192.168.2.1
120000 192.168.1.1 192.168.2.1

€

» Frame 4: 362 bytes on wire (2856 bits), 362 bytes captured (2256 |
» Ethermet II, Src: Realtekl 00:00:04 (52:54:00:00:00:04), Dst: Real
» Intermet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.1.1
» User Datagras Protocel, Sre Pert: 500, Dst Port: 509
w Intermet Security Association and Eey Management Protocol
Initlator SPI: e9f5fb1O056TC549
Responder SPI: 4c6908b8d4251aF0%9
Mext pavload: Engrypted and Authenticated {45}
» Wersion: 2.8
Exchange type: IKE_AUTH (35)
v Flaps: (Responder, Mo higher wversion, Response)
+re . B ST RTTOTT
coel saow ® Version: Mo higher version
eele oo.. = RESpONFE: RESPONSE
Meiiage T0: Sl
Length: 320
» Paylosd: Encrypted snd Authenticated (46)

Encrypted!




L Timg SeETE Tt TOF Dt

19,0 192, 168.1.1 192.168.2.1
20, . 192.168.2.1 152.168.1.1
30000 192.168.1.1 192.168.2.1
48 80 192,.158.2.1 152.168.1.1
50,000 192.168.2.1 19%.168.1.1
6@, 00 192.168.1.1 192.168.2.1
T, 192.168.2.1 192.168.1.1
B9 0e. 192.168.1.1 192.168.2.1
90.009_ 192.168.2.1 192.168.1.1
189,004 192,158.2.1 193.168.1.1
11 9, . 192, 168.1.1 192.168,2.1
12 9.0 192.168.1.1 152.168.2.1

£

> [Froma 3: €32 byles on wire (5456 bite), 652 bytes capluncd (536 bit Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89
* Ethernet II, Src: Realtekl 90:00:00 (52:54:00:00:00:00), Dst: Realte
+ Internet Protocol Version 4, Sre: 102.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, Src Port: SN, Dit Port: 580
w Internet Security Association and Key Masnagement Protocol IKEVZ |KE—AUTH Ex{:han z REQUE
Initistor SPI: e9fSfb10ase67cs4a
Eesponder SPI: dc5000bSd753afE0
Mext payload: Encrypled and Authenticated (46)
» Mersion: 2.8
Exchange tyffe; IKE_AUTH (353 |
w Flags: @& (Initiator, Mo higher wersiom, Reguest)
Coua 1. Iaieiss Ialeiss

el oue. ow Version: Mo higher version
el uoo = Responde: Requeit

Message I0:

Length: 648

> Payload: Encrypted and uthenticated (46) E nc rypted I

NATAL T REPASE N ESLAE

& G1 G2 G G1 G2 G1

Side- NAT device internet Side-B

>

Nat-transversal 2@ TR E R AT LAB B 5 —TThAE, MR AEHIRREREA TFRREN —/NH
ANyt | NFEHPEE2M R ( IKE_AUTHR R ) B |, R ZB S FFUDPw O M500E 2K 94500,

HIREAM :

fE :I.:MDB_ :‘2".‘1&-&.1.1 :;.“1:.2.1 r;:.:l’ et
29.88. 192.168.2.1 192.168.1.1 ISaKMe
r 3 @9.88. 192.168.1.1 192.168.2.1 TSaKMP
4 9.88. 192.168.2.1 192.168.1.1 T5aKMP z
50.00. 192.168.0.1  192.168.2.1  IsAW IKEv2-(SESSION ID = 10,SA ID = 1)Received Packet [From
See il e e 192.168.1.1:4500/To 192.168.2.1:4500/VRF i0:f0]
B0.00. 192.168.2.1 19216811  ISA0P Initiator SPI - EC01171F30D05063 - Responder SPI - 9A0F8B75COEQ1C78

Message id: 1
* Frame 3: 618 bytes on wire (4944 bits), 61B bytes captured (4944
» Ethernet II, Src: Realtqul@@:pa:3l (S7.50.00:00:00:33) Des: B IKEv2 IKE_AUTH Exchange REQUEST
» Internet Protocol Versidn &, Src: 192.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, [Sec Port: 4508, Dat Port: 4588

, DR IKEv2-(SESSION ID = 10,SA ID = 1)-Stopping timer to wait for auth message
M e IKEv2-(SESSION ID = 10,SA ID = 1):Checking NAT discovery
e papiond: Enirypted and Acthenticocnd (46} IKEv2:(SESSION ID = 10,SA ID = 1):NAT INSIDE found
e IKEv2-(SESSION ID = 10,SA ID = 1)-NAT detected float to init port 4500,
Exchange type: IEE_AUTH (35) r@ m.t dmn

» Flags: @xBE (Initiator, Mo higher version, Request)
Message ID: OxBROoBEal
Length: 572

» Payload: Encrypted and Muthenticated (d46)

FIR1EBM :



dm @ RE Aa=sE@Fi3=aaan

LIE

L Tim Sorte Destraton Profocal Lengd
1 8. 08a08a 198.51.198.1 192.168.2.1 ISAKMP
2 0, 000008 192.168.2.1 198.51.188.1 TSAKMP
3 9.008088  198.51.198.1 192.168.2.1 ISAKMP
4 B, Biaasa 192 168.32.1 138.51.100.1 ISAKMP
5 0.00000a 158.51.198.1 192.168.2.1 ISAKMF
& B, BiD60a 192.168.2.1 198.51.108.1 [SAKMP
7 B.00000a 158.51.198.1 192.168.2.1 ISAKMF
B 8, 0od00a 192.168.2.1 198.51.108.1 TSAKMP

+ Erame 3: 618 bytes on wire (4944 bits), B18 bytes captured (4944 bi
» Ethernet II, Sre: Real HETH A TG i
» Internet Protocol Vars:
* User Datagram Protocol) Src Port:
» UDP Encapsulation of IFEET PaCRULS
w Internet Security Assoclation and Key Management Protocel

Initiator SPI: ec@l171f30d05063

Responder SPI: 9aBFEbT5cRe@lors

Mext payload: Encrypted and Authenticated (46)

Version: 2.8

Exchange type: IKE_AUTH (3%)

Flags: @w@8 (Initiatos, Mo higher version, Request)

Message ID: SxDIO0OO]

Length: 572

Payload: Encrypted and Authenticated {46)

1%8.51.180.1, Dst:

192.168.2.1
4598, Dst Port: 4588

on 4, Src:

T D128 5 S T [R) R

RSB NRBENENALHINBRE |, b UBIHR#EITIRE.

Bip & S PR

IKEv2-(SESSION ID = 11,SA ID = 1):Sending Packet [To
192.168.2.1-4500/From 198 51.100.1-4500/VRF i0-f0]

Initiator SP1 - EC01171F30D05063 - Responder SPI - 9SAOF8B75COE01C/8

Message id: 1
IKEv2 IKE_AUTH Exchange REQUEST
Payload contents:

U=

RAENR,

L RAUNBESEEFMREFNBRINMER2EERER, ER , AIRSHIAT AT RIZERVIFER

o BEEE 1B RHE 2/ RBIE R H KX TNO_PROPOSAL_CHOSENMY iR % , HIRAE B,
FERBEWE R

BRIk NG B W B8 17 7E A R

Tektphony  Wirgless  Tools  Help

LN

View Go Capture Analyze Seatistics
RE QeuwE§Fs _

File Edit
dm ®
i -

File Edit View Go Capture Analyze Statistics Telephony Wircless Took Help

dm @ R Qe=sEF e __ w88
= LIE
Source Frotocel hfo

TKE_S5A_TNIT MID=gd Initiator Request

%

10,000000 192.168.1.1  192.168.2.1 ISAKMP 1 168.1.1  192.168.2.1  JSAKMP INIT MID=00 Initiator Regu
; L Al B3 PTSE | 210.000000 [192.168.2.1  192.168.1.1 ISAKMP IKE SA_INIT MID=00 R¢$p¢¢\d¢r Response
40.000000 192.168.1.1  192.168.2.1 ISAGH  INFORMATIONAL MID-04 :!n%t:at.or' Request | S et el
;:'m ::;::;; ::;t::;: ::Akm :::'z'::j}l :;g: ;:““;"'r nenest 5 0.000000 192.168.1.1  192.168.2.1 ISAKMP IKE_SA_INIT MID=00 Initiator Request
' A T e | 60.000000 192.168.2.1  192.168.1.1 ISAKMP IKE_SA_INIT MID=89 Responder Response
Protocel ID: IRE (1)
SPL Size: @
~ Payload: Transform (3) Frame 2: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)

Next payload: Transform (3)
Reserved: 80
Payload length: 12
Traniform Type: Encryption Algoritha (EMCR) (1)
Reserved: 8@
Transform ID (EWCR):
Transform Attribute (t=14,1=2}):
Bayload: 1 i FET

e eade wmmmadenm dnb

ENCR_AES_CBC (12)
Eey Length: 256

B

IPSecBREM R A RER KM , A MHEHIESREL

RE1M BN RBBED. EX

Ethernet II, Src:
Internet Protocol Version 4, Src: 192.168.2.1, Dst:
» User Datagram Protocol, Sre Port: 508, Dt Port: 500
w Internet Security Assaciation and Key Managesent Protocol
Initiator SPI: 982aT9ai7@ddoalé
Responder SPL: aceteafs3frasced
Next payload: Motify (a1)
» Wersion: 2.9
Exchange type: IKE_SA_INIT (34)
Flags: @x20 (Responder, No higher version, Response)

RealtekU @@:80:36 (52:54:00:00:00:36), Dst:
192.168.1.1

Realteky 00:00:33 (52:54:00:00

Hessage ID: exoOODODdd

Length: 36
- NO_PROPDSAL_CHOSEN '—’

I Payload: motify (41)

Values sent from site-A
do not match was is

configured on site-B

B, IRZFATEREREMA , NEBELERAMNTHRAERE3.

{IRIRBE 2 AN E EWEF. EFNBIFE ST
MERT  MAKEENEEINREFESAERE N BE



B RBIaTRERRIEREN N B URRE

UDP 500/4500

[ —_— P

r‘“""j

UDP S00/4500

upeP S00

—

ZEWHEE , ERRE

B IRATHRS B,

—
4

UDP 500/4500

uUDP 4500

File Edin View Go Capture Anshze Statistics Telephony Wireless Tools Help
F_ e TR QAewnEFE_Eeqeenm

Dastinabon Protocel ]
192.168.2.1  ISAKMP
5 . SRR

SIbH. 2.1 IKE_SA_INLI MIU=Ue
192.168.2.1 ISAKMP  IKE_SA_INIT MID=0@
192.168.2.1 ISAKMP  IKE_SA_INIT MID=60
.168.2.1 |IKE SA INIT MID=80
S168.1.1 SA_
192.168.2.1 ISAKMP  IKE_SA_INIT MID=0%@ Responder Response

File Edit View Go Capture Analyze Statisics Telephomy Wireless Tools Help

A@ ETRE QesEF S Eaaalr

T i ——
1 0.000000 192.168.2.1 192.168.1.1 TKE_SA_INIT MID=08 Initiator Request
2 8.908908 192.168.2.1 192.168.1.1 ISAKMP  IKE_SA_INIT MID=08 Initiator Request
3 0. 000008 192.168.2.1 192.168.1.1 IKE_SA_INIT MID=0@ Initiator Request

8 po 10 6. 2. 92.168.1. Do a Redqi

A device or service in between is blocking UDP packets

that come from side-A




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



