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. Cisco 3640 (& H 28
ANEAPEERRETRERRENBEFNRRZIREEN, AXMPFEANFEIRERIERAR
B(RA)BRE. MREFEANREXENGE  FHRALZECLXTHRAETIHEBER N,

p 1|
BAXHAENESES | W5E Cisco HABTLHE.
HRER

RN EEREAMABRBIEK , FRAREAR —MARZIFRA0NHTREBARES K, BB
BRANmOKHETIE. UAKM 1 BN, Serial 0 2IEF#ED ., Serial 0 EWFHA TR
(112) fEFAM & 1t 553 (NAT) 275 IP b3t (150.150.150.x) 40 B #R3R 3 BA X 18R o

[
ANEB o RAA KX W EL B A A PR Zh RE RV 1 BLo
AR FAGSERTERRERES)TRBEXRATHEANGTHEARER.

PR 4% B
AR HEEAEREIRE,
T EQ S0 1
10.20.20.20 172.16.150.1
Inside Metwork Internet Outside Network
10.0.0.0 172.16.150.0
[T
ANXBEEAUTEE.,
36403% 28

version 12.2
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service tinmestanps debug datetinme nsec |ocaltinme show

timezone

service tinmestanps |og datetinme nsec |ocaltinme show

timezone

no service password-encryption

host nane pig

boot system flash flash: c3640-j k903s-ne. 122-21a. bin
| oggi ng buffered 4096 debuggi ng

enabl e secret 5 $1$chHU$w C58FP/ | DI oZuor CkzEz1
enabl e password ww

clock timezone CET 1
clock sumrer-tinme CET recurring
i p subnet-zero

no i p domai n-1ookup

!--- This is the Cisco IOS Firewall

and what to inspect. ip inspect name ethernetin cuseeme

timeout 3600

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
audi t
audi t

cal

|
|
|
|

!--- This is the inside of the network.

name
name
name
name
name
name
name
name
name
name
name
name

notify
po max-events 100

rsvp-sync

ethernetin
ethernetin
ethernetin
ethernetin
ethernetin
ethernetin
ethernetin
ethernetin
ethernetin
ethernetin
ethernetin
ethernetin

| og

!--- configuration

ftp timeout 3600

h323 timeout 3600

http timeout 3600

rcmd timeout 3600
realaudio timeout 3600
smtp timeout 3600
sqlnet timeout 3600
streamworks timeout 3600
tcp timeout 3600

tftp timeout 30

udp timeout 15

vdolive timeout 3600

interface

Et hernet0/0 ip address 10.20.20.20 255.255.255.0
ip access-group 101 in

ip nat inside

ip inspect ethernetin in
hal f - dupl ex

no i p address

shut down

hal f - dupl ex

no i p address

shut down

no i p address

nterface Ethernet0/1

nterface Serial1/0

nterface Seriall/1




shut down
!
interface Serial 1/2
no i p address
shut down
!
!--- This is the outside of the interface. interface
Serial 1/3 ip address 172.16.150.1 255.255.255.0
ip access-group 112 in
ip nat outside
!
!--- Define the NAT pool.
ip nat pool mypool 172.16.150.3 172.16.150.255 netmask
255.255.255.0
ip nat inside source list 1 pool mypool
ip classless
iproute 0.0.0.0 0.0.0.0 172.16.150.2
ip http server
!
access-list 1 permit 10.0.0.0 0.255.255.255
!--- Access list applied on the inside for anti-spoofing
reasons. access-list 101 permit tcp 10.0.0.0
0.255.255.255 any
access-list 101 permit udp 10.0.0.0 0.255.255.255 any
access-list 101 permit icmp 10.0.0.0 0.255.255.255 any
access-list 101 deny ip any any log
!--—- Access 1list applied on the outside for security
reasons. access-list 112 permit icmp any 172.16.150.0
0.0.0.255 unreachable
access-list 112 permit icmp any 150.150.150.0 0.0.0.255
echo-reply
access-list 112 permit icmp any 172.16.150.0 0.0.0.255
packet-too-big
access-list 112 permit icmp any 172.16.150.0 0.0.0.255
time-exceeded
access-list 112 permit icmp any 172.16.150.0 0.0.0.255
traceroute
access-list 112 permit icmp any 172.16.150.0 0.0.0.255
administratively-prohibited
access-list 112 permit icmp any 172.16.150.0 0.0.0.255
echo
access-list 112 deny ip any any log
1
1
di al - peer cor custom
1
1
1
1
1
line con O
exec-timeout 0 O
line 97 102
line aux O
line vty 0 4
exec-timeout 0 O
password ww
| ogin
!
end

Wi
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- show version — E R B MRV REBREFNEXREE. BHEEEUARRRER.
. debug ip nat - 7R IP NAT ZhREERM IP BIESHNHEXER.
- show ip nat translations — & R4 FEZRZBM NAT,
- show log — £ RAFBRES.
. show ip access-list - £ RFFE Z#1 IP HRIFIRM AR
- show ip inspect session — & 7R Cisco 10S By Xk A RENREBNIAELE.
. debug ip inspect tcp — £ RAX Cisco 10S Br A HEHHH R
LAR 2 show version SR RSl SHH,

pi g#show version

Cisco Internetwork Operating System Software

10S (tm 3600 Software (C3640-JKOMBS-M, Version 12.2(21a), RELEASE SOFTWARE (fc2)
Copyright (c) 1986-2004 by cisco Systens, Inc.

Conpi l ed Fri 09-Jan-04 16:23 by kel Im Il

I mage text-base: 0x60008930, data-base: 0x615DE00O

ROM System Bootstrap, Version 11.1(19) AA, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

pig uptinme is 59 mnutes
Systemreturned to ROM by rel oad at 16:05:44 CET Wed Jan 14 2004
Systemimage file is "flash: c3640-j k903s-nz. 122-21a. bi n"

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of Ci sco cryptographic products does not inply
third-party authority to inport, export, distribute or use encryption.
Inporters, exporters, distributors and users are responsible for
conpliance with U.S. and |local country laws. By using this product you
agree to conply with applicable laws and regulations. If you are unable
to conmply with U.S. and local laws, return this product inmmediately.

A summary of U.S. |laws governing C sco cryptographic products may be found at:
http://ww. ci sco. coml wd / export/crypto/tool/stqgrg. htm

If you require further assistance please contact us by sending email to
export @i sco. com

ci sco 3640 (R4700) processor (revision 0x00) with 126976K/ 4096K bytes of nenory.
Processor board I D 10577176

R4700 CPU at 100Whz, Inplenentation 33, Rev 1.0

M CA-6DM Fi rmware: CP ver 2730 - 5/23/2001, SP ver 2730 - 5/23/2001.
Bri dgi ng software.

X. 25 software, Version 3.0.0.

Super LAT software (copyright 1990 by Meridian Technol ogy Corp).
TN3270 Emul ati on software.

2 Ethernet/| EEE 802.3 interface(s)

4 Low speed serial (sync/async) network interface(s)

6 terminal line(s)

1 Virtual Private Network (VPN) Mdul e(s)

DRAM configuration is 64 bits wide with parity disabl ed.

125K bytes of non-volatile configuration nenory.

32768K bytes of processor board System flash (Read/ Wite)

) (OIT) FEFEEL show @5 B. A OIT JEFX show ti 4

]
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B % , £/ debug ip nat # show ip nat translations BiE NAT R JAEE I , MU TR EAT
o

pi g#debug ip nat
I P NAT debugging is on

pi g#

*Mar 1 01:40:47.692 CET: NAT: s=10.0.0.1->172.16.150.4, d=172.16.150.2 [80]

*Mar 1 01:40:47.720 CET: NAT*: s=172.16.150.2, d=172.16.150.4->10.0.0.1 [80]
*Mar 1 01:40:47.720 CET: NAT*: s=10.0.0.1->172.16.150.4, d=172.16.150.2 [ 81]
*Mar 1 01:40:47.748 CET: NAT*: s=172.16.150.2, d=172.16.150.4->10.0.0.1 [ 81]
*Mar 1 01:40:47.748 CET: NAT*: s=10.0.0.1->172.16.150.4, d=172.16.150.2 [82]
*Mar 1 01:40:47.784 CET: NAT*: s=172.16.150.2, d=172.16.150.4->10.0.0.1 [82]
*Mar 1 01:40:47.784 CET: NAT*: s=10.0.0.1->172.16.150.4, d=172.16.150.2 [83]
*Mar 1 01:40:47.836 CET: NAT*: s=172.16.150.2, d=172.16.150.4->10.0.0.1 [83]
*Mar 1 01:40:47.836 CET: NAT*: s=10.0.0.1->172.16.150.4, d=172.16.150.2 [84]
*Mar 1 01:40:47.884 CET: NAT*: s=172.16.150.2, d=172.16.150.4->10.0.0.1 [84]
pi g#show ip nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba

--- 172.16.150. 4 10.0.0.1
A ip inspect BANERAT , RIEHRSIRRETRERE T, EF log <BFMH deny ip
any any £ HRFH IE B BEES.

EARBIF | X2 10.0.0.1 ( B#H 172.16.150.4 ) 5 172.16.150.2 Z A Telnet 2 iFH ALK

&R

AT &2 show log iR YR B H .

pi g#show log
Sysl og | oggi ng: enabl ed (0 nessages dropped, O nessages rate-linited
0 flushes, 0 overruns)

Consol e | oggi ng: | evel debuggi ng, 92 nmessages | ogged

Moni tor 1 ogging: |evel debugging, 0 nessages | ogged

Buf fer | oggi ng: |evel debugging, 60 nessages | ogged

Loggi ng Exception size (4096 bytes)

Trap logging: level informational, 49 message |ines |ogged

Log Buffer (4096 bytes):

*Mar 1 01:24:08.518 CET: %5YS-5-CONFI G |I: Configured from console by console

*Mar 1 01:26:47.783 CET: %5YS-5-CONFI G |I: Configured from console by consol e

*Mar 1 01:27:09.876 CET: %SEC- 6-1 PACCESSLOGP: |ist 112 denied tcp 172.16.150. 2(23)
-> 172.16. 150. 4(11004), 1 packet

*Mar 1 01:33:03.371 CET: %SEC- 6-1 PACCESSLOGP: |ist 112 denied tcp 172.16.150. 2(23)
-> 172.16. 150. 4(11004), 3 packets

EEFEEZAOBIEIEHRIVIREE |, &6 show ip access-lists T

pi g#show ip access-lists
Standard | P access list 1
permit 10.0.0.0, wldcard bits 0.255.255.255 (28 natches)
Extended | P access list 101
permit tcp 10.0.0.0 0.255.255.255 any (32 mat ches)
permt udp 10.0.0.0 0. 255. 255. 255 any
permit icnp 10.0.0.0 0.255.255.255 any (22 mat ches)
deny ip any any |og
Extended | P access list 112
permt icnp any 172.16.150.0 0.0.0.255 unreachabl e



permit icnp any 172.16.150.0 0.0.0.255 echo-reply (10 mmatches)
permit icnp any 172.16.150.0 0.0.0.255 packet-too-big

pernmit icnp any 172.16.150.0 0.0.0.255 tinme-exceeded

permit icnp any 172.16.150.0 0.0.0.255 traceroute

pernmit icnp any 172.16.150.0 0.0.0.255 adnministrativel y-prohibited
pernmit icnp any 172.16.150.0 0.0.0.255 echo

deny ip any any log (12 matches)

pi g#

0 ip inspect IBAE , BULURETTEZHERMBGE SRS , LA Telnet £1F :

permt tcp host 172.16.150.2 eq telnet host 172.16.150.4 eq 11004 (16 natches)

pi g#show ip access-lists
Standard | P access list 1
permit 10.0.0.0, wldcard bits 0.255.255.255 (44 natches)
Extended | P access list 101
permit tcp 10.0.0.0 0.255.255.255 any (50 nmat ches)
permt udp 10.0.0.0 0. 255. 255. 255 any
permit icnp 10.0.0.0 0.255.255.255 any (22 mat ches)
deny ip any any |og
Extended | P access list 112

permt tcp host 172.16.150.2 eq telnet host 172.16.150.4 eq 11004 (16 natches)
permt icnp any 172.16.150.0 0.0.0.255 unreachabl e

permt icnp any 172.16.150.0 0.0.0.255 echo-reply (10 natches)

permt icnp any 172.16.150.0 0.0.0.255 packet-too-big

permt icnp any 172.16.150.0 0.0.0.255 tine-exceeded

permt icnp any 172.16.150.0 0.0.0.255 traceroute

permt icnp any 172.16.150.0 0.0.0.255 administrativel y-prohibited

permt icnp any 172.16.150.0 0.0.0.255 echo

deny ip any any |log (12 natches)

pi g#
% LA show ip inspect session PR E , ZH T ETRCESB KRR YTLE,

pi g#show ip inspect session
Est abl i shed Sessions
Sessi on 624C31A4 (10.0.0.1:11006)=>(172.16.150.2:23) tcp SIS OPEN

R4, EESRNRF , EH 7 LS Adebug ip inspect tcpii o

pi g#debug ip inspect tcp
I NSPECT TCP | nspecti on debugging is on
pi g#
*Mar 1 01:49:51.756 CET: CBAC sis 624C31A4 pak 624DOFA8 TCP S
seq 2890060460(0) (172.16.150.4:11006) => (172.16.150.2:23)
*Mar 1 01:49:51.776 CET: CBAC sis 624C31A4 pak 624D0CC4 TCP S
ack 2890060461 seq 1393191461(0) (10.0.0.1:11006) <= (172.16.150.2:23)
*Mar 1 01:49:51.776 CET: CBAC* sis 624C31A4 pak 62576284 TCP
ack 1393191462 seq 2890060461(0) (172.16.150.4:11006) => (172.16.150. 2: 23)
*Mar 1 01:49:51.776 CET: CBAC* sis 624C31A4 pak 62576284 TCP P ack
1393191462 seq 2890060461(12) (172.16.150.4:11006) => (172.16.150. 2: 23)
*Mar 1 01:49:51.780 CET: CBAC* sis 624C31A4 pak 62576284 TCP ack
1393191462 seq 2890060473(0) (172.16.150.4:11006) => (172.16.150.2:23)

B P B BR

BLE I0S Bh Xk B8RS , MBEETEER , FHREMEA ip inspect (B X KB ) infout I8 H
HEOBHARE, FHEE S | ip inspect ethernetin in B F3#E 0 Ethernet0/0.



BXREBENEARELRR , S FX Cisco 10S B X KL & # 17 R FEHEBR AR X AUE IR 3 T8
BE HERR

[B] &
THAAAT http TR, BN ERKMRERBA . MARRE— HH 2
BRI =
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