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17 1 I0OS-FW WCCPHXELE :

ip wccp 61
ip wccp 62
ip inspect waas enable

B28 7 I0OS-FWERHELE

class-map type inspect most-traffic
match protocol icmp

match protocol ftp

match protocol tcp

match protocol udp

!
policy—map type inspect pl

class type inspect most—traffic

inspect
class class—default
drop

B3 : IOS-FWKEHMXFHNEE

zone security zone-in
zone security zone-out
zone security z-waas



zone—palr security in—out source zone-in destination zone-out
service—policy type inspect pl

zone—pair security out-in source zone-out destination zone-in
service—policy type inspect pl

F48hs  BOME

interface GigabitEthernet0/0
description Trusted interface

ip address 172.16.11.1 255.255.255.0
ip wcecp 61 redirect in

zone—member security zone-in

! interface GigabitEthernet0/1 description Untrusted interface ip address 203.0.113.1
255.255.255.0 ip wececp 62 redirect in zone—member security zone-out

¥ : Cisco IOS®RZA12. 4(20)T5Fl112 422 THHFEENERRSSIZETHESHXEH
, TERNEMXEXNE—E0, KEx 7 Xigm AMNXEmEd 2 BiRE,

interface Integrated—Service—Enginel/0
ip address 192.168.10.1 255.255.255.0
ip wccp redirect exclude in
zone—member security z-waas

HEEK — RS — 5IZNOLAREEXEN , REFHEEF , HERUTERFHEE

*Mar 9 11:52:30.647: %FW-6-DROP_PKT: Dropping tcp session 172.16.11.59:44191 172.16.10.10:80 due
to One of the interfaces not being cfged for zoning with ip ident 0

CMSi#tik ( [ECentral Manager3¥ tAIWAASIE & )
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2177 : 10S-FW WCCPHXELE :

ip wecep 61
ip wecep 62
ip inspect waas enable

FE28 5 : I0S-FWERBEELE

class-map type inspect most-traffic
match protocol icmp
match protocol ftp
match protocol tcp
match protocol udp

policy—map type inspect pl
class type inspect most—traffic
inspect
class class—default



drop

217 : ECMSHREMKMIOS-FWKHRE :

A EAWCMSHRERET , FELAKRME !

class-map type inspect waas-special
match access-group 123

policy-map type inspect p-waas-man
class type inspect waas-special
pass
class class-default
drop

BE31 : 10S-FWX A XXy Fe &

zone security zone-in
zone security zone-out

zone security z-waas

zone—pair security in—out source zone-in destination zone-out
service—policy type inspect pl

zone—pair security out—in source zone-out destination zone-in
service—policy type inspect pl

883.177 : 10S-FW CMSHEX XM X Fxf L E
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zone-pair security waas-out source z-waas destination zone-out
service-policy type inspect p-waas-man

zone-pair security out-waas source zone-out destination z-waas
service-policy type inspect p-waas-man

B4Ey  FOBE :

interface GigabitEthernet0/0
description Trusted interface
ipaddress 172.16.11.1 255.255.255.0
ip wcecp 61 redirect in

zone—member security zone-in

!

interface GigabitEthernet0/1
description Untrusted interface

ip address 203.0.113.1 255.255.255.0
ip wcecp 62 redirect in

zone—member security zone-out ! interface Integrated—Service—Enginel/O0
ip address 192.168.10.1 255.255.255.0
ip wcecp redirect exclude in
zone—member security z-waas
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access-list 123 permit tcp any eq 443 any
access-list 123 permit tcp any any eq 443

ZBF2iEER

172.16.11.10 ( B EHESR1/E ) WA EAIPH#E1E172.16.10.1015 RIZ 2 iR /5 1 B 0 XX IR 55 28
, ZBFRERBAXENEE , ARKHFZFIRESEE@EIWAASS| Z# TR,

Rl#sh policy-map type inspect zone-pair in-out sess

policy exists on zp in-out
Zone-pair: in-out

Service-policy inspect : pl

Class-map: most-traffic (match-any)
Match: protocol icmp
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ftp
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol tcp
2 packets, 64 bytes
30 second rate 0 bps
Match: protocol udp
0 packets, 0 bytes
30 second rate 0 bps

Inspect

Number of Established Sessions =1
Established Sessions
Session 3D4A32A0 (172.16.11.10:49300)=>(172.16.10.10:445) tcp SIS_OPEN/TCP_ESTAB
Created 00:00:40, Last heard 00:00:10
Bytes sent (initiator:responder) [0:0]

R1-WAASHIR2-WAASF M\ AR EH EIZZAR SRR BRI 1E.

R1-WAAS:

R1-WAAS#show statistics connection

Current Active Optimized Flows:
Current Active Optimized TCP Plus Flows:
Current Active Optimized TCP Only Flows:
Current Active Optimized Single Sided Flows:
Current Active Optimized TCP Preposition Flows:
Current Active Auto-Discovery Flows:

o

Current Reserved Flows:
Current Active Pass-Through Flows:

FORr P OOOLR R

w

Historical Flows:

D:DRE,L:LZ,T:TCP Optimization RR:Total Reduction Ratio
A:AOIM,C:CIFS,E:EPM,G:GENERIC,H:HTTP,I:ICA,M:MAPT,N:NFS, S:SSL,W:WAN SECURE,V:VID
EO, X: SMB Signed Connection



ConnID Source IP:Port Dest IP:Port PeerID Accel RR
14 172.16.11.10:49185 172.16.10.10:445 ¢8:9c:1d:6a:10:61 TCDL 00.0%

R2-WAAS:

R2-WAAS#show statistics connection

Current Active Optimized Flows:
Current Active Optimized TCP Plus Flows:
Current Active Optimized TCP Only Flows:
Current Active Optimized TCP Preposition Flows:
Current Active Auto-Discovery Flows:

o

Current Reserved Flows:
Current Active Pass-Through Flows:

O o OO O rF K

Historical Flows:

D:DRE,L:LZ,T:TCP Optimization RR:Total Reduction Ratio
A:AOIM,C:CIFS,E:EPM,G:GENERIC,H:HTTP,M:MAPT,N:NFS, S: SSL, V:VIDEO

ConnID Source IP:Port Dest IP:Port PeerID Accel RR
10 172.16.11.10:49185 172.16.10.10:445 ¢8:9¢c:1d:6a:10:81 TCDL 00.0%

B AWAASHIZBF i & /= i3k A 88 (R1) B9 T EC R

Rl#sh run
Building configuration...
Current configuration : 3373 bytes
1
hostname R1
!
boot-start-marker
boot bootstrap tftp ¢2900-universalk9-mz.SPA.153-3.M4.bin 255.255.255.255
boot system flash ¢2900-universalk9-mz.SPA.153-3.M4.bin
boot-end-marker
!
ip wecep 61
ip wcep 62
no ipvé cef
!
parameter-map type inspect global
WAAS enable
log dropped-packets enable
max-incomplete low 18000
max-incomplete high 20000
multilink bundle-name authenticated
!
license udi pid CISC02911/K9 sn FGL171410K8
license boot module c2900 technology-package securityk9
license boot module c2900 technology-package uck9
license boot module c2900 technology-package datak9
hw-module pvdm 0/1
!
hw-module sm 1
!
class-map type inspect match-any most-traffic
match protocol icmp
match protocol ftp
match protocol tcp



match protocol udp
!
policy-map type inspect pl
class type inspect most-traffic
inspect
class class-default
drop
!
zone security in-zone
zone security out-zone
zone security waas-zone
zone-palr security in-out source in-zone destination out-zone
service-policy type inspect pl
zone-pair security out-in source out-zone destination in-zone
service-policy type inspect pl
1
interface GigabitEthernet0/0
description Connection to IPMAN FNN N6006654R
bandwidth 6000
ip address 203.0.113.1 255.255.255.0
ip wecep 62 redirect in
ip flow ingress
ip flow egress
zone-member security out-zone
duplex auto
speed auto
!
interface GigabitEthernet0/1
ip address 172.16.11.1 255.255.255.0
no ip redirects
no ip proxy-arp
ip wecep 61 redirect in
zone-member security in-zone
duplex auto
speed auto
!
interface SM1/0
description WAAS Network Module Device Name dciacbra0lc07
ip address 192.168.10.1 255.255.255.0
ip wcep redirect exclude in
service-module ip address 192.168.183.46 255.255.255.252
!Application: Restarted at Sat Jan 5 04:47:14 2008
service-module ip default-gateway 192.168.183.45
hold-queue 60 out
1

end
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http://www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/sec_data_zbf/configuration/15-mt/sec-data-zbf-15-mt-book/sec-zone-pol-fw.html#GUID-3919A834-5643-4437-BACB-9B5B00E8B776
https://www.cisco.com/c/zh_cn/support/docs/security/ios-firewall/98628-zone-design-guide.html
https://www.cisco.com/c/zh_cn/support/index.html
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