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7Bl 1; BBHERERSER ( EWBZBFW1)

paraneter-map type inspect gl obal

redundancy

| og dropped- packets enabl e

1

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

1

cl ass-map type inspect match-any PROTOCOLS

mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

class-map type inspect match-all | NSIDE_TO OUTSI DE_CVAP
mat ch cl ass-map PROTOCCOLS

mat ch access-group nane | NSI DE_TO OUTSI DE_ACL
1

policy-map type inspect |NSIDE TO OUTSI DE_PNVAP
cl ass type inspect |NSIDE TO COUTSI DE_CVAP

i nspect

class cl ass-default

dr op

!

ip access-list extended | NSIDE_TO QUTSI DE_ACL
pernmit ip any any

1

zone security | NSIDE

zone security OUTSI DE

zone-pair security INSIDE TO OUTSI DE source | NSIDE destination OQUTSI DE
service-policy type inspect |NSIDE _TO OUTSI DE_PVAP
1

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual -reassenbly in



zone- nenber security | NSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive
1

interface Ethernet0/1

ip address 203.0.113.1 255.255.255.0

ip nat outside

ip virtual-reassenbly in

zone- nenber security OUTSI DE

redundancy rii 200

Bl 2 : BEHER2E A B ( EVBZBFW2)

paraneter-map type inspect gl oba

r edundancy

| og dropped- packets enabl e

1

redundancy

application redundancy

group 1

name ZBFW_HA

preempt

priority 200

control Ethernet0/2 protocol 1

data Ethernet0/2

1

cl ass-map type inspect match-any PROTOCOLS
mat ch protocol tcp

mat ch protocol udp

mat ch protocol icnp

class-map type inspect match-all | NSIDE_TO OUTSI DE_CVAP
mat ch cl ass- map PROTOCOLS

mat ch access-group name | NSI DE_TO QUTSI DE_ACL
1

policy-map type inspect |NSIDE TO OUTSI DE_PNVAP
class type inspect |NSIDE TO CUTSI DE_CNVAP

i nspect

class cl ass-defaul t

dr op

!

ip access-list extended |INSIDE_TO QUTSI DE_ACL
permt ip any any

1

zone security | NSIDE

zone security OUTSI DE

zone-pair security INSIDE TO OUTSI DE source | NSIDE destination QUTSI DE
service-policy type inspect |NSIDE TO OUTSI DE_PVAP
1

interface Ethernet0/0

ip address 10.1.1.2 255.255.255.0

ip nat inside

ip virtual-reassenbly in

zone- nenber security | NSIDE

redundancy rii 100

redundancy group 1 ip 10.1.1.3 exclusive

1

interface Ethernet0O/1

i p address 203.0.113.2 255.255.255.0

ip nat outside

ip virtual-reassenbly in

zone- nenber security OUTSI DE



redundancy rii 200
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BIANRZAEEER

NTEANRBALMEEER , BLARIETRNAANSITRESRE Nup. A, BRELSREH
FETEANAE  AEBTUUEFANSFRENERBAR, EROISH , ZBFWILALTEIRE , H+
RENSHERNNZH, FZBFW2LE  FREFHER. SRMARZFHERSTRSNup , FERN
N EFhFER |, WA HRT BT R E R IEE

™ 3 . HEFHERRBRA

Z/BFWL# show redundancy application group 1
Goup ID 1
G oup Nane: ZBFW HA

Adm nistrative State: No Shutdown
Aggregate operational state : Up
My Rol e: ACTIVE

Peer Rol e: STANDBY

Peer Presence: Yes

Peer Conm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one

RF state: ACTIVE

Peer RF state: STANDBY COLD- BULK

|

ZBFW# show redundancy application group 1
Goup ID 1

G oup Nane: ZBFW HA

Adm nistrative State: No Shutdown
Aggregate operational state : Up
My Rol e: STANDBY

Peer Rol e: ACTIVE

Peer Presence: Yes

Peer Conm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one
RF state: STANDBY COLD- BULK
Peer RF state: ACTIVE

TlamPEEE R TEXFARHASNEHZEONESAN B LH, mEBIATATESRENYE
B0, AT N EEIPHELLE,

TPl 4 WAW L



ZBFW# show redundancy application control-interface group 1

The control interface for rg[1l] is Ethernet0/2

Interface is Control interface associated with the follow ng protocols: 1
BFD Enabl ed

Interface Nei ghbors:

Peer: 10.60.1.2 Standby RGs: 1 BFD handle: O

ZBFWL# show redundancy application data-interface group 1

The data interface for rg[1l] is Ethernet0/2

1

ZBFW2# show redundancy application control-interface group 1

The control interface for rg[1l] is Ethernet0/2

Interface is Control interface associated with the follow ng protocols: 1
BFD Enabl ed

Interface Neighbors:

Peer: 10.60.1.1 Active RGs: 1 BFD handle: 0O

ZBFW2# show redundancy application data-interface group 1
The data interface for rg[1l] is Ethernet0/2

BYBERE , ROSHFNRTAHPETENM AR RZBLTHEEARG. ZBFWILTER
S, ANEHNRLERS TS ZBFWIRIETHK 7200 , MZBFW2EIHE LR F 150, Lot SAE
Rz E R,

76l 5 : AEBRENR KR

/BFWL# show redundancy application protocol group 1

RG Protocol RG 1

Rol e: Active

Negoti ati on: Enabl ed

Priority: 200

Protocol state: Active

Crl Intf(s) state: Up

Active Peer: Local

St andby Peer: address 10.60.1.2, priority 150, intf Et0/2
Log counters:

role change to active: 1

rol e change to standby: O

di sabl e events: rg down state O, rg shut O
ctrl intf events: up 1, down O, adm n_down O
rel oad events: |ocal request 0, peer request 0

RG Medi a Context for RG 1

Cx State: Active

Protocol 1D 1

Medi a type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello tinmer: 3000, Peer Hold tiner: 10000

Stats:

Pkts 249, Bytes 15438, HA Seq 0, Seq Nunber 249, Pkt Loss O
Aut henti cati on not confi gured

Aut hentication Failure: 0O

Rel oad Peer: TX 0, RX O

Resign: TX 0, RX O

St andby Peer: Present. Hold Tinmer: 10000

Pkts 237, Bytes 8058, HA Seq 0, Seq Number 252, Pkt Loss O



!
ZBFV2# show redundancy application protocol group 1

RG Protocol RG 1

Rol e: Standby

Negoti ati on: Enabl ed

Priority: 150

Protocol state: Standby-cold

Crl Intf(s) state: Up

Active Peer: address 10.60.1.1, priority 200, intf Et0/2
St andby Peer: Local

Log counters:

role change to active: O

rol e change to standby: 1

di sabl e events: rg down state O, rg shut O
ctrl intf events: up 1, down O, adm n_down O
rel oad events: |ocal request 0, peer request O

RG Medi a Context for RG 1

Ctx State: Standby

Protocol 1D 1

Medi a type: Default

Control Interface: Ethernet0/2

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello tiner: 3000, Peer Hold tiner: 10000

Stats:

Pkts 232, Bytes 14384, HA Seq 0, Seq Nunber 232, Pkt Loss O
Aut henti cati on not confi gured

Aut hentication Failure: 0O

Rel oad Peer: TX 0, RX O

Resign: TX 0, RX O

Active Peer: Present. Hold Tinmer: 10000

Pkts 220, Bytes 7480, HA Seq 0 Seq Nurmber 229, Pkt Loss O

BE— 1RIARBRRIADSEALAENED, NREEFAKBASILAALTS , SINE&HTNE
BE | LR %2@H %Ht%%uﬁ B TAERMIRINID, WRKFEAERAME—RIIIDEE
el , IEEFSERAIRZEZRAES . S RHI6.

=Pl 6 : HINBELERIZAID

/BFWL# show redundancy rii
No. of RIls in database: 2

Interface RII |Id decrenent
Et hernet0/1 : 200 0
Et hernet0/0 : 100 0

!
/BFW# show redundancy rii
No. of RIls in database: 2

Interface RII |Id decrenent
Et hernet0/1 : 200 0
Et hernet0/0 : 100 0

RYEEREAHANSHEER
ERBITH | ZBFWAESEBE RN AR, ERORDEHEEMREZBFW2, BEEEXBHH A



LIBHVIERE | 15 FAshow policy-firewall sessionfii %o

77 CRAERNERSE

ZBFWL#show policy-firewall session

Sessi on B2704178 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SI' S_OPEN TCP_ESTAB

Created 00:00: 31, Last heard 00: 00: 30

Bytes sent (initiator:responder) [37:79]

HA State: ACTIVE, RGID 1

Est abl i shed Sessions = 1

ZBFVW2#show policy-firewall session

Sessi on B2601288 (10.1.1.100:52980)=>(203.0.113.100:23) tcp
SI' S_OPEN TCP_ESTAB

Created 00:00:51, Last heard never

Bytes sent (initiator:responder) [0:0]

HA State: STANDBY, RGID: 1

Est abl i shed Sessions = 1

FER  BEESESH  BEANFTASEH. EERS (TCPER ) BEHEEOERER , MU
BRERESEVREMFIREFTZ R,

ERBERANE L , 15 Ashow policy-firewall session zone-pair <ZP>ha® . TiRMHtS5RHI
TERUIAY R | 1B 7S VF A PR BR Y UE E XX
W o i
AER 53 B R A M 5K Hh BABEBR 1L Th BE B BE A debug a5
EENCHRHFLEABRAEERD, Ait, ERRAZH , BN THERE,

- debug redundancy application group rii event

L SATHRRAREESEFrASHIN ERERIALE, YHEERARZBFWE |, SREREONE
MEOWRIAID, RE , BIHESERFZEEEREINELR, YEANSEENRIASEAER
EXFE  FERRBISEFNRZ L , HABIAR T E4EEMNRIAID:

P8 : REBE

debug redundancy application group rii event

debug redundancy application group rii error
|

*Feb 1 21:13:01.378: [RGRII-EVENT]: get idb: rii:100
*Feb 1 21:13:01.378: [RGRII-EVENT]: get idb: rii:200

- debug redundancy application group protocol all

WHaSTATRIAFAINNSEREUUEIXN A, NEIPHUtEERPEIA, WRFIOF R
, ZBFWISE A E R EHAL TIP3 710.60.1.20F ARRAS . ZBFW2M1E)R EiFHE & .



769 : BWINEHRFHNEFIP

debug redundancy application group protocol all
|

ZBFWL#

*Feb 1 21:35:58.213: RG PRTCL- MEDI A: RG Media event, rg_id=1, role=Standby,
addr=10. 60. 1. 2, present=exist, reload=0, intf=Et0/2, priority=150.

*Feb 1 21:35:58.213: RG PRTCL-MEDI A: [RG 1] [Active/Active] set peer_status O.
*Feb 1 21:35:58.213: RG PRTCL-MEDI A: [RG 1] [Active/Active] priority_event
"media: low priority fromstandby', role_event 'no event'.

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Active/Active] select fsmevent,
priority_event=nedia: low priority from standby, role_event=no event.

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Activel/Active] process FSM event
"media: low priority from standby'.

*Feb 1 21:35:58.213: RG PRTCL-EVENT: [RG 1] [Active/Active] no FSMtransition

ZBF\V2#

*Feb 1 21:36:02.283: RG PRTCL- MEDI A: RG Media event, rg_id=1, role=Active,
addr=10.60. 1.1, present=exist, reload=0, intf=Et0/2, priority=200.

*Feb 1 21:36:02.283: RG PRTCL-MEDI A: [RG 1] [ Standby/ St andby- hot]

set peer_status O.

*Feb 1 21:36:02.283: RG PRTCL-MEDI A: [RG 1] [ Standby/ Standby-hot] priority_event
"media: high priority fromactive', role_event 'no event'.

*Feb 1 21:36:02.283: RG PRTCL-EVENT: [RG 1] [ Standby/ St andby-hot] sel ect
fsmevent, priority_event=media: high priority fromactive, role_event=no event.
*Feb 1 21:36:02.283: RG PRTCL-EVENT: [RG 1] [ Standby/ Standby-hot] process

FSM event 'nedia: high priority fromactive'.

*Feb 1 21:36:02.283: RG PRTCL-EVENT: [RG 1] [ Standby/ Standby-hot] no FSM
transition

w I R&

AT FMANAPTERIR — LT R B,

S E BRSO EE
T 224 RBIEVLANG — 18R
. BAEZBFWE B AR RROMKERD, SNRATHEERS ; Bit , TBERFXLE

H,
CESEONBEEEO T TR —E#OKVLANLE, XLFEZREEINIKEO,

BRERIA

RIA A E RS R A FLANFIWANEE O, LANEOXRZ FRE—FME |, BEWANEO AN FFE
HFME, mnREN EZERIA , NFEdebug redundancy application group rii event®ldebug
redundancy application group ri errorfd%i i P & HH L R4S B

000515: Dec 20 14:35:07.753 EST: FIREWALL*: RG not found for ID O



SEUE eI

EREQHET IR , BB EZBFW HALUGRERIRSZ R BITMI(SLAFI R , HRIFLSLASHIHE
BRARAL R, TERBI107 , ZBFW HARRERGigabitEthernet0$ O N EEBRIR A, WMRLFEOXE | £
ERAREK , LMENSFREZEEZEK.

Bl 10 : ZBFW HAB B R Y &

redundancy

appl i cati on redundancy
group 1

name ZBFW HA

pr eenpt

priority 230

control W an801 protocol 1
data VI an801

track 1 decrement 200

1

track 1 interface GigabitEthernet0 line-protocol

redundancy

appl i cati on redundancy
group 1

name ZBFW HA

pr eenpt

priority 180

control W an801 protocol 1
data VI an801

At , ZBFW HAR S B THEN R | BIEREREHBL . XRERAAREFARETEE
preemptX ¥, preempt><EF IS AR 175 HEF MM (HSRP) BEN T £ 1% % (ASA) M FEL]
BRAPMNINEETRRE. EZBFW HAF |, preemptx BF AT ERZFAMR AR LAEFTRN REBFEIRE
#H, ZEEEREPXIMHTTIHA  EFXEA KB X | Cisco IOSHRA15.2M&T, A T2
‘BETXEWREHAESTHAYE —ENRE

“HEHEHMERT , AKIRIZEARE. SBURNE - IMEERITESAREZ LEENRLERR
B, REREKESNRBERESRE, IRTARZIARARELRERE , WRBNRLERSRE
ETEENE , MAINE, IRETARFNAERETEARBNMALER , WaREDR , FAR
BREANEARE, BIZEATREANESBMETUERURIATA, SEAUEESMED , U
EEONB1RRSKANBRELLER. RENRELTRLBZTRANRIAMEER. ~

XL R R EBAVRE

ZBFW)1#show redundancy application group 1
Goup ID 1
G oup Nane: ZBFW HA

Admi ni strative State: No Shutdown
Aggregate operational state : Up
My Rol e: ACTIVE

Peer Rol e: STANDBY

Peer Presence: Yes

Peer Comm Yes

Peer Progression Started: Yes

RF Donmi n: bt ob-one
RF state: ACTIVE
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Peer RF state: STANDBY HOT

ZBFW)1#show redundancy application faults group 1
Faults states Group 1 info:

Runtime priority: [230]

RG Faults RG State: Up.

Total # of switchovers due to faults: O

Total # of down/up state changes due to faults: O

XEHEEZBFWLEER , BXRBAEMABR, WHEERERZANTEREIRS :

*Feb 1 21:47:00.579: %G _PROTOCOL-5- ROLECHANGE: RG id 1 role change from

Init to Standby

*Feb 1 21:47:09.309: %G PROTOCCL-5- ROLECHANGE: RG id 1 role change from St andby
to Active

*Feb 1 21:47:19.451: %G _VP- 6- BULK_SYNC DONE: RG group 1 BULK SYNC to standby
conpl et e.

*Feb 1 21:47:19.456: 9%RG_VP-6- STANDBY_READY: RG group 1 Standby router is in
SSO state

It AR E RIRF ML T & RARS -

*Feb 1 21:47:07.696: 9RG VP- 6- BULK_SYNC DONE: RG group 1 BULK SYNC to standby
conpl et e.

*Feb 1 21:47:07.701: 9%RG VP-6- STANDBY_READY: RG group 1 Standby router is in
SSO state

*Feb 1 21:47:09.310: %RG PROTOCOL- 5- ROLECHANGE: RG id 1 role change from Active
to Init

*Feb 1 21:47:19.313: %G PROTOCOL- 5- ROLECHANGE: RG id 1 role change from

Init to Standby

FEXI FREE EH
EFIHRER F S FHAE ST AR F SRR R R

EREIFNVIRE , BHXEDEAMBTRNALALBEREENEOFERE. FI8 , TRER—
BEOEERENKEBHNIRG , AANFTXFT, XA TIENMEEAN THERE, SEOAKREERT
JEXSFREE AT , ATHAER -, b ZEOFELN TR IHAERZEH -2, BERGRE
RHREE , RARGEEZARHAEZESEHN —&5.

=B 11 TR ER

r edundancy

appl i cati on redundancy

group 1

asymmetric-routing interface Ethernet0/3

interface Ethernet0/1
redundancy asymmetric-routing enable

LEH B AR T HAX RV & B& 2R o

I E 5l 9 Ethernet0/312 O R 7 B BEH 2R < RV — ST % A GER%, WL IR TERARARZ
BRI HEERE. XM TALAENZ25HEBINEFNEEDFHH T AER
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