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version 12.4

!

ip cef

!

ip vrf acct

!

ip vrf arch

!

ip vrf atty

!

ip inspect nane acct-fw ftp

i p inspect nane acct-fwtcp

i p inspect nane acct-fw udp

ip inspect nane acct-fwicnp

ip inspect nane arch-fw ftp
ip inspect nane arch-fwtcp

i p inspect nane arch-fw udp

ip inspect nane arch-fwicnp

ip inspect nane atty-fw ftp
ip inspect nane atty-fwtcp
ip inspect nane atty-fw udp
ip inspect nane atty-fwicnp
ip inspect nane fwglobal tcp

i p inspect nane fw gl obal udp

ip inspect nane fwglobal icnp

!

!

i nterface FastEthernet0/0
description $ETH LANSSETH SW LAUNCH$S$I NTF- | NFO- FE 0%
ip address 172.16.100.10 255. 255.255.0
i p access-group 121 in
i p nat outside
i p inspect fwglobal in
ip virtual -reassenbly
speed auto

!

interface FastEthernet0/1
no i p address
dupl ex auto
speed auto
no cdp enabl e

!

interface FastEthernet0/1.171
encapsul ati on dot1Q 171
ip vrf forwarding acct
i p address 10.1.2.1 255.255.255.0




i p access-group 111 in
ip nat inside
ip inspect acct-fwin
ip virtual -reassenbly
no cdp enabl e
|
interface FastEthernet0/1.172
encapsul ati on dot1Q 172
ip vrf forwarding arch
ip address 10.1.2.1 255.255.255.0
i p access-group 111 in
ip nat inside
ip inspect arch-fwin
ip virtual -reassenbly
no cdp enabl e
|
interface FastEthernet0/1.173
encapsul ati on dot1Q 173
ip vrf forwarding atty
ip address 10.1.2.1 255.255.255.0
i p access-group 111 in
ip nat inside
ip inspect atty-fwin
ip virtual -reassenbly
no cdp enabl e
|

iproute 0.0.0.0 0.0.0.0 172.16.100.1

iproute vrf acct 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf arch 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf atty 0.0.0.0 0.0.0.0 172.16.100.1 gl oba

|
i p nat pool pool-1 172.16.100.100 172.16.100. 199 net mask
255. 255. 255. 0 add-route

ip nat inside source list 101 pool pool-1 vrf acct
over | oad

ip nat inside source list 101 pool pool-1 vrf arch
over | oad

ip nat inside source list 101 pool pool-1 vrf atty
over | oad

|
I The follow ng static NAT translations all ow access
fromthe internet to

| servers in each VRF. Be sure the static translations
correlate to “permt”

I statenents in ACL 121, the internet-facing list.

|
ip nat inside source static tcp 10.1.2.2 21
172.16.100. 11 21 vrf arch extendabl e

ip nat inside source static tcp 10.1.2.3 25
172.16.100.12 25 vrf acct extendabl e

ip nat inside source static tcp 10.1.2.4 25
172.16.100.13 25 vrf atty extendabl e

ip nat inside source static tcp 10.1.2.5 80
172.16.100. 13 80 vrf atty extendable

|
access-list 101 permit ip 10.1.2.0 0.0.0.255 any
access-list 111 permt tcp 10.1. 0.0.0. 255 any eq www
access-list 111 pernmit tcp 10.1. 0.0.0. 255 any eq 443
access-list 111 pernmit tcp 10.1. 0.0.0. 255 any eq
sntp

access-list 111 pernmit tcp 10.1
access-list 111 pernmit tcp 10.1
domai n

access-list 111 pernit udp 10.1.2.0 0.0.0.255 any eq

SN
o O O

0.0.0.255 any eq ftp
0.0.0.255 any eq

SIS
o O




domai n

access-list 111 permt icnp 10.1.2.0 0.0.0.255 any
access-list 121 pernit tcp any host 172.16.100.11 eq ftp
access-list 121 permit tcp any host 172.16.100.12 eq

sntp

access-list 121 pernit tcp any host 172.16.100.13 eq
sntp

access-list 121 pernit tcp any host 172.16.100.13 eq ww
end
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£ show ip route vrf [vrf-name] SR ZEF /) VRF RHNIEHER

st g- 2801- L#show ip route vrf acct

Routing Tabl e: acct
Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 172.16.100.1 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets

S 172.16.100.0 [0/0] via 0.0.0.0, NVIO
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.2.0 is directly connected, FastEthernet0/1.171
S* 0.0.0.0/0 [1/0] via 172.16.100.1
st g- 2801- L#

£ show ip nat tra vrf [vrf-name] S SR ZEFN VRF B9 NAT 53 :

st g- 2801- L#show ip nat tra vrf acct

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 172.16.100.12:25 10.1.2.3:25 --- ---
tcp 172.16.100.100: 1078 10.1. 2. 3: 1078 172.17.111. 3: 80 172.17.111.3: 80

£ show ip inspect vrf name SR EIMEA VRF BB A IRERESITHHRIE !

st g- 2801- L#show ip insp se vrf acct
Est abl i shed Sessi ons
Sessi on 66484034 (10.1.2.3:1078)=>(172.17.111.3:80) tcp SI S_OPEN
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version 12.4
!

ip cef

]

ip vrf acct
!

ip vrf arch
!
ip vrf atty
!
cl ass-map type inspect natch-any out-cnap
mat ch protocol http
mat ch protocol https
mat ch protocol ftp
mat ch protocol sntp
mat ch protocol ftp
!
class-map type inspect match-all pub-arch-crmap
mat ch access-group 121
mat ch protocol ftp
!
class-map type inspect match-all pub-acct-crmap
mat ch access-group 122
mat ch protocol http
!
cl ass-map type inspect pub-atty-mil-cmap
mat ch access-group 123
mat ch protocol sntp
!
cl ass-map type inspect pub-atty-web-cnmap
mat ch access-group 124
mat ch protocol http
!
policy-map type inspect arch-pub-pmap
cl ass type inspect out-cmap
i nspect
!
policy-map type inspect acct-pub-pmap
cl ass type inspect out-cmap
i nspect
!
policy-map type inspect atty-pub-pmap
cl ass type inspect out-cmap
i nspect
!
policy-map type inspect pub-arch-pmap
cl ass type inspect pub-arch-cmap
i nspect
!
policy-map type inspect pub-acct-pmap
cl ass type inspect pub-acct-cmap
i nspect
!
policy-map type inspect pub-atty-pmap
class type inspect pub-atty-mail-cnmap
i nspect
cl ass type inspect pub-atty-web-cmap
i nspect




|
policy-map type inspect pub-self-pmap

cl ass cl ass-default

drop | og
|
zone security arch
zone security acct
zone security atty
zone security public
zone-pair security arch-pub source arch destination
public

service-policy type inspect arch-pub-pmap
zone-pair security acct-pub source acct destination
public

service-policy type inspect acct-pub-pmap
zone-pair security atty-pub source atty destination
public

service-policy type inspect atty-pub-pmap
zone-pair security pub-arch source public destination
arch

service-policy type inspect pub-arch-pmap
zone-pair security pub-acct source public destination
acct

service-policy type inspect pub-acct-pmap
zone-pair security pub-atty source public destination
atty

service-policy type inspect pub-atty-pmap
zone-pair security pub-self source public destination
sel f

service-policy type inspect pub-self-pmap
|
1
i nterface FastEthernet0/0

descripti on $ETH LANSSETH SW LAUNCH$S$I NTF- | NFO- FE 0%
ip address 172.16.100. 10 255. 255.255.0

ip nat outside

zone- nenber security public

ip virtual -reassenbly

speed auto

no cdp enabl e

nterface FastEthernet0/1
no i p address

dupl ex auto

speed auto

no cdp enabl e

nterface FastEthernet0/1.171
encapsul ati on dot1Q 171

ip vrf forwarding acct

ip address 10.1.2.1 255.255.255.0
ip nat inside

zone- nenber security acct

ip virtual -reassenbly

no cdp enabl e

nterface FastEthernet0/1.172
encapsul ati on dot1Q 172

ip vrf forwarding arch

ip address 10.1.2.1 255.255.255.0
ip nat inside

zone- nenber security arch

ip virtual -reassenbly

no cdp enabl e




interface FastEthernet0/1.173

encapsul ati on dot1Q 173

ip vrf forwarding atty

ip address 10.1.2.1 255.255.255.0

ip nat inside

zone- nenber security atty

ip virtual -reassenbly

no cdp enabl e

|

iproute 0.0.0.0 0.0.0.0 172.16.100.1

iproute vrf acct 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf arch 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
iproute vrf atty 0.0.0.0 0.0.0.0 172.16.100.1 gl oba
|
i p nat pool pool-1 172.16.100.100 172.16.100. 199 net mask
255. 255. 255. 0 add-route

ip nat inside source list 101 pool pool-1 vrf acct
over | oad

ip nat inside source list 101 pool pool-1 vrf arch
over | oad

ip nat inside source list 101 pool pool-1 vrf atty

over | oad
|

0
0

I The follow ng static NAT translations all ow access
fromthe internet to

| servers in each VRF. Be sure the static translations
correlate to “inspect”

I statenents in in the Zone Firewall configuration, the
internet-facing list.

! Note that the ACLs used in the firewall correspond to
the end-host address, not

I the NAT Qutside address

|
ip nat inside source static tcp 10.1.2.2 21
172.16.100. 11 21 vrf arch extendabl e

ip nat inside source static tcp 10.1.2.3 25
172.16.100.12 25 vrf acct extendabl e

ip nat inside source static tcp 10.1.2.4 25
172.16.100. 13 25 vrf atty extendable

ip nat inside source static tcp 10.1.2.5 80
172.16.100. 13 80 vrf atty extendable

|
access-list 101 permt ip 10.1.2.0 0.0.0.255 any

access-list 121 pernit ip any host 10.1.2.2
access-list 122 pernit ip any host 10.1.2.3
access-list 123 pernit ip any host 10.1.2.4
access-list 124 pernit ip any host 10.1.2.5
!

! Disable CDP

!

no cdp run

!

end

A% VRF B35 4E GBS GBS XA NAT
FERUTHSRIES VRF #9 R & it G F S KR E
£ show ip route vrf [vrf-name] SR ZEF VRF RHIEHER



st g- 2801- L#show ip route vrf acct

Routi ng Tabl e: acct

Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 172.16.100.1 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets

S 172.16.100.0 [0/0] via 0.0.0.0, NVIO
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.2.0 is directly connected, FastEthernet0/1.171
S* 0.0.0.0/0 [1/0] via 172.16.100.1
st g- 2801- L#

{8 show ip nat tra vrf [vif-name] SR ZE&F 1 VRF B9 NAT &3 :

st g- 2801- L#show ip nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl obal
tcp 172.16.100. 12: 25 10.1.2.3:25 --- ---
tcp 172.16.100.100: 1033 10. 1. 2. 3: 1033 172.17.111. 3: 80 172.17.111. 3: 80

tcp 172.16.100. 11: 21 10.1.2.2:23 --- ---
tcp 172.16.100. 13: 25 10.1.2.4: 25 --- ---
tcp 172.16.100. 13: 80 10.1.2.5:80 ---

{# A show policy-map type inspect zone-pair & ¥ MBS X il &=L T HIE :

st g- 2801- L#show policy-map type inspect zone-pair
Zone-pair: arch-pub

Service-policy inspect : arch-pub-pnmap

Cl ass-map: out-cnmap (match-any)
Mat ch: protocol http
1 packets, 28 bytes
30 second rate 0 bps
Mat ch: protocol https
0 packets, 0O bytes
30 second rate 0 bps
Mat ch: protocol ftp
0 packets, 0O bytes
30 second rate 0 bps
Mat ch: protocol smtp
0 packets, 0O bytes
30 second rate 0 bps
| nspect
Packet inspection statistics [process switch:fast sw tch]
tcp packets: [1:15]

Session creations since subsystemstartup or last reset 1
Current session counts (estab/half-open/term nating) [0:0:0]
Maxever session counts (estab/half-open/termnating) [1:1:0]
Last session created 00:09: 50

Last statistic reset never

Last session creation rate O

Maxever session creation rate 1

Last hal f-open session total O



Cl ass-map: cl ass-default (match-any)
Mat ch: any
Drop (default action)
8 packets, 224 bytes
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BEXNARR/MEEREMBZBIERAA NAT , 2= Internet ERRBEN ATREMEAKRERE , BEE
FI P SR AT AERI RSB NAT 2ESREEN . AN 19 R B A RE S K T @58 W7 1
NAT 2EMEEXRENHN S, AREER 871W |, BltEEATUABRMEFI T HM ISR FEERA

o

BE® VRF 2R XEEMEI A, SE2GNEE Intemet E#, 28K VRF EEATEHS RN
VPN

B RS ERRHE Internet THRIMNZSHEF MK ATAER VRF BA GRS EESmurz2HE | HF
AR (AR AR RAER, BT DS R EEE . NAT SURIER2 ) IR A 5185 5 VPN
BSEFER , ANBATABNEFRET —1 VRF , BAILASNMEFREEE LIRS

version 12.4
!
host nane stg-871
!
aaa new node
!
aaa authentication login default |oca
aaa aut horization consol e
aaa authorization exec default |oca
!
aaa session-id comon
ip cef
!
no i p dhcp use vrf connected
!
ip dhcp pool priv-108-net
i nport all
network 192.168.108.0 255.255.255.0
defaul t-router 192.168.108.1
!
ip vrf partner
description Partner VRF
rd 100: 101
!
ip vrf public
description Internet VRF
rd 100: 100
!
no i p domain | ookup
i p domai n name your domai n. com
!
track timer interface 5
!
track 123 rtr 1 reachability
del ay down 15 up 10
!
cl ass-nap type inspect natch-any hotspot-cnap
mat ch protocol dns
mat ch protocol http
mat ch protocol https
mat ch protocol ftp
cl ass-nap type inspect nmatch-any partner-cnap
mat ch protocol dns
mat ch protocol http
mat ch protocol https
mat ch protocol ftp
!
policy-map type inspect hotspot-pmap



cl ass type inspect hotspot-cmap
i nspect

cl ass cl ass-defaul t

!

zone security internet

zone security hotspot

zone security partner

zone security hq

zone security office

zone-pair security priv-pub source private destination public
servi ce-policy type inspect priv-pub-pnmap

!

crypto keyring hub-ring vrf public
pre-shared-key address 172.16.111.5 key ciscol23

|

crypto i saknmp policy 1

aut hentication pre-share

group 2

!

crypto i psec transform set nd5-des-ts esp-des esp-nd5-hmac

!

crypto i psec profile nmd5-des- prof

set transformset nd5-des-ts

!

bridge irb

!

nterface Tunnel O

i p unnunbered VI anl

zone- nenber security public

tunnel source BVI1

tunnel destination 172.16.111.5

tunnel node ipsec ipv4d

tunnel vrf public

tunnel protection ipsec profile md5-des- prof

nterface Fast EthernetO
no cdp enabl e

nterface FastEthernetl
no cdp enabl e

nterface FastEthernet2
switchport access vlan 111
no cdp enabl e

nterface FastEthernet3
switchport access vlan 104
no cdp enabl e

nterface FastEt hernet4
description Internet Intf

ip dhcp client route track 123
ip vrf forwarding public

i p address dhcp

i p nat outside

ip virtual -reassenbly

speed 100

full-dupl ex

no cdp enabl e

nt erface Dot 11Radi 00

no i p address
!

ssid test



vl an 11
aut henti cati on open
guest - node
!
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-rol e root
no cdp enabl e

nterface Dot 11Radi 00. 1

encapsul ati on dot1Q 11 native

no cdp enabl e

bridge-group 1

bri dge-group 1 subscriber-1oop-contro
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-|earning

no bridge-group 1 unicast-flooding

nterface Vl anl

description LAN Interface

i p address 192.168.108.1 255. 255.255.0
ip virtual -reassenbly

ip tcp adjust-nss 1452

nterface Vl anl104

ip vrf forwarding public
i p address dhcp

i p nat outside

ip virtual -reassenbly

nterface Vl anll

no i p address

i p nat inside

ip virtual -reassenbly
bridge-group 1

nterface BVI1

ip vrf forwarding public

i p address 192.168.108.1 255. 255. 255.0
i p nat inside

ip virtual -reassenbly

1

router eigrp 1
network 192.168.108.0
no aut o- sunmary
|
ip route 0.0.0.0 0.0.0.0 Tunnel O
ip route vrf public

ip route vrf public
!

0.0.0.0 0.0.0.0 VI an104 dhcp 10
0.0.0.0 0.0.0.0 Fast Ethernet4 dhcp
ip nat inside source route-nmap dhcp-nat interface VM anl104 vrf public overl oad
ip nat inside source route-map fixed-nat interface FastEthernet4 vrf public overl oad
1
ipslal

i cnp-echo 172.16.108.1 source-interface FastEthernet4

ti meout 1000

threshol d 40

vrf public

frequency 3
ip sla schedule 1 life forever start-time now
access-list 110 permit ip 192.168.108.0 0.0.0.255 any
access-list 111 permit ip 192.168.108.0 0.0.0.255 any

no cdp run

1
route-map fixed-nat permt 10



match i p address 110

mat ch interface FastEthernet4
|

rout e-map dhcp-nat pernmit 10
match i p address 111

mat ch interface Vlanl04

!

bridge 1 protocol ieee
bridge 1 route ip

!

end

LUTSE&REERHE T —1 VPN EEE B/ RF

version 12.4
!
host nane 3845-bottom
!
ip cef
!
crypto keyring any- peer
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
!
crypto i saknp policy 1
aut hentication pre-share
group 2
crypto isaknp profile profile-nane
keyri ng any- peer
match identity address 0.0.0.0
virtual -tenplate 1
|

crypto i psec transformset nd5-des-ts esp-des esp-nd5-hmac
!

crypto i psec profile nmd5-des- prof

set transformset nd5-des-ts

|

nterface Loopbackl1ll
i p address 192.168.111.1 255. 255.255.0
i p nat enable

nterface G gabitEthernet0/0
no i p address

dupl ex auto

speed auto

medi a-type rj 45

no keepalive

nterface G gabitEthernet0/0.1
encapsul ation dot1Q 1 native

i p address 172.16.1.103 255. 255.255.0
shut down

nterface G gabitEthernet0/0.111
encapsul ati on dot 1Q 111

ip address 172.16.111.5 255.255.255.0

i p nat enable

nterface Virtual - Tenpl atel type tunnel

i p unnunbered Loopbackl11l

i p nat enable

tunnel source G gabitEthernet0/0.111

tunnel node ipsec ipv4d

tunnel protection ipsec profile nd5-des-prof



router eigrp 1
network 192.168.111.0

no aut o- sunmary
|

iproute 0.0.0.0 0.0.0.0 172.16.111.1
!

ip nat source list 111 interface G gabitEthernet0/0.111

!

access-list 1 pernit any

access-1list 111 deny ip 192.168.0.0 0.0.255.255 192.168.0.0 0.0. 255. 255
access-list 111 permit ip 192.168.0.0 0.0.255.255 any

!

!

End

BHF% VRF B3t m KRB A, SZ2HOMNEE Intemet 8, €8 VRF EEATEBHFEN
VPN
FERAUTHSRIEEN VRF BRI it R A R EER 2

{# A show ip route vrf [vrf-name] S SR E&FA VRF B HER

st g- 2801- L#show ip route vrf acct

£ show ip nat tra vrf [vrf-name] s S ESE 1 VRF 9 NAT &3 :

st g- 2801- L#show ip nat translations

{# F show policy-map type inspect zone-pair &+ WS #B5 X R =S T8I -

st g- 2801- L#show policy-map type inspect zone-pair
>
git

Cisco I0S VRF BHItL Sefy K i M X B R MEPH XN IB A SAMER R DB H N SN MERBERN TS
H, NBD T BRI MNESEZNRAMNEERIE, ERETSINENEERENTT BE , BRESR
IR A BTR T N M EMBEA MRS RE T —IMERBFE,

Wi

SR A HUATHREENRIETE,

4 £735

A

THE B B 8880 M54 O U519 Exchange ARZS 85,
RSTR

fE35 32 S Al SMTP MELUSE HAE



B & Rl

ip nat inside source static tcp 192.168.1.10 25 10.15.22.2 25 extendabl e
ip nat inside source static tcp 192.168.1.10 80 10.15.22.2 80 extendabl e
ip nat inside source static tcp 192.168.1.10 443 10. 15.22.2 443 extendabl e

access-list 101 permt ip any host 192.168.1.10
access-list 103 permt ip any host 192.168.1.10
access-list 105 permt ip any host 192.168.1.10

class-map type inspect match-all sdmnat-http-1
mat ch access-group 101
mat ch protocol http

class-map type inspect match-all sdmnat-http-2
mat ch access-group 103
mat ch protocol http

class-nmap type inspect match-all sdmnat-http-3 **
mat ch access-group 105
mat ch protocol http

policy-map type inspect sdm pol - NATQut si deTol nsi de-1
class type inspect sdmnat-http-1

i nspect

class type inspect sdmnat-user-protocol--1-1
i nspect

class type inspect sdmnat-http-2
i nspect

cl ass cl ass-defaul t
policy-map type inspect sdm pol - NATQut si deTol nsi de-2 **
class type inspect sdm nat-user-protocol--1-2
i nspect
class type inspect sdmnat-http-3
i nspect
cl ass cl ass-defaul t

zone-pair security sdm zp- NATCut si deTol nsi de-1 source out-zone destination in-zone
servi ce-policy type inspect sdm pol - NATQut si deTol nsi de- 2

HXER
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