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1. ASA5505K

ASA Version 8.3(1)



hostname asa5505
domain-name cisco.com

enable password

2. ASA5520 BB

ASA Version 7.0(7)

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 211.101.1.89 255.255.255.0

!

interface Ethernet0/1

nameif inside

security-level 100

ip address 192.168.5.1 255.255.255.0

!

access-1list ADSL extended permit ip 192.168.5.0 255.255.255.0
192.168.101.0 255.255.255.0

group-policy tunnel internal

group-policy tunnel attributes

split-tunnel-policy tunnelspecified
split-tunnel-network-list value ADSL

nem enable

username cisco password xWh.sOL10ki7Ia5G encrypted
!

crypto ipsec transform-set myset esp-3des esp-sha-hmac
crypto dynamic-map ezvpn 30 set transform-set myset
crypto map outside_map 65535 ipsec-isakmp dynamic ezvpn
crypto map outside_map interface outside

isakmp enable outside

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption 3des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

tunnel-group mytunnel type ipsec-ra

tunnel-group mytunnel general-attributes
default-group-policy tunnel

tunnel-group mytunnel ipsec-attributes
pre-shared-key *
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ciscoasa# show vpnclient

LOCAL CONFIGURATION

vpnclient server 211.101.1.89

vpnclient mode network-extension-mode
vpnclient nem-st-autoconnect

vpnclient vpngroup mytunnel password *****
vpnclient username cisco password *****

vpnclient enable

MISCELLANEOUS INFORMATION
- Key exchange is based on Pre-Shared Key

- Connection attempt will be automatically initiated
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Logging on

Logging buffered informational

MSyslog message i HEATAABEMTEE

$ASA-6-113013: AAA unable to complete the request Error : reason = Simultaneous

logins exceeded for user : user = Cisco
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B " show vpn-sessiondb remote | include cisco" EATATLAF EIE3MAF "cisco" R Th & F.

ciscoasa(config)# show vpn-sessiondb remote | include cisco
Username : cisco
Username : cisco
Username : cisco
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group-policy tunnel internal

group-policy tunnel attributes

vpn-simultaneous-logins 4
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ciscoasa# show vpnclient

LOCAL CONFIGURATION

vpnclient server 10.75.61.179

vpnclient mode network-extension-mode
vpnclient nem-st-autoconnect

vpnclient vpngroup mytunnel password *****
vpnclient username cisco password *****

vpnclient enable

DOWNLOADED DYNAMIC POLICY

Current Server : 211.101.1.89

PFS Enabled : No

Secure Unit Authentication Enabled : No

User Authentication Enabled : No

Split Tunnel Networks : 192.168.5.0/255.255.255.0

Backup Servers : None
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