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version 12.2
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
hostname sv1-6
memory-size iomem 15
mmi polling-interval 60
no mmi auto-configure
no mmi pvc
mmi snmp-timeout 180
ip subnet-zero
no ip domain-lookup
ip audit notify log
ip audit po max-events 100
!--- Internet Key Exchange (IKE) configuration. crypto
isakmp policy 1
encr 3des
hash md5
authentication pre-share
group 2
lifetime 1800
!--- IPSec configuration. crypto isakmp key aptrules
address 209.165.202.129
1

crypto ipsec transform-set aptset esp-3des esp-md5-hmac
1

crypto map aptmap 1 ipsec-isakmp
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set peer 209.165.202.129
set transform-set aptset
match address 110
!
interface Ethernet0/0
ip address 209.165.202.226 255.255.255.224
ip nat outside
half-duplex
crypto map aptmap
1
interface FastEthernet0/0
ip address 172.16.15.1 255.255.255.0
ip nat inside
speed auto
!--- NAT configuration. ip nat inside source route-map
nonat interface Ethernet0/0 overload
ip classless
ip route 0.0.0.0 0.0.0.0 209.165.202.225
no ip http server
ip pim bidir-enable
!--- Encryption match address access list. access-list
110 permit ip 172.16.15.0 0.0.0.255 192.168.10.0
0.0.0.255
!-—-- NAT access list. access-list 120 deny ip
172.16.15.0 0.0.0.255 192.168.10.0 0.0.0.255
access-list 120 permit ip 172.16.15.0 0.0.0.255 any
route-map nonat permit 10
match ip address 120
line con 0
exec-timeout 0 0
line aux 0
line vty 0 4
password cisco
login
end

BEERERNG

Checkpoint™ NG R BB RWEE. &L P RAFN AL L SIS 8 1 VPNE B ARX 10 R

SRS , 5 FCheckpointTM NGBS 4 T 23t iy e e | 1L 52 VPNER B # CheckpointTM NG,

1. Bl CiscoM 4% F M FCheckpontTM NG 4% 7 M 4EH MBI K. XEMEH, BRIRNR | &
RFEES>PENR , AEEFFE>ME . MAEHNWNEER , REETHOK, XL
RS R —4H%E FCP_NetworkFCisco_Network B Xd &,



CP_Metworl,
192.168.10.0

255.255.255.0




Network Properties - Cis |

General | MAT |

M arme: Cizco_Mebwork,

IF Address: |172.16.15.0

Met Mask: |255.256.256.0

Camment;

Calar: I - |

|' Broadcaszt address:

* |ncluded i Mot included

aF. Cancel Help

2. ¥Cisco_RouterFflCheckpoint NG REIE N THEIEN R, XLREVPNIEEZ, ECENR , &
R EESPMENR , REIRBRHE>THEWY , EELBEMERAERIIMCheckpointTM
NGi% & i8] 8 Z #Y CheckpointTM NG TAEME X R, TR , N THEIEENMXRF T ELR
{EVPNIZ &, XL RH|E R—4HA HcheffCisco_RouterfI Xt K.,



Waorkstation Properties - chef

203165202123

b* | [ anaged By s Management Server [Internal)

| i anaged By anather Management Serven [Erternal]

Lommumeation.. | UMD lcn=cp_mg




| i anaged By b Management Server [Intern )

| i anaged By anather Management Serven [Extermnal]

3. EVPNEI+ LB EIKE , A58 HEdit



- Authentication
- M anagement
+|- Advanced

FHEMTOYE

4. REBRAREKR  RARE T REBA".



IKE Properties X

General |

— Support key exchange encryption with: 5 — Support data integrity with; —

0] E=] oes [ ¥ MDS
W CAST

E3 s0ES ™ SH&T

— Suppart authentication methods:

I¥ Pre-Shared Secret Edit Secrets. .

™ Public Key Signatures Specify..

[T WPH- & Fire'wall-1 authentication for Secul emate (Hobrid Made]

Advanced ... |

aF. Cancel Help |

5. REEFRAN

Shared Sec Pl
— Shared Secrets List;
Peer Mame Shared Secret
ElE] Edi
Remowve
Enter zecrat: |a|:|trules Set
] | Cancel | Help

6. i #¥Rules > Add Rules > TopAEL B R EEAI MMM, TREFAIA N R 7E 5233 hn 27 9 A ] H A
NZBRITHE— NN, BERF BIRLZFECP_Network#Cisco_Network , 1 NFIRo 7
IO BB RIE S0 , ARETRE , REEERRERYE".



B Securky - APTRoicy Iﬁﬂdﬂhﬁtru‘ddin-m | BE3 Deskton Secusity - Standard |

m SOURCE DESTINATION SERVICE |  ACTION TRACK INSTALL DN -
Ak P _Hietitnk Ak TP Hebwirk ]
- * A Encryst L [ol| Cada | & Am
! deb Cisco_Metwork | ek Cisca_hstwrk " = 18] o0 e | :
. Edit propestiss... r
HI * Ay Ay * oy @aw Ao @ cotewars | % An
- Ed it Erarienttisn o
E accopt
@) chop
i | .
o refect 4
| Hame [ | Comment ) Liser At |
[ chef 209,165.202,129  CP_Server ) Crent uth
0] coeo_Poutes 205,165.202,226  Cco_VPN_Router
B Session suth
© Encrynt
D Cient Encrypt
Croery Cobamrn,, . ;1
Clear Query

RS RIKESS , % HEdit.
Encryption Properties El

General |

— Encryption schemes defined: —

L

O [z Pz

Edt.. |

aF. | Cancel Help




IKE Properties El

General

Transfarm
* Encryption + Data Integrity [ESP)
™ Data Integrity Only [&H]

E ncrvption Algarithm: ADES |

Crata [ntegrity MO5 |

Compression method: Maone -

Allowed Peer ateway: |E| Cizco_Router -
[ Usze Perfect Forward Secrecy

Usze DH Group: Garoup 1 [765 bit] j

[~ Perfarm [P Poal MAT

QF. Cancel Help

8. BWIAIKER &,
9. £ BRHR B M EAMIPSecik & Z HIZTVPNIW E B F B2 —REARREMNE. BRCiscolk
F1 85 FIKE 32302801 /& 5 CheckpointTM NG L B B IR BT M. 3% : S5 TRERUR
FHROBELTDREERE, ARG |, FAlifetime 1800 S MEE LWIKEE EiX R A
30440, HAIECheckpointTM NG L& BHRPH(E, B CheckpointTM NG LigBkE | ik

#Manage Network Object , A5 #%ECheckpointTM NGH & , RE# HEdit. REIEE
VPN , #4%BIKE, i&#¥Advance} &t &Rekeying Parameters, JJCheckpointTM NG 4&X¢
REEBEFHATRG , iFXCisco_RouterME XN KHMTHRNBARIREHNERE. X : BR
®R T E¥HDiffie-Hellman4 , LAPCERR S L BB YA,




Advanced IKE properties x|

™ Use UDP encapsulation

UDP PR PSEC encaps. j

Support Diffie-Hellman groups

[Group 1 (762 bit]
W] Group 2 [1024 bit
[Group 5 [1536 bit

Fekeying Parameters

Renegotiate [KE secunty associations a0 ::I Minutes

Fenegotiate IPSEC Security azzociations every | 3600 ::I Seconds
I Benegotiate IPSEC Security associations every | 50000 ::I F.Butes

Mizc
[ Support IP compression for SecureClient
[~ Support aggresive mode
v Support key exchange for subnets

ak. I Cancel Help

10. RBEEETH. REXRR A REEERM>BREUEAE,

'TL', chef - Check Point Policy Editor - APTPolicy

Fle Edt View Manage Rules | Policy Topology Search \Window Help
do X hm || & i 2w |TEE W
{ [ o \ .
J |“|;Ei@ g___|;x' 52l |J Uninstall. .. = ‘
Yiew, ..
T IQ |"h ]@} | B i.-‘;l. |E'fl | Bepaee lebe, \ddress Translation - APTPolicy | B Desked
=B Network Obijects Tnstall Users Database., ., pe—— p——
_:|.. i{?rkit:w Ianagement High &sailabilites --
Hd SLEAY S TR ntieneis s e -
: Ll Cizco_Metwork
|E| Cisco_Router Global Properties. .. N etwork * Any
=]k Metwork ! I - : -
: Ll Cisco_Metwork % Any k Any * Any

ZIREOERFREN R REE A,



APTPaolicps: Secunty Policy Scrnpt generated into &P T Paolicy. pf :I
APTPalicy:
Compiled OF.

f Ny

Abort
HEE

BOXRPRBEZETHAN , RifiCloseERERF-

Install Policy X
APTPaolicy ' Security Policy Script generated into AP T Palicy. p :I
APTPalicy:

Compiled OF.

Inztalling WPH-1Firetedall-1 policy On: chef ...
VPN Firetfall-1 policy installed successtully on chef. .

WPM-1/Firetall-1 policy installation complete

i Ny

Claze I

B

FBOFRENEETATHIAENEERSLER T,

B Ciscolf 28

O HHEREFIE (XEEMAS ) XFFE LY show 9 , AL T EALIEEX show i
wmHN 2.

- show crypto isakmp sa - £ RN E& EWATE 481 IKE £2XE (SA).
- show crypto ipsec sa - &R 8] SA #FAKNIEE,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

BREEHETING

EEERE , FERBOS'HEERR .
% chef - Check Point Log Viewer - (fwlog] = =10 x|
(¥ & § |Log A& T FERS E=ES%M%A 0 0
Mo. II]ah: I'I'Ime IPrnr:h:l IIm:r. Drigin [Type Iﬂnlnn |ﬂ=ﬂ|n= |Enum: |D|=a1lnnﬂ|m |Prntn|
1 1Bl 2002 B PR S Feel-t [ee des EF-_: O iy inectm ROl
1 8. 002 553 PN 2 Fehialt [B doe E O kay incta clriz co_Route
B 1 BJulZ002 1241:13 E52 VPN B Firedall-1 [== EL9.. chef IE log g=m encrypl telned GARRIEON Cisco_Rouer  fop
EEFERERS , BREBEOS>RERT".
i chef - Chedk Point System Status =181 %]
i il Modaes Products  Tooks  Wird oo !
= ROROSE W \E&alﬂﬁ}ﬂ
Modukes IP Address WPN-1 Details |
= {4 chet Status: Ok
= [ chef 20916520212 pacyets
IEE Frew/al Encrypted: 38
& Managenent Dacrypled: 37
&, SYN Foundation
R, VN1 Errors
Enceyplion errors: 0
Decryplion ermors. 0
IKE evenls errors
Hardware
HW Yandar Mame.  none
Hw Status nane
Cisco BRHES
Ao REMNE R T AT XEE# THREBER.
BXRHEMBEHRRES , BFEHIPREMEH R — T HFFEAdebugii o

AXE : £ & Hdebugin S 2Hl , FZHEAEXDebugii THEEFE L,

- debug crypto engine - £ REXMITNBEFFZR INFESIEH debug HE.
- debug crypto isakmp — £ =X F IKE BHHHEE.
- debug crypto ipsec — & 7R IPSec B,
- clear crypto isakmp - JEBRFTEIEZIHY IKE EHE.,
- clear crypto sa - IR E IPSec SA,
Wik B AW AT


//www.cisco.com/warp/customer/707/ipsec_debug.html
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

18:05:32: ISAKMP (0:0): received packet from
209.165.202.129 (N) NEW SA

18:05:32: ISAKMP: local port 500, remote port 500

18:05:32: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER,
IKE_MM_EXCH

0ld State = IKE_READY New State = IKE_R_MMI1

18:05:32: ISAKMP (0:1): processing SA payload. message ID = 0

18:05:32: ISAKMP (0:1): processing vendor id payload

18:05:32: ISAKMP (0:1): vendor ID seems Unity/DPD
but bad major

18:05:32: ISAKMP (0:1): found peer pre-shared key
matching 209.165.202.129

18:05:32: ISAKMP (0:1): Checking ISAKMP transform 1
against priority 1 policy

18:05:32: ISAKMP: encryption 3DES-CBC

18:05:32: ISAKMP: hash MD5

18:05:32: ISAKMP: auth pre-share

18:05:32: ISAKMP: default group 2

18:05:32: ISAKMP: life type in seconds

18:05:32: ISAKMP: life duration (VPI) of 0x0 0x0 0x7 0x8

18:05:32: ISAKMP (0:1): atts are acceptable. Next payload is 0

18:05:33: ISAKMP (0:1): processing vendor id payload

18:05:33: ISAKMP (0:1): vendor ID seems Unity/DPD but bad major

18:05:33: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
TIKE_PROCESS_MAIN_MODE

0ld State = IKE_R_MM1 New State = IKE_R_MMI1

18:05:33: ISAKMP (0:1): sending packet to 209.165.202.129 (R)
MM_SA_SETUP

18:05:33: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

0ld State = IKE_R_MM1 New State = IKE_R_MM2

18:05:33: ISAKMP (0:1): received packet from 209.165.202.129 (R)
MM_SA_SETUP

18:05:33: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER,
IKE_MM_EXCH

0ld State = IKE_R_MM2 New State = IKE_R_MM3

18:05:33: ISAKMP (0:1): processing KE payload.
message ID = 0

18:05:33: ISAKMP (0:1): processing NONCE payload.
message ID = 0

18:05:33: ISAKMP (0:1): found peer pre-shared key
matching 209.165.202.129

18:05:33: ISAKMP (0:1): SKEYID state generated

18:05:33: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
TIKE_PROCESS_MAIN_MODE

0ld State = IKE_R_MM3 New State = IKE_R_MM3

18:05:33: ISAKMP (0:1): sending packet to 209.165.202.129 (R)
MM_KEY_EXCH

18:05:33: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

0ld State = IKE_R_MM3 New State = IKE_R_MM4

18:05:33: ISAKMP (0:1): received packet from 209.165.202.129 (R)
MM_KEY_EXCH

18:05:33: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER,
IKE_MM_EXCH

0ld State = IKE_R_MM4 New State = IKE_R_MM5

18:05:33: ISAKMP (0:1): processing ID payload.
message ID = 0

18:05:33: ISAKMP (0:1): processing HASH payload.
message ID = 0

18:05:33: ISAKMP (0:1): SA has been authenticated
with 209.165.202.129



18:05:33: ISAKMP (0:1):
IKE_PROCESS_MAIN MODE

Input =

IKE_MESG_INTERNAL,

ey authentication

5.202.129

0ld State = IKE_R_MM5 New State = IKE_R_MM5
18:05:33: ISAKMP (0:1): SA is doing pre-shared k
using id type ID_IPV4_ADDR

18:05:33: ISAKMP (1): ID payload

next-payload : 8

type : 1

protocol : 17

port 500

length : 8

18:05:33: ISAKMP (1): Total payload length: 12
18:05:33: ISAKMP (0:1): sending packet to 209.16
(R) QM_IDLE

18:05:33: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

0ld State = IKE_R_MM5 New State = IKE_P1l_COMPLETE
18:05:33: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,

IKE_PHASE1l_COMPLETE

01ld State = IKE Pl _COMPLETE
New State = IKE_P1l_COMPLETE
18:05:33: ISAKMP (0:1): received packet from 209
QOM_TIDLE
18:05:33: ISAKMP (0:1): processing HASH payload.
message ID = -1335371103
18:05:33: ISAKMP (0:1): processing SA payload.
message ID = -1335371103
18:05:33: ISAKMP (0:1): Checking IPSec proposal
18:05:33: ISAKMP: transform 1, ESP_3DES
18:05:33: ISAKMP: attributes in transform:
18:05:33: ISAKMP: SA life type in seconds
18:05:33: ISAKMP: SA life duration (VPI) of 0x0
18:05:33: ISAKMP: authenticator is HMAC-MD5
18:05:33: ISAKMP: encaps is 1
18:05:33: ISAKMP (0:1): atts are acceptable.
18:05:33: IPSEC(validate_proposal_request): prop

(key eng. msg.) INBOUND local= 209.165.202.226, remote= 209.165.202.
local_proxy= 172.16.15.0/255.255.255.0/0/0 (type=4),
remote_proxy= 192.168.10.0/255.255.255.0/0/0 (type=4),

protocol= ESP, transform= esp-3des esp-md5-hmac
lifedur= 0s and Okb,

.165.202.129 (R)

1

0x0 OxE 0x10

osal part #1,

’

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

18:05:33: ISAKMP (0:1): processing NONCE payload.
message ID = -1335371103

18:05:33: ISAKMP (0:1): processing ID payload.
message ID = -1335371103

18:05:33: ISAKMP (0:1): processing ID payload.
message ID = -1335371103

18:05:33: ISAKMP (0:1): asking for 1 spis from ipsec

18:05:33: ISAKMP (0:1): Node -1335371103,
Input = IKE_MESG_FROM_PEER, IKE_QM_EXCH

0ld State = IKE_QM_READY New State = IKE_QM SPI_

STARVE

18:05:33:

IPSEC (key_engine) :

got a queue event...

18:05:33: IPSEC(spi_response): getting spi 2147492563 for SA
from 209.165.202.226 to 209.165.202.129 for prot 3
18:05:33: ISAKMP: received ke message (2/1)
18:05:33: ISAKMP (0:1): sending packet to
209.165.202.129 (R) QM_IDLE
18:05:33: ISAKMP (0:1): Node -1335371103,
Input = IKE_MESG_FROM_IPSEC, IKE_SPI_REPLY
0ld State = IKE_QM SPI_STARVE New State = IKE_QM R_QM2
18:05:33: ISAKMP (0:1): received packet
from 209.165.202.129 (R) QM_IDLE
18:05:33: ISAKMP (0:1): Creating IPSec SAs

129,



18:05:33: inbound SA from 209.165.202.129 to 209.165.202.226
(proxy 192.168.10.0 to 172.16.15.0)

18:05:33: has spi 0x800022D3 and conn_id 200 and flags 4

18:05:33: lifetime of 3600 seconds

18:05:33: outbound SA from 209.165.202.226 to 209.165.202.129
(proxy 172.16.15.0 to 192.168.10.0 )

18:05:33: has spi -2006413528 and conn_id 201 and flags C

18:05:33: lifetime of 3600 seconds

18:05:33: ISAKMP (0:1): deleting node -1335371103 error
FALSE reason "quick mode done (await ()"

18:05:33: ISAKMP (0:1): Node -1335371103, Input = IKE_MESG_FROM_PEER,
IKE_QM_EXCH

01ld State = IKE QM _R_QM2 New State = IKE_QM PHASE2_ COMPLETE

18:05:33: IPSEC(key_ _engine): got a gqueue event...

18:05:33: IPSEC(initialize_sas): ,

(key eng. msg.) INBOUND local= 209.165.202.226,
remote=209.165.202.129,

local_proxy= 172.16.15.0/255.255.255.0/0/0 (type=4),

remote_proxy= 192.168.10.0/255.255.255.0/0/0 (type=4),

protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 3600s and 0Okb,

spi= 0x800022D3(2147492563), conn_id= 200, keysize= 0,
flags= 0x4

18:05:33: IPSEC(initialize_sas): ,

(key eng. msg.) OUTBOUND local= 209.165.202.226,
remote=209.165.202.129,

local_proxy= 172.16.15.0/255.255.255.0/0/0 (type=4),

remote_proxy= 192.168.10.0/255.255.255.0/0/0 (type=4),

protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 3600s and 0Okb,

spi= 0x88688F28(2288553768), conn_id= 201, keysize= 0,
flags= 0xC
18:05:33: IPSEC(create_sa): sa created,
(sa) sa_dest= 209.165.202.226, sa_prot= 50,
sa_spi= 0x800022D3(2147492563),
sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 200
18:05:33: IPSEC(create_sa): sa created,
(sa) sa_dest= 209.165.202.129, sa_prot= 50,
sa_spi= 0x88688F28(2288553768),
sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 201
18:05:34: ISAKMP (0:1): received packet
from 209.165.202.129 (R) QM_IDLE
18:05:34: ISAKMP (0:1): phase 2 packet is a duplicate
of a previous packet.
18:05:34: ISAKMP (0:1): retransmitting due to retransmit phase 2
18:05:34: ISAKMP (0:1): ignoring retransmission, because phase2
node marked dead -1335371103
18:05:34: ISAKMP (0:1): received packet
from 209.165.202.129 (R) QM_IDLE
18:05:34: ISAKMP (0:1): phase 2 packet is a duplicate
of a previous packet.
18:05:34: ISAKMP (0:1): retransmitting due to retransmit phase 2
18:05:34: ISAKMP (0:1): ignoring retransmission, because phase2
node marked dead -1335371103

svl-6#show crypto isakmp sa
dst src state conn-id slot
209.165.202.226 209.165.202.129 QM_IDLE 1 0

svl-6#show crypto ipsec sa
interface: Ethernet0/0



Crypto map tag: aptmap, local addr. 209.165.202.226

local ident (addr/mask/prot/port): (172.16.15.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0)
current_peer: 209.165.202.129

PERMIT, flags={origin_is_acl,}

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest 21

#ipkts decaps: 24, #pkts decrypt: 24, #pkts verify 24

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 209.165.202.226, remote crypto endpt.: 209.165.202.129
path mtu 1500, media mtu 1500

current outbound spi: 88688F28

inbound esp sas:

spi: 0x800022D3(2147492563)

transform: esp-3des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 200, flow_id: 1, crypto map: aptmap

sa timing: remaining key lifetime (k/sec): (4607997/3559)

IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0x88688F28(2288553768)

transform: esp-3des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 201, flow_id: 2, crypto map: aptmap

sa timing: remaining key lifetime (k/sec): (4607997/3550)

IV size: 8 bytes

replay detection support: Y

outbound ah sas:

outbound pcp sas:

svl-6#show crypto engine conn act

ID Interface IP- Address State Algorithm Encrypt Decrypt
1 Ethernet0/0 209.165.202.226 set HMAC_MD5+3DES_56_C 0 0
200 Ethernet0/0 209.165.202.226 set HMAC_MD5+3DES_56_C 0 24
201 Ethernet0/0 209.165.202.226 set HMAC_MD5+3DES_56_C 21 0
HXER

. IPSec ZERH
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