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Endpoint Network Access Device Identity Services Engine
3 g— L
=
EAP/MAB Authentication RADIUS Access Request

- -

- No licenses are allocated during authentication
EAP/MAB Success RADIUS Access Accept

RADIUS Accounting Start
-

N An ISE Base license is allocated. ISE Plus and/or ISE
: Uicense Aliocated) ~ Apex licenses may be allocated in addition to the
- == Network Session o R Base if any Plus/Apex features were used in the ISE
rd authorization policy matched by the endpoint.
¥
Endpoint disconnect ! RADIUS Accounting Stop . N
- - _ The endpoints network session has ended. All

licenses allocated to the session return to the pool.
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License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose
Permanent License Reservation to enable all Cisco ISE licenses. Enter the reguired
details 1o enable Cisco ISE licenses. When you click Register, you agree to the terms
and conditions detailed in

@ Smart Software Licensing Reservation

_) Permanent License Reservation

() Specific License Reservation

Cancel Register
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FL . NARSTMEEHTTPSKRE , X % E|Administration > System > Settings.

AIMAEFRES>EN. B IDMED :

Client Provisioning

Proxy Settings

FIPS Mode

Security Settings

Alarm Settings

Posture >
Password regquin
Profiling 0
Protocols 3
Proxy

SMTP Server
SMS Gateway
System Time Confirm Password

APl Settings

Motwork Success Diagnostics >
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On-Prem License Workspace ' Iclllsl (':I{;' admin Workspace & Helo [ o0 v

Smart Software Manager On-Prem

License
Administration

Smart Lice

ng

Tequest 2 -
Track and manage Smar Licensing Request an Account

Gat an Account for your erganization. The Account must be approved by your System
Administrator or System Operator before it can be used.

Requ

st Access o an Existing

Submit a request for access to an existing local Account. Approval must be granted by a Smart
Account Administrator for your local Account.

Manage Account

Modify the properties of your Accounts and associate existing User |Ds with Accounts.
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License Type

Choose Registration Details to acquire pre-purchased license entilements. Choose Permanent License
Reservation to enable all Cisco ISE licenses. Enter the reguired details to enable Cisco ISE licenses. When
you click Register, you agree to the terms and conditions detailed in Smart Licensing Resources.
® Smart Licensing Registration

Permanent License Reservation

Specific License Reservation

“" Registration Details
When you register Cisco ISE in the Cisco Smart Software Manager portal, a unigue 1D called the Registration

Token is displayed in the portal. Copy the registration token displayed in the CSSM portal and paste it here.

Registration Token

You can connect to the Cisco Sman Software Manager either directly or HTTPS proxy
server or Satellite option.

Connection Method

SSM On-Prem server ~ (i)

S5M On-Prem server Host

Note: Cisco Support Diagnostics will not work with S5M On-Prem server registration.

Tier Essantial Advantage B Premier B Device Admin

Virtual Appliance ISE WM License

This enables the ISE features for the purchased licenses to be tracked by Cisco Smart Licensing.

By clicking Register you will agree to the Terms&Conditions. You can download Terms&Conditions on Smart Licensing Resources.

=2 . SSM On-Prem Server HostF EXEX B £On-Prem Server L ELEM E B . 3 AT A Mon-Prem
Server Admin Workspace > Security > Certificates > Host Common Nameﬁ‘%i&?i’ﬁ% .

System Health

Smart Software Manager On-Prem S
Security (X
n Account Passw Event Log
Access APl Toolkit
Management Product Certificate
Accounts Network s

KB/
NOTE: The Host Common Name is typically composed of Host + Domain Name and will look like “www.yoursite.com” or “yoursite.com™. The SSL Server Certificate used
for product communications is specific to the Common Name that has been issued at the Host. Therefore, the Commaon Name must match the Web address you will use to
configure the Cisco Product when connecting to SSM On-Prem. If you change the Common Name, you must resynchronize your Local Account in order for Cisco to issue a
naw CSR

Browser Certificate
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License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose
Permanent License Reservation to enable all Cisco ISE licenses. Enter the required
details to enable Cisco ISE licenses. When you click Register, you agree to the terms

and conditions detailed in Smart Licensing Resources.

(_) Smart Software Licensing Reservation

(_) Permanent License Reservation

(@) Specific License Reservation

SLR Configuration

Standalone/Primary PAN (O

Generate Code
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General Licenses Product Instances Event Log

By Name By Tag

Manage License Tags License Reservation... G—) Show License Transactions ISE Premier Q,

Advanced Search v

[ License Billing Available to Use In Use Substitution Balance Alerts Actions

& |SE Premier Prepaid 100 o To Lower: .4 +38 Actions =

Showing 1 Record
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STEP STEP 2 STEP 3 STEP 4
Authorization Code

Enter Request Code Select Licenses Review and confirm

Product Instance Details
Product Type CISE

uDi PID: ISE-VM-KS

UDI Seral Number: -

Licenses to Reserve

Im order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account.

I @ Reserve a specific license ]

License Expires Furchased Available Reserve

Level 2 Supports substitution

Cisco ISE Virtlual Machine Large multiple terms 4591 49380
Level 3
Cisco ISE Virtual Machine Medium 2024-Mar-14 4860 9942 0
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= Cisco ISE

Deployment Licensing

Glignt Provisioning
FIPS Mode
Socurity Sattings
Alaem Sottings

‘General MOM [ UEM Settings

Posture: >

Profiling

Protacals >

Network Success Disgrostics >

DHCP & DNS Services

Mo Sessions

Administration « System

Caertificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

API Settings

Ovarview APl Service Sertings AP Gateway Senings

APl Services Overview

You can manage Cisco ISE nodes through two sets of AP farmats—External Resthul Senaces (ERS) and OpenAPI,
Starting Ciseo ISE Releass 3.1, new APS are available in the OpendP] format.

The ERS and OpendPl services are HTTPS-only REST APIs that operate over port 443,

Currenily, ERS APis also operate over port 93060, However, port 9060 might not be supporied for ERS APls in later
Cisco ISE releases. We recommend that you only use pon 443 for ERS APls.

Bath the AP services are disabled by default, Enable the AP senices by clicking the commesponding toggle buttons
in the API Service Settings tab.

To use either AP service, you must have the ERS-Admin or ERS-Operator user group assignment,

For more information on ISE ERS AP, please visit:
Ry =

For openapi decumention for ERS, click below:
ERS_V1

For infon ISE Open AP, plaase visit:
hups:f 8 pilswagger-uifindex. html
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Licensing

fapi/wl/license/system/connection-type License - Connection Typs

m fapifwl/license/system/eval-license Licenis - regisiration information
fapi/wl/license/system/feature-to-tier-mapping Licenss - feature 1o ter mapping
m fapi/vl/license/system/register License-registraticn indomation

m fapi/vl/license/system/regliater Liconse - registraton mdamaton

m fapi/wl/license/system/smart-state Liconse - smart boonse inlormation

m fapi/wl/flicense/system/smart=-state Lcense-smar stabe information

m fapi/wlflicense/system/tier-state Getterstate information

m fapi/wl/license/system/tier-state Positersiale information
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