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LPCEZTIMERN , ISEREHEEMELKIRE LTI WRIKE,
PCLEWhttpREREEMEISER AR BARNE , FiZWEPMISETEHNSARNHA,
ARG , NSAEPCLZREZEEFIHREER,

REZEZRE , KRB THRISELEENIRSE & STHFFMNAMEL B 324,
ZRNAMER &M EPC LN EHB 3,

BEFBIE , NAMESRIBIENAME B LA ITEAP-FAST & 1411,
ARERBISEAREZ L ITERBME A RZSTEREARESNHE,

B E 3L
BB A IR dot I xF BRI R EE [,

aaa new-model

aaa authentication dot1x default group radius

aaa authorization network default group radius

aaa accounting dot1x default start-stop group radius
aaa server radius dynamic-author

client 10.127.197.53 server-key Qwerty123
auth-type any

aaa session-id common

ip radius source-interface Vlan1000

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 mac format ietf upper-case
radius iR 55 88RAD1

address ipv4 <ISE server |IP> auth-port 1812 acct-port 1813
key <secret-key>

dot1x system-auth-control




NEEE[RISERFRBEERNFHAFEEEEB[ACL,

ip access-list extended redirect-acl

10 deny udp any any eq domain

20 deny tcp any any eq domain

30 deny udp any eq bootpc any eq bootps
40 deny ip any host <ISE server IP>

50 permit tcp any any eq www

60 permit tcp any any eq 443

ARG LB AR ZREMhttpEER,

device-tracking policy <i& % IR ER 5K B & #7>
tracking enable

interface <interface name>

device-tracking attach-policy <i%#% IR Bz R B& & #>

ip http server
ip http secure-server

THZEEFEFPRRHESZ
Msoftware.cisco.comF 3 THEE X HiRERR. ZE£EFFHREOAMERNEERwebdeploy3X#F-

EF-mBanERES | # ASecure Client 5,

Downloads Home > Security > Endpoint Security > Secure Client (including AnyConnect) >
Secure Client 5 > AnyConnect VPN Client Software

* cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg
* cisco-secure-client-win-4.3.4164.8192-isecompliance-webdeploy-k9.pkg
+ tools-cisco-secure-client-win-5.1.4.74-profileeditor-k9.msi

ISE Bt &
SBR1:EISEL L£3

EEISEL FEZEEFIRMNEHEERwebdeploya |, &S M ZIWorkcenter > Posture > Client
Provisioning > Resources > Add > Agent Resources from Local Disk.


https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.4.74
https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.4.74

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Agent Rescurces From Local Disk
Resources

. Agent Resources From Local Disk

Cisco Provided Packages

secure-,. deploy-k9. pkg

~ Agent Uploaded Resources

Name Version Description

zcureClientDesktopWindow 1... CiscoSecureClientDesktopWir Cisco Secure Client for ...

Cis

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Resources

Mame Version Last Update Description

Mot App le 2024/07/26 1
Sonfiguration . ¢ Not App le 2024/07/
NAM Prafile Not App e 2024/0
CiscoSecureClientComplianceModuleWindows 4.3.4164.... C ... 4.3.4164.8192 2024

Cisco Secure Client Win...

Cisco Secure Client for ...

With CM:
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Agent Ressurces From Local Disk

Agent Resources From Local Disk

Customer Created Packa

Agent Profile

New Profile

Description

Choose Flle) configuration. xml

& SRR EEEE XM

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Se

Client Provisioning Policy
Resources Resources

Client Provisioning Portal
. ! -
1] Duplicate i Delete

~ : Version
Agent resources from Cisco site

Agent resources from local disk aSecureClientCo... 4.3.4164....
Native Supplicant Profile 1tConfig Mot Applic...

re Supplicant Pro... Not Applic...

Agent Posture Profile sAgentlessWind... 5.0.3061.0

AMP Enabler Profile | .
JsXSPWizard 2.7.0.1

NAM Profile AgentProfile Mot Applic...




Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provisioning Policy

Resources

: - Agent Posture Profile
Client Provisioning Portal

Mame
Posture Profile

Description:

Agent Behavior

Parametear

Enable debug log
Operate on non-802.1X wireless

Enable signature check

1EPosture Protocol# s , FESIEHARIN A AR TR IEBEZEBIME RS

EBhHE  tlERERE

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy

Client Provisioning Policy
Resources Resources

Client Provisioning Portal

{] Duplicate i Delete

Agent resources from Cisco site
Agent resources from local disk asecureClientCo...
Mative Supplicant Profile 1wConfig

Agent Configuration e Supplicant Pro...

Agent Posture Profile .
9 aAgentlessWind...

AMP Enabler Profile I .
JsXSPWizard

AgentProfile




EREENLZLEPIHENESHAMEERE | RIFEModule selection 1% ISE Posture, NAMF]
DARTH&E R

Engine Work Centers / Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provisioning Policy ) .
New Agent Configuration

Resources

Client Provisioning Porta

lect Agent Package: CiscoSecureClientDesktopWindows 5.1

* Configuration Name: Agent Configuration

Description:

Description Value Notes

* Compliance Module CiscoSecureClientComplianceModuleW v

Cisco Secure Client Module Selection

ISE Posture

Manzger
| Posture

Network Visibility

EProfile T , %&#ZEPosture INAMER & 3244 , FH 2 &5 Submit,



Overview Network Devices Client Provisioning Policy Elements Posture Policy

Umbrella
Client Provisioning Policy Start Before

Logon
Resources g

Diagnostic
and Reporting &8
Tool

Client Provisioning Porta

Profile Selection

* |SE Posture Paosture Profile

VPN

Network
Access NAM Profile
Manager

Network
Visibility

Umbrella

Customer
Feedback

BARL B/ un BB RS
AWindowsiRER S0 ZF FimiBE REE , FEE LS HoZNAERE,

Overview Network Devices Glient Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Clignt Provigioning Policy . _— ‘ "
Client Provisioning Policy

Rule Namo Identity Groups Operating Systems Othor Conditions Rosults




HRR 7. LA R

BRMAGZLRZLTERBNFANER , BEHAEEISEQRET S ITHEITE

LR 8ARIMM FIRE

ERMR AP FMIRADIUSHEZZ4A |, S AFIAdministration > Network Resources,

Engine Administration / Network Resources

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server 5S¢
Network Devices

Letault Device
Network Devices

Device Security Settings

Name

Description

IP Address 1P : 10.197.213.22

Device Profile

Model Name

Engine Administration / Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Device Type All Device Types e
Network Devices

Default Device

Davice Security Settings

RADIUS Authentication Settings
RADIUS UDP Settings
Protocol RADIUS
Shared Secret
Use Second Shared Secret

Second Shared Secret

CoA Port



https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273

HIR OFRANELIE

EQBERSEEQEENXH , FSMEIPolicy > Policy Elements > Results,

Engine Policy / Policy Elements

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization

For Policy Export go to
Authorization Profilas

LUOowmoaddapie AuLs
it . i & t
f Edit {] Duplicate fii Delete

Profiling Profile

% Cisco
Posture =

& Cisco
Client Provisioning

% Cisco

f£command task T , %&#Rclient Provisioning Portal with redirect ACL,

Dictionaries Conditions Results
Authentication Redirection

Authorization Profile

Autheorization

Authorization Profiles * Name
el Redirection

Downloadable ACLs
Description
Profiling

* Access Type
Postura 3 ACCESS_ACCEPT

Cllent Provisloning > Metwork Device Profile 3% Cisco ~ @
Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

“ Common Tasks
Web Redirection (CWA, MDM, NSP, CPP)
Client Provisioning (F } ACL redirect-acl ~  Value Client Provisioning Portal (defi ~

Static IP/Host name/FODN

Suppress Profiler CoA for endpoints in Logical Profile

SR 10T
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Dictionaries Conditions

Authentication Default Network Access

Allowed Protocols Allowed Protocols

Mame )
Authorization Default Network Access

. Description | pefault Allowed Protocol Service
Profiling

Posture

Dictionaries Conditions Results

Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
Authentication Require cryptobinding TLV

Allowed Protocols Allow PEAPv( onlv for legacy clients

~ B Allow EAP-FAST

Authorization

EAP-FAST Inner Methods
= Allow EAP-MS-CHAPv2
Profilin
< Allow Password Change Retries 3 (Valid Range 0 to 3)
Posturs 8 Allow EAP-GTC

Allow Password Change Retries 3 (Valid Range 0 to 3)
Cliant Provisioning ]
Allow EAP-TLS

Allow Authentication of expired cerificates 1o allow cernificate renewal in Authorization Policy

Use PACs Don't Use PACs
Tunnel PAC Time To Live
90

Proactive PAC update will occur after 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisioning
L Server Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning
Allow Machine Authentication

Machine PAC Time To Live

Enable Stateless Session Resume

Authorization PAC Time To Live
*| Enable EAP Chaining

v & Allow EAP-TTLS

¥ 11Active Directory

KUFISEE N AActive directoryls] , F EIMMRBRKHFE , RIEFEHA,

EE> 5 4 &> 58 & > Active Directory




Engine Administration / Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources Connection Allon

Certificate Authenticat...

ISE Node ISE Node R... Status Domain Controller

PRIMARY Operational C

SR 125K R
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Policy / Policy Sets
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ERELdotIxFMWIEMNLim , [RET KB THERXAN, SHERE> Radius >3R61 HE
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Switch#show authentication session interface te1/0/24 details
0 : TenGigabitEthernet1/0/24

[IF-ID : 0x19262768

MACHEHE : X4X6.XXXX.XXXX

IPveiti st : KAl

IPv4itiit : <client-1P>

FAF & : host/DESKTOP-xxxxxx.aaa.prad.com
R BRI

5 BiE

BEEZNER 24

BERFER . AE

L1FHEE . TEH

BERA£1EID : 16D5C50A0000002CF067366B
1T %% £1EID : 0x0000001f

A4 : 0x7a000017

LHIZREE - POLICY_Te1/0/24




R R B

BRZ5#E 4R : DEFAULT_LINKSEC_POLICY_SHOULD_SECURE ( {£5%4¢150 )
TR - NBER

TERAD  EBTLSE

RSB ERE

URLEEM@ACL : redirect-acl

URLEE[M[

. https://ise33.aaa.prad.com:8443/portal/gateway?sessionld=16D5C50A0000002CF067366A&portal=ee
7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

ACS ACL : xACSACLx-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b0d3

FERBIIE :
FERS
dot1x & 3 3 i B ITh

Switch#sh device-tracking database interface te1/0/24

P 4% 2 th 1k 4% 3% /2 tth 1 452 O VLANSR 0 (LIRS TR AT ]
ARP X.X.X.X b496.91f9.568b Te1/0/24 1000 0005 4mn ™ i [A139# =10

HLm L RIFEERIISEAREZ LM HIER , F R EStart A THAE IR LN REBF.

Google Chrome isn't your default browser Set as default

cISCco Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start



https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2
https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

Recent download history ®

Client Provisioning Portal : —
@ cisco-secure-client-ise-network-
assistant-
win-5.1.4.74_pk3-3.aaa.prad.com_8443_
Device Security Check WPTsDtDOROSunsnMYBIglg.exe
Your computer requires security software to be installed before you can connect to the network. 3.0 M8 = Done
Unable to detéct Posture Agent Full download history 2

+ This is my first time here

You must install Agent
accessing the network
Agent

fter instaliation, Agent will sutomatically scan your device
before allowing you access 1o the network
You have 4 minutes to install and for the system scan to
complate

Click here 1o download and inst

[P ¥

Tip: Leave Agent running so it will automatically scan your
device and connect you faster next time you access this
nebwork

3-"": You have 4 minutes to install and for the complance
check to complete

+ Remind me what to do next

BEHERUNAZENSANAEF.

o Client Provisioning P

SmartScreen can't be reached right now

Device Security Check
Your computer requires security software to

nartScreen is

unreachable and can't help you decide if this :

Publisher
stant-win-5.1.4.74_pk3-

I#E , NSANISEFAZ2EFFinRETHAZRALREZ21TE, NAMERNNAMEL & 34




configuration.xml,

FOViSiDning ® Cisco Secure Client - Downloader

The Cisco Secure Client - Downloader is installing Cisco Secure
Client - Network Access Manager 5. 1.4.74. Please wait...

etwork Setup Assistant

Running Cisco Secure Client - Downloader...

() 2022-2024 Cisco Systems, Inc. Csco, Cisco Systems and Cisco Systems
kogo are registered trademarks of Cisco Systems, Inc and/or its affiliates in the
U.S. and certain other countries,

ZENAMEAREFN B RT. B Yes.



I . . g
o Client Provisioning ownloadi

The Cisco Secure Client - Downloader update checks have
been completed.

evice Security Check
ur computer requires security software ta

B " Cisco Secure Client

Cisco Secure Client - Network Access Manager 5.1.4.74

Do you want to restart your computer now?

Yes

o You must restart the system for the configuration changes to take effect
for:

No

SE=% : EAP-FAST
PCEFHEBZERAFEEE , NAMFETEAP-FASTYX B P Mt EH 34T B 4RI,
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"% Cisco Secure Client = >

AnyConnect VPN:
Ready to connect.

30
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FISESREY HEH |, LumPl AR R AT FAN,

NE , FHRUEMETNAME & S4B E HEAP-FAST , EAP-Chaining% R 7B,



pk3-3/511201330/230
user
host/DESKTOP-OSCE4APT
PRAD
MuthentcationPaksed

Dt sl

Unknoean Access

Issued PAC type=Machine Aanhorization with axpiration timas:
=i Gl 2 07006 024

1 'I||I|'|.‘l_: |‘I oL

hauining Farsash Usar ard mascking both succesded

Dot1x Policy -

Charf sy

usar 1 @asn pred com

usar 1 @aaa prad com

DESKTOR-QSCEAPIS@ana. prad com

DESKTOR-SCEA F-'f'-|-$ﬁl-:|:|.=| prad oom
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AnyConnect VPK:

n Use a browser to gain access.,

| v Connect

Web Authentication Required
Network:
ﬁ# Connected { b
Nl ) |
wired - R —
ISE Posture:
Compliant.
Metwork access allowed. Scan Again
[ |

0 @ et

CoAELImZ 21T HMEME , MELRE I RIFH R KK,
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SR :NAMEL B 345

ZENAMER G |, £PC _L#Y LR R AR I IENAMED B 32 configuration. xmI 2 B 1FE

C:\ProgramData\Cisco\CiscoZ £ & F~ ¥\ £& 15 [a] B E 8 \system

» ThisPC » Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client > Network Access Manager » system

Name Date modified Type Size

|2 configuration 7/26/2024 4:53 PM XML Document 7KB
B internalEonfiguration 7/27/2024 12:27 AM XML Document 3 KB
|2 userConfiguration 7/27/2024 12:27 AM XML Document B

E=% . NAMY R B&IER
MESEREHZLEFWER , RAELRRE BF.



AnyConnect VPN:
Ready to connect.

SMEIME>HFREEDTF, EFEnable Extended LoggingE i%&4E .
BB IR K/NMZEE R 100 MB,

EYRIBJE , #EHDiagnosticsELX ik L BIZEDARTEH,



1 I ' I ' "
asco Oecure Client

Status Overview Network Access Manager
Configuration | Log Settings | Statistics Message History
AnyConnect VPN
Use extended logging to collect additional information about product operations.
Network
[*]Enable Extended Logging

ISE Posture IHv: | off v|

Filter Driver: l off v ‘

[J credential Provider

B Packet Capture

Maximum Packet Capture File Size (MB):

Collect diagnostic information for all
i led © -

Diagnostics

HEAEIEFED ERNAMBITHEN T RN EAES.
B=4 Y LAVFE

EXBRHEEAXELRER , UEEBRdotIXMEE @R E,
debug ip http all

debug ip http transactions

debug ip http url

set platform software trace smd switch active RO aaa debug

set platform software trace smd switch active RO dot1x-all debug
set platform software trace smd switch active RO radius debug

set platform software trace smd switch active RO auth-mgr-all debug
set platform software trace smd switch active RO eap-all debug

set platform software trace smd switch active RO epm-all debug

set platform software trace smd switch active RO epm-redirect debug
set platform software trace smd switch active RO webauth-aaa debug

set platform software trace smd switch active RO webauth-httpd debug



EFAE
show logging

show logging process smd internal
EM% ;. ISELWEIR
WEEBLUTEMNISEXFREART , EFHRAHITRE

o RE

- P

-

- IE1THITAAA

e nsf

« NSF&iFE

« gt
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
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