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Configuration = > Wireless~ » Wireless Global

Default Mobility Domain * default

RF Group MName* default

Maximum Login Sessions Per User® 0

Management Via Wireless O

Device Classification

AP LAG Made U

Dot15 Radio O

Wireless Password Policy None v | @O
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Configuration ~ > Tags & Profiles - > Policy
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Admin Y Associated @ T

Status Policy Tags Policy Profile Name Y Description
| D ] L Y ise-policy
O @ default-policy-profile default policy profile
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Edit Policy Profile *

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL
HTTP hi ‘
TLV Caching IPvd ACL = ~ v ] -
DHCP TLV Caching -
IPv6 ACL | Sea le v
WLAN Local Profiling
URL Filters @
Global State of Device Enabled (&)
Classification .
. Pre Auth r v
Local Subscriber Policy Name | ! v | B
Post Auth | r v | B
VLAN
VLAN/VLAN Group [ 1 v |®
Multicast VLAN ‘ Enter Multicast VLAN

+| Update & Apply to Device
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BREWLC CLIF/E Adot11 TLV Accounting.

vimontes-wlc#configure terminal
vimontes-wlc(config)#wireless profile policy policy-profile-name
vimontes-wlc(config-wireless-policy)#dotll-tlv-accounting
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‘ ~  Policy Service

~ Enable Session Sefyices

Include Node in Node Group  None

Enable Profiling Service ()}
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MEHAREMACHINE LT B L R,

[[] MAC Address Status IP Address

x DASAFO:BIES:9C x  Status A IP Address

[] | oasafo:saes:9c

BRI YK i

Username

Username

bob Victor-5-522

Hostname

Hostname

Location Endpoint Profile Authen...  Authentication ...
Location Endpaiint Profile Authentic: Authentication Polic
Location... Android Default

HREERISEF#NE XM LENAERER. SEREMESD , REEFEHME .

MAG ADDRESS: 0A:SA:F0:03-0%:0C

Threats

ETBEETHMENLREEEIEEF

Vulnarabilities

MFC Encipoint Typs:  Phone (0

Samueg Eloctronics Co.Ld ©
MFC Hardware Model: Samsung Galaxy 522« (0

MFG Qparatiog

Sysiom: Android 13

Authorization P...

Authorization Palicy

Wifi Endpoint Analy...

B TR , EXI&KEIWIiFi_Device Analyticsiil SE %, LD KRB LEMEZWRE SERS ICKBFETRINBUOXLESE , FHAT
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DEVICE_INFO_COUNTRY _CODE

Unknown

DEVICE_INFO_0QS_V

DEVICE_INFO_VEND

DEVICE_INFO_DEVICE_FORM
DEVICE_INFO_FIRMWARE_VERSION

DEVICE_INFO_MODEL_NUM

ERSION

DEVICE_INFO_SALES_CODE

OR_TYPE

PHONE

WHE

Samsung Galaxy S22+

Android 13
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DEVICE_INFO_DEVICE_FORM 0
DEVICE_INFO_FIRMWARE_VERSION  22.180.02.01

DEVICE_INFO_HW_MODEL AX201/AX1650
160MHZ

DEVICE_INFO_MANUFACTURER_NAME LENOVO
DEVICE_INFO_MODEL_NAME 20RAS0C000
DEVICE_INFO_MODEL_NUM LENOVO
20RAS0C000

DEVICE_INFO_0OS_VERSION WINDOWS 10
DEVICE_INFO_POWER_TYPE AC POWERED
DEVICE_INFO_VENDOR_TYPE 3

Windows 104% i

DEVICE_INFO_DEVICE_FORM O

DEVICE_INFO_MODEL_NUM  IPHONE
11 PRO

DEVICE_INFO_OS_VERSION 105 16.4
DEVICE_INFO_VENDOR_TYPE 1
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HEWLCCLIL , AREFKEE X 4EREFREHADOTIITLVIEK., DHCP TLVEEZMHTTP TLVERE,

<{froot>

vimontes-wlc#show running-config | section wireless profile policy policy-profile-name
wireless profile policy policy-profile-name

aaga-override

accounting-list AAA-LIST

dhcp-tl v-caching
dot 11-tl v-accounting
http-tlv-caching
radi us-profiling

no shutdown

ERLIRE , WERWLCHISEL in LM BB R, BUUEREAEHNBIEE ST TR ( MWireshark ) R #r i EREI ST,

RRADIUSIEIK IR AP ULID ( MR LIRMACHEIE ) I8, Hlan , FJAERA TR -

radius.code == 4 & & radius.Calling_Station_ld == "XX-XX-XX-XX-XX-XX""

#KEE , BEFFCisco-AVPair FB U ER 21T HIE S HHIWIF Analytics Data,



INo. tination Pratecol Length Infa
- 172.16.5.112 RADIUS 4976 Accounting-Request id=39

zcific(26)
) ndor=Specific(26) 1=36
8l AVP: t=Vendor-Specific(26) 1=39 vnd=ciscoSystems(9)
i AVP: t=Vendor-Specific(26) 1=36 vnd=ciscoSystems(9)
ndor-Specific(26) 1=49 wnd=ciscoSystems(9)

Vendor ID: ciscoSystems (9)
B VSA: t=Cisco-AVPair(1) 1=43 [val=dotll-device-info=\800\008\008\0235amsung Galaxy 522+

ems (9)
=Cisco-AVPair(1l) 1=27 |val=dotll-device-info=\000\001\000\883WHE
endor=Specific(26) 1=33 wvnd=ciscoSystems(9)

ciscoSystems (9)
&) VSA: t=Cisco-AVPair(1) 1=27 |val=dotll-device-info=\808\802\0080\003MX0
ndor-Specific(26) 1=31 vnd=ciscoSystems(9)
Typ 26
Length: 31
Vendor ID: ciscoSystems (9)
=Cisco-AVPair(1l) 1=25 |val=dotll-device-info=\000'00310008\0011
ndor=Specific(26) 1=40 wvnd=ciscoSystems(9)
26
Length: 4@
Vendor ID: ciscoSystems (9)
=Cisco-AVPair(1) 1=34 |val=dotll-device-info=\0@8\@@4\@0a\nAndroid 13
endor-5pecific(26) 1=37 wnd=ciscoSystems(9)
: 26

Vendor ID: ciscoSystems (9)
isco-AVPair(1) 1=31 |val=dotll-device-info=\0@8\@05008\aUnknown
ndor-Specific(26) 1=31 vnd=ciscoSystems(9)

IEKHFE IR LIRTLVE

FBH | ISEEALIREERTICKBES

FEISElR , ALV XEAHZERFRRE , UBRABWLCEIENRADIUSIEK BIE S EIAISEH EHLE,

R, BUURERISEXHRAIURERE XM, BEXRIMABEZFRFNEAEE  ESHABEXELH.

Component Name Log Level Description Log file Name
¥ Component Name DEBUG ~ x Description Log file Name
nsf DEB...~ NSF related messages ise-psc.log
nsf-session DEB...~ Session cache messages ise-psc.log
profiler DEB...~ profiler debug messages profiler.log
runtime-AAA DEB...~ AAA runtime messages (prrt) prrt-server.log

ZIRH A TR HEBRAV A



AR NERIELHHPSN LS AEHERES.

FiseLocalStorelogE , IBtk-F BB LT EAFMAHEBHAR, AXE | ISEXTMBEITEWIFRDMEUEEACKEES,

<#root>
2023-09-27 18:19:23.600 +00:00 0000035538 3000
NOTI CE Radi us- Accounting: RADI US Accounting start request,

ConfigVersionId=1493,
Device IP Address=172.16.5.169,

User Nane=bob



, NetworkDeviceName=lab-wlc, User-Name=bob, NAS-IP-Address=172.16.5.169, NAS-Port=260613,
Framed-IP-Address=172.16.5.76, Class=CACS:A90510AC0000005BD7DDDAA7:iselab/484624451/303, Called-Station

Cal | i ng- Stati on-1D=0a-5a-f0-b3-b5-9c

, NAS-Identifier=vimontes-wlc, Acct-Status-Type=Start, Acct-Delay-Time=0, Acct-Session-Id=00000018,

Acct-Authentic=Remote, Event-Timestamp=1695838756, NAS-Port-Type=Wireless - IEEE 802.11, cisco-av-pair=
cisco-av-pair=dc-device-name=Victor-s-S22, cisco-av-pair=dc-device-class-tag=Samsung Galaxy S22+, cisco
cisco-av-pair=64:63:2d:6f:70:61:71:75:65:3d:01:00:00:00:00:00:00:00:00:00:00:00, cisco-av-pair=dc-proto
cisco-av-pair=dhcp-option=dhcp-class-identifier=android-dhcp-13, cisco-av-pair=dhcp-option=dhcp-paramet

ci sco- av- pai r=dot 11- devi ce- i nf o=DEVI CE_| NFO_ MODEL_NUM=Sansung Gal axy S22+, ci sco-av-pair=dot1l1-device-ir

ci sco- av- pai r=dot 11- devi ce- i nf 0=DEVI CE_| NFO_SALES CODE=MXO, ci sco-av- pai r=dot 11-devi ce-i nf 0=DEVI CE_I NFO

ci sco- av- pai r=dot 11- devi ce-i nf 0=DEVI CE_| NFO_OS_VERSI ON=Androi d 13, ci sco-av-pair=dot1l1-device-i nfo=DEVI (

ci sco- av- pai r=dot 11- devi ce- i nf o=DEVI CE_| NFO_VENDOR _TYPE=2,

cisco-av-pair=audit-session-id=A90510AC0000005BD7DDDAA7, cisco-av-pair=vlan-id=2606, cisco-av-pair=met
cisco-av-pair=cisco-wlan-ssid=VIcSSID, cisco-av-pair=wlan-profile-name=ISE-AAA, Airespace-Wlan-Id=1, Ac
RequestlLatency=15, Step=11004, Step=11017, Step=15049, Step=15008, Step=22083, Step=11005, NetworkDevic
NetworkDeviceGroups=Device Type#All Device Types,

CPMsessi onl D=A90510AC0000005BD7 DDDAAY

, TotalAuthenLatency=15, ClientLatency=0, Network Device Profile=Cisco, Location=Location#All Locations
Device Type=Device Type#All Device Types, IPSEC=IPSEC#Is IPSEC Device#No,

Eprrt-serverlog L , ISEETREINITRHEBESREATHEE , SEWIFDHTEM. H M CalingStationl DRICPM Sessionl DF & B4R
BRERIEWN A TE ML,

<#root>

Radius,2023-09-27 18:19:23,586,

DEBUG, 0x7f 50a2b67700,
cntx=0000192474,sesn=iselab/484624451/304,
CPMsessi onl D=A90510AC0000005BD7 DDDAA7

Cal | i ngSt ati onl D=0a- 5a- f 0- b3- b5- 9¢

, FramedIPAddress=172.16.5.76,

RADI US PACKET: :

Code=4( Account i ngRequest)
Identifier=39 Length=934

[1] User-Name - val ue: [bob]



[4] NAS-IP-Address - value: [172.16.5.169] [5] NAS-Port - value: [260613] [8] Framed-IP-Address - valu
26] cisco-av-pair - value: [dot11-device-info0=<00><00><00><13>Sansung Gal axy S22+] [26] cisco-av-pair -

[26] cisco-av-pair - value: [audit-session-id=A90510AC0000005BD7DDDAA7] [26] cisco-av-pair - value: [v

B=% AREUEERMBELIRESD R

RE , BEPofiler B R Z U RE BEER, Profiler. logEUETHI RS B B H B H R IRE K,

<#root>
2023-09-27 1
8:19: 23, 601 DEBUG [ Sysl ogLi st ener Thr ead]
[[1] cisco.profiler.probes.radius.SyslogMonitor -:::::-
Radi us Packet Received 1266
2023-09-27
18: 19: 23, 601 DEBUG [ Sysl ogLi st ener Thr ead]
[[1] cisco.profiler.probes.radius.SyslogDefragmenter -:::::- parseHeader inBuffer=<181>Sep 27 18:19:23
Cl SE_RADI US_Accounti ng 0000000297
3 0 2023-09-27 18:19:23.600 +00:00 0000035538
3000 NOTI CE Radi us- Accounting: RADIUS Accounting start request
, ConfigVersionId=1493, Device IP Address=172.16.5.169,
User Nane=bob

, NetworkDeviceName=lab-wlc, User-Name=bob, NAS-IP-Address=172.16.5.169, NAS-Port=260613, Framed-IP-Add
Called-Station-ID=00-1le-f6-5c-16-ff,

Cal I i ng- Stati on-1 D=0a-5a-f 0-b3-b5-9c

, NAS-Identifier=vimontes-wlc, Acct-Status-Type=Start, Acct-Delay-Time=0, Acct-Session-Id=00000018, Acc
Event-Timestamp=1695838756, NAS-Port-Type=Wireless - IEEE 802.11, cisco-av-pair=dc-profile-name=Samsung
cisco-av-pair=dc-device-class-tag=Samsung Galaxy S22+, cisco-av-pair=dc-certainty-metric=40,

cisco-av-pair=64:63:2d:6f:70:61:71:75:65:3d:01:00:00:00:00:00:00:00:00:00:00:00, cisco-av-pair=dc-proto

18: 19: 23, 601 DEBUG

[SysTlogListenerThread][[]] cisco.profiler.probes.radius.SyslogMonitor -:::::-
Radi us Packet Received 1267

2023-09-27
18: 19: 23, 601 DEBUG

[SysTlogListenerThread][[]] cisco.profiler.probes.radius.SyslogDefragmenter -:::::- parseHeader inBuffe

Cl SE_RADI US_Accounti ng 0000000297 3 1

cisco-av-pair=dhcp-option=host-name=Victor-s-S22, cisco-av-pair=dhcp-option=dhcp-class-identifier=andro

ci sco- av- pai r=dot 11- devi ce- i nf o=DEVI CE_| NFO_MODEL_NUM=Sansung Gal axy S22+, ci sco-av-pair=dot11-device-ir



ci sco- av- pai r=dot 11- devi ce- i nf o=DEVI CE_| NFO DEVI CE_FORME1, ci sco-av- pair=dot11-devi ce-i nf o=DEVI CE_| NFO (

ci sco- av- pai r=dot 11- devi ce- i nf o=DEVI CE_| NFO_ VENDOR _TYPE=2, ci sco-av- pair=audit-sessi on-i d=A90510AC00000(

, cisco-av-pair=vlan-id=2606, cisco-av-pair=method=dotlx, cisco-av-pair=cisco-wlan-ssid=VIcSSID,
cisco-av-pair=wlan-profile-name=ISE-AAA, Airespace-Wlan-Id=1, AcsSessionID=iselab/484624451/304,

KinBHERCEN.

<#root>
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7:: : :-
Devi ce Anal ytics data 1: DEVI CE_I NFO_FI RMARE_VERSI ON=[ WH6]
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-
Devi ce Analytics data 1: DEVI CE_| NFO_SALES_CODE=[ MX(
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-
Devi ce Analytics data 1: DEVI CE_| NFO_DEVI CE_FORMH[ 1]
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-
Devi ce Analytics data 1: DEVI CE_I NFO_OS_VERSI ON=[ Androi d 13]
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-
Devi ce Analytics data 1. DEVI CE_| NFO_COUNTRY_CODE=[ Unknown]
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]
cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::-

Device Anal ytics data 1: DEVI CE_| NFO VENDOR TYPE=] 2]



<#root>
2023-09-27 18:19:23,602
DEBUG [ RADI USPar ser-1-thread-2][[]]

cisco.profiler.probes.radius.RadiusParser -:A90510AC0000005BD7DDDAA7::::- Endpoint: EndPoint[id=,name=
MAC: OA: 5A: FO: B3: B5: 9C

Attribute:AAA-Server value:iselab Attribute:Acct-Authentic value:Remote Attribute:Acct-Delay-Time valu
Attribute: DEVI CE_| NFO_COUNTRY_CODE val ue: Unknown Attri bute: DEVI CE_| NFO DEVI CE_FORM val ue: PHONE Attri bute

Attribute:Device IP Address value:172.16.5.169 Attribute:Device Type value:Device Type#All Device Type

BHERSMATNLRITEF. TITRESBRTME , FOERTNEEXMH.

<#root>
2023-09-27 18:19:24,098
DEBUG [ pool - 533-t hr ead- 35]
[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-
Pol i cy Androi d matched OA: 5A: FO: B3: B5: 9C (certai nty 30)
2023-09-27 18:19:24,098
DEBUG [ pool - 533-t hr ead- 35]
[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-
DEBUG [ pool - 533-t hr ead- 35]
[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-
Pol i cy Androi d matched OA: 5A: FO: B3: B5: 9C (certainty 30)

com.cisco.profiler.infrastructure.profiling.ProfilerManager$MatchingPolicyInternal@l4ec7800

$£ME . COAMEH B RRIE

BWIFRE DB EREERN , ISEATALKRIKEIEKIECOA,

<#root>

2023-09-27 18:19:24,103

DEBUG [ pool - 533-t hr ead- 35]

[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-

Endpoi nt OA: 5A: FO: B3: B5: 9C I dentityGroup / Logical Profile Changed/ WF device analytics attribute char
2023-09-27 18:19:24,103

DEBUG [ pool - 533-t hr ead- 35]



[[1] cisco.profiler.infrastructure.profiling.ProfilerManager -:A90510AC0000005BD7DDDAA7::62cc7al0-5d62-
Condi ti onal CoAEvent with Endpoint Details : EndPoint[id=62caa550-5d62- 11ee- bf 1f - b6bb1580ab0d, nane=] MAC.
Attribute:AAA-Server value:iselab Attribute:Airespace-Wlan-Id value:1 Attribute:AlTowedProtocolMatched
Attribute: DEVI CE_| NFO_ COUNTRY_CODE val ue: Unknown Attri bute: DEVI CE_| NFO DEVI CE_FORM val ue: PHONE Attri bute

Attribute:DTLSSupport value:Unknown Attribute:DestinationIPAddress value:172.16.5.112 Attribute:Destin

BiESHRE THRISEGWLCKIZCoA, BEE RECoAFWEIFIIERERKIES,

111 2823-09-27 12:19:24.357572 172.16.5.112 172.16.5.169 244 CoA-Request id=13

112 2023-89-27 12:19:24.361138 172.16.5.169 172.16.5.112 RADIUS 111 CoA-ACK id=13

> Frame 111: 244 bytes on wire (1952 bits), 244 bytes captured (1952 bits)
> Ethernet II, Src: WMware_b3:f@:73 (00:50:56:b3:f0:73), Dst: Cisco_5cilb:iff (00:le:f6:Sc:le:ff)
> Internet Protocol Version 4, c: 172.16.5.112, Dst: 172.16.5.169
» User Datagram Protocol, Src Port: 41448, Dst Port: 1788
~ RADIUS Protocol
Code 3)
Packet ide ] Bxd (13)
Length:
Authenticator: d622a25b73d3b2b475cf5d4ad2b@absSc

- AVP: t=Calling-Station-Id
Type: 31
Length: 19
Calling-Station-Id: @A:SA:F@:B3 9
> AVP: t=Event-Timestamp(55) ep 2 . Bp0p0BRR8 CST
> AVP: t=Message-Authenticator(88) 1=18 va Ffdh2 5451e98alcef2laf
-« AVP: t=Vendor ecific(26) 1=43 vnd=cisc [
Type: 26
Length: 43
Vendor ID: ciscoSystems (9)
sco-AVPair(1) 1=37 val=subscriber:reauthenticate-type=last
ndor-Specific(26) 1=41 vnd=ciscoSystems(9)
(7]

« AVP: t=Vendor-Specific(26
Type: 26
Length: 49
Vendor ID: ciscoSystems (9)
] : -AVPair(l) 1=4

p23-09-2 ! 16 RADLUS 244 CoA-Refuest 10=13

2023-09-27 . .16.5.112

2023-09-27 .16, .16.5.112 RADIUS 480 Access-Request id=55
114 2023-99-27 12:19:24.386280 172.16.5.112 172.16.5.169 RADIUS 167 Access-Challenge id=55
115 2023-09-27 12:19:24.397689 172.16.5.169 172.16.5.112 RADIUS 557 Access-Request id=63
116 2023-09-27 12:19:24.400463 172.16.5.112 172.16.5.169 RADIUS 167 Access-Challenge id=63
117 2823-99-27 12:19:24.413943 172.16.5.169 172.16.5.112 RADIUS 728 Access-Request id=71
118 2023-09-27 12:19:24.456036 172.16.5.112 172.16.5.169 RADIUS 1179 Access-Challenge id=71
119 2823-99-27 12:19:24.477148 172.16.5.169 172.16.5.112 RADIUS 557 Access-Request id=79
120 2023-09-27 12:19:24.481172 172.16.5.112 172.16.5.169 RADIUS 1175 Access-Challenge id=79
121 2823-99-27 12:19:24.496743 172.16.5.169 172.16.5.112 RADIUS 557 Access-Request id=87
122 2023-09-27 12:19:24.499981 172.16.5.112 172.16.5.169 RADIUS 289 Access-Challenge id=87
123 2023-99-27 12:19:24.546538 172.16.5.169 172.16.5.112 RADIUS 715 Access-Request id=95
124 2023-89-27 12:19:24.553619 172.16.5.112 172.16.5.169 RADIUS 218 Access-Challenge id=95
125 2823-99-27 12:19:24.568869 172.16.5.169 172.16.5.112 RADIUS 557 Access-Request id=183
126 2023-89-27 12:19:24.571945 172.16.5.112 172.16.5.169 RADIUS 201 Access-Challenge id=183
127 2823-99-27 12:19:24.584229 172.16.5.169 172.16.5.112 RADIUS 594 Access-Request id=111
128 2023-09-27 12:19:24.588165 172.16.5.112 172.16.5.169 RADIUS 232 Access-Challenge id=111
129 2023-09-27 12:19:24.599493 172.16.5.169 172.16.5.112 RADIUS 648 Access-Request id=119
139 2023-09-27 12:19:24.624360 172.16.5.112 172.16.5.169 RADIUS 247 Access-Challenge id=119
131 2023-99-27 12:19:24.638515 172.16.5.169 172.16.5.112 RADIUS 592 Access-Request id=127
132 2023-09-27 12:19:24.642039 172.16.5.112 172.16.5.169 RADIUS 280 Access—Challenge id=127
133 2023-09-27 12:19:24.654578 172,16.5.169 172.16.5.112 RADIUS 557 Access=-Request id=135
134 2023-09-27 12:19:24.677792 172.16.5.112 172.16.5.169 RADIUS 330 Access-Accept id=135
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/release_notes/b_ise_33_RN.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214153-collect-support-bundle-on-cisco-identity.html
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