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External RESTful Services (ERS) Online SDK

Quick Reference Network Device
APl Documentation
| Filoer Policy » Onverview
] Guast Lotatisn » Resource definition
| Gues1 Smip Netification Configer + Revision History
-‘::: :::. « Update-By-Name
] Gumsa s « Delate-By-Name
_ | Masypot Portal + Get-By-Name
| P Ta SGT Mapping « Get-By-d
| B Ta SGT Mapplog Crosp « Update
| ISE Service Information « Get-All
+ Delete
« Create .‘__
« Get Version
il + Bulk Request
+ Manitor Bulk Status
.| Mevwork Devige Group
| Node Details
| P Node Deails with Radius Sei
.| Portal
| Poetal Theme: Overview
.| Profiler Profile
| Pull Deployment Info
| Pagrid Node
.| Pagrid Settings. Network Device AP allows the client to add, delete, update, and search Network Devices. In this documentation, for each avaitable AP you will find the request syntax including the required headers and a
| Radlius Server Sequense response exampde of a successful flow. Please note that each API description shows weather the APl is supported in bulk operation, The Bulk section is showing only ‘create’ bulk operation however, all
) Ee1) e ather operation which are bulk supported can be used in same way.
| SMES Sarvar
| SXP Connections.
| S%P Local Bindings
L] 83P Wpns. Please note that these examples are not meant to be used as is because they have referonces fo DB data.
| security Geoups You should treat it as a basic template and edi! it before sending to server.

.| Security Groups ACLs.
| Security Groups te Virtsal Netwo
| Seif Beglstered Portal

Spoador

Back to top
Resource definition

Attribute Required Default value
String Yes

String No

Description
Resource name
Resource UUID, mandatory for update

name
+ Dewveloper Resources i
L
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o

+ Quick Reference Network Device
Back to
e S
| Filter Policy
| Guest Logation
L Ciokia Sty NeAlSeation Configur

| Guest Ssid
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.| Guest User

L Hotipat Paseal

1P To SGT Mapping

L 1P To SGT Mupging Group.

| Pagrid Settings
| Radliug. Server Stquente
| BestiD $tore

.| SMS Sarvar

| Security Groups ACLS
| Security Grougs to Virtual Netws

Request:

Meathod: POST

| e https://10.201.230.99 /ers/config/utworkevice
| HTTP 'Content-Type' Header: application/smi | apphcation/json
HTTR "Accept’ Header: application/xmi | apglication/json

HTTP 'ERS-Media-Type" Header (Not Mandatory): network netwarkdevice.1.1
HTTP "X-CSRF-TOKEN' Header (Required Only if Enabled from GUN):  The Token vakue from the GET X-CSRF-TOKEN fetch request

| Request Content:
el

<7aml versien="1,0" encoding="UTF-8"7r
“nal “zat re.isa.cisco.con® xalne)
<authanticationSsttingss

<dtLaequiraditroos /dtlshequizeds

“ere.iss.cisco.con’ depoription="example nd” nas

= Rt tpa /o], 07g/ 2601 /XMLSchems” xmlminpl="sTs. isn. cisco.con” xalnm:

5
skeyEscrypticaKeyr12I456TH90123454</ kayEnerypt ioakey>

yisputFor
<sessagehithesticatorCodeXey>121456TR901 21456789 0< /messagehutient icatorcodokey=
d PRy

</authenticationdettings>
“ooaPort>1700</ coaPart™

et T —
“HotworkDovicoIFLists
<HetworkDoviceIrs
<ipaddroassl.1.1.1</ipaddrasss
<masks 124/ Basks
i </Hetvorkbuvicell> i
| e/MsvworidevicsIPLists i
| HenwerkbeviceGTouplisu> |
H <HtworkDovLoeCroup> ion#All Looat. oup> i
<NetworkDeviceGroup=Device TypefAll Device Types</NetworkDevicedroups
i </MotworiDeviceGrospList> i
| profileNasesCiscor/prafileSasar !

gur

Plus sy Lrues  saeTrApgue Ty

tingFelicy pimat
Interval>3600</pollingIntervals |
H <rnCnmmnn i Ee aaa frofmmmi rv> i
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GET

Type

EE ; BRIEEPostmanLtBETEZE , FNRBETRNAL,

Authorization s o I/ Pre-request Script 2sls Setting Cookies

Basic Auth Username ERS-USER

e wer Password /



£ AXMLBIZENAD
FERAXMLAIZEEBRADIUS TACACS, SNMPHTrustSeci& ERITESTNAD1,

1. ESDKFMBIE TS , G HMITREURAELO IR SR , SR T8 AL,

2. % F|Headersit M+ 3 NAPIAAE BFFEM IR , SDKHFTR. RLEBXAM TR :

P https://10.201.230.99:9080/ers/config/networkdevice/name/Test Copy [E) save

Params Autharization « Headers (11} Body Pre-request Script Tests Settings Cookies
Headers & hidden
Key Value Description ==+ Bulk Edit
Content-Type application/xml
Accept application/smil
ERS-Meadia-Type netwaork.netwarkdevice. 1.1
Response
o M
EIEXBX , REEFRFRE, X VFERNESIZNADATENXMLER
3. BEEXZBL , REERER. XAFENMCIZENADRTERNXML o
il https:{10.201.230.99:9060/ers/config/networkdevice/name/Test Copy [ save
Fost ’
Params Authorization Headers (1) Body Tequ Settings Cookies
nong form-data w=www=-form-urlencoded @ raw binary GraphQL XML -~ Beautify
1
Response

4 XMLERM TR (RBEFTEEURE)

<?ml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmIns:ns0="network.ers.ise.cisco.com" xmins:xs="Schema XML Fil€"

xmlns:nsl="ers.ise.cisco.com” xmins.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1">

<authenti cationSettings> <dtlsRequired>true</dtlsRequired> <enableK eyWrap>tr ue</enableK eyWrap>


https://www.w3.org/2001/XMLSchema

<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>A SCI | </key| nputFormat>

<messageA uthenticatorCodeK ey>12345678901234567890</messageA uthenti catorCodeK ey>
<radiusSharedSecret>cisco123</radiusSharedSecret> </authenti cationSettings> <coaPort>1700</coaPort>
<dtlsbnsName>Domain</dtlsDnsName> <NetworkDevicel PList> <NetworkDevicel P> <ipaddress>NAD | P Addr ess</ipaddress>
<mask>32</mask> </NetworkDevicel P> </NetworkDevicel PList> <NetworkDeviceGroupList> <NetworkDeviceGroup>L ocation#All
Locations#l AB</NetworkDeviceGroup> <NetworkDeviceGroup>Device Typet#All Device Types#Access-L ayer </NetworkDeviceGroup>
</NetworkDeviceGroupList> <profileName>Cisco</profileName> <snmpsettings> <linkTrapQuery>tr ue</linkTrapQuery>
<macTrapQuery>tr ue</macTrapQuery> <originatingPolicyServicesNode>Auto</originatingPolicy ServicesNode>
<pollinglnterval>3600</pollingl nterval > <roCommunity>aaa</roCommunity> <version>ONE</version> </snmpsettings> <tacacsSettings>
<connectModeOptions>ON_L EGACY </connectM odeOptions> <sharedSecret>cisco123</sharedSecret> </tacacsSettings> <trustsecsettings>
<deviceA uthenticationSettings> <sgaDeviceld>TESTNAD1</sgaDevicel d> <sgaDevicePassword>cisco123</sgaDevicePassword>
</deviceAuthenticationSettings> <deviceConfigurationDeployment> <enableM odePassword>cisco123</enableM odePassword>

<execM odePassword>cisco123</execM odePassword> <execM odeUsername>Admin</execM odeUsername>
<includeWhenDeployingSGTUpdates>tr ue</includeWhenDeployingSGTUpdates> </deviceConfigurationDepl oyment>
<pushldSupport>fal se</pushldSupport> <sgaNotificationAndUpdates> <coaSourceHost>ise3- 1test</coaSourceHost>
<downlaodEnvironmentDataEvery X Seconds>86400</downlaodEnvironmentDataEvery X Seconds>

<downl aodPeerA uthorizationPolicyEvery X Seconds>86400</downl aodPeerA uthorizationPolicy Every X Seconds>

<downl0adSGA CL ListsEvery X Seconds>86400</downl 0adSGA CL ListsEvery X Seconds>

<otherSGADevicesToTrustThisDevice>fal se</otherSGADevicesToTrustThisDevice>

<reAuthenticationEveryX Seconds>86400</reA uthenticationEvery X Seconds>

<sendConfigurationToDevice>fal se</sendConfigurationToDevice>
<sendConfigurationToDeviceUsing>ENABLE_USING_COA</sendConfigurationToDeviceUsing> </sgaNotificationAndUpdates>
</trustsecsettings> </ns0:networkdevice>



AR FEEE , REE<enableKeyWrap>{falseltrue}</enableK eyWrap>iR B Ntruedt , FEEFE/LIT. &N , ATLM
XMLEMRPHIBRERARE

<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>ASCI | </keyl nputFormat>
<messageA uthenticatorCodeK ey>12345678901234567890</messageA uthenti catorCodeK ey>

BALUMNERTHBRTEENERE | RERZEENENADHRREREERMNHRIFEE T, flan , XE2MEENER , BNRE
TACACSELEAEE, TICFrEMNEE WM , BEREN RS </n0 : networkdevice> &R,

<?2xml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmlns:nsO="network.ers.ise.cisco.com" xmins:xs="Schema XML File"
xmins:nsl="ers.ise.cisco.com" xmlns.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1">

<NetworkDevicel PList> <NetworkDevicel P> <ipaddress>NAD | P Addr ess</ipaddress> <mask>32</mask> </NetworkDevicel P>


https://www.w3.org/2001/XMLSchema

</NetworkDevicel PList> <NetworkDeviceGroupList> <NetworkDeviceGroup>L ocation#All Locations#l AB</NetworkDeviceGroup>

<NetworkDeviceGroup>Device Type#All Device Types#Access-L ayer </NetworkDeviceGroup> </NetworkDeviceGroupList>
<profileName>Cisco</profileName> <tacacsSettings> <connectM odeOptions>ON_L EGACY </connectM odeOptions>

<sharedSecret>cisco123</sharedSecret> </tacacsSettings> </ns0:networkdevice>

5. FrawlI X MLAE AR L U ZIBody#RRE T o

6EIRPOSTIER /3% , ¥ Mhttps://{ | SE-ip} /ers/config/networkdevice , AR/F#E EHSend, MB—YIEBEH

]

POST

Params

none

BHEERMZ,

https:/f10.201,.230.99:9060/ers/config/networkdevice/name/Test Copy

w https://10.201.230.99/ers/configinetworkdevice /

Authorization e Headers {13) Body Pre-request Script Tests Settings

form-data x-www-form-urlencoded @ raw binary GraphQL XML -

CULWILACUENY LEUIMEN LUE LEEVE LY ASECONUS 200800 § QUK LE0UENY L LOMNENUUE TAEVE LyASECUNuS >
<downlaodPeerAuthorizationPolicyEveryXSeconds>86400</downlacdPeerAuthorizationPolicyEveryXSeconds>
<downloadSGACLListsEveryXSeconds>86400</downloadSGACLListsEveryXSeconds>
<otherSGADevicesToTrustThisDevice>false</otherSGADevicesToTrustThisDevice»
<refuthenticationEveryXSeconds>86400</reAuthenticationEveryXSeconds>
<sendConfigurationToDevice>false</sendConfigurationToDevice>
<sendConfigurationToDevicelsing>ENABLE_USING_COA</sendConfigurationTeDeviceUsing>
</sgaNotificationAndUpdates>
</trustsecsettings>

59 </nsB:networkdevices

Body Cookies (2) Headers (19) Test Results & staws

Pretty

1

201 Created

Raw Preview Visualize XML~ =2

7.8 M ITNADMGET A AT &EISE NADFIRHIANADER S E0IEE,

791 ms

, 18R1% & %1201 Created’H

B save
|
Cookies
Beautify
-

Size: 122 KB [3) Save as Example  ses

® Q



515 Werkspa: https:(/10.201.230.99:9060/ers/config/networkdevice/name/Test Copy
GET w https://10.201.230.99/ers/eonfiginetworkdevice

Params Authorization & Headers (13) Body » Pre-request Script Tests Settings

Headers < 10 hidden

Key Value
Content-Type application/json
Accept application/fjson
ERS-Media-Type netwark.networkdevice 11

Body Cookies (2) Headers (15) Test Resulls

() save &

Description

@ Status: 200 OK Time: 237 ms  Size: 313 KB

Fretty Raw Preview Visualize JSON =

wa BATA 4 ML LS LS A S e 2 B LA LB 1 LIRS T ¥ ] U A S L L LS G O L g
52 “type": “application/json"

53 1

54 1

55 i

56 "id": "afe572d@-5bcc-1lee-%9ab7-9ad46445hd41",

57 “name": “TESTNAD1®,

58 “description”: “"This NAD was added via ERS API",

59 "link": {

&0 "rel": "self",

61 “href": “https://10.201.230.99/ers/config/networkdevice/afe572d0-Shee-11ee-9ab7-9a4464450d4£",
62 "type": "application/json"

63 i

&4 E,

a5 i

L] "id": "63efbc2@-4f5a-1led-b560-6e77681e732e",

67 "name": “Wireless-980@",

68 "description”; "Wireless Controller C9868",

69 "link": {

2! "ral®: "colf*
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4 Add 4, import t; Export f Oelete
O Name 1PMank Frofile Name Location Type Description
O TesTHADI 1001432 = Ciaco () LAG LS ccense Layer This NAD was added via ERS ARI

{HEFHJISONBIZENAD
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[ hitps:{10,201,230.99:9060/ers/config/networkdevice/name/Test &) Save -~

POST Send -
Params Authorization e Headers (12) Body » Fre-request Script Settings Cookies
Headers 8 hidden

Key Value Description «+  Bulk Edit Pr
Content-Type applicationfjson
Accept applicationfjson
ERS-Media-Type network.networkdevice 1.1
BT N ) AR = == e
3IBEIENEL , REEFRRIR. X AV EKE N 0 ZNADFT & # ISONHE AR .
i https:/10.201.230.99:9060/ers/config/networkdevice/name/Test Copy Save

i ;
Params Autharization » Headers (1) Body Trequ Settings Cookies

nong form-data w=www-form-urlencoded @ raw binary GraphQL XML -~ Beautify

1

Respanse

4. JSONERMHAM TR (BBEEEERE)

{ "NetworkDevice": { "name": "TESTNAD2", "description": "This NAD was added via ERS API", "authenticationSettings": {
"radiusSharedSecret": "cisco123", "enableKeyWrap": true, "dtisRequired": true, "keyEncryptionKey": "1234567890123456",

"messageA uthenticatorCodeK ey": "12345678901234567890", "keylnputFormat": "ASCII" }, "snmpsettings': { "version": "ONE",
"roCommunity”: "aaa", "pollinglnterval": 3600, "link TrapQuery": true, "macTrapQuery": true, "originatingPolicyServicesNode": "Auto" },
"trustsecsettings': { "deviceAuthenticationSettings': { "sgaDeviceld": "TESTNAD?2", "sgaDevicePassword": "ciscol123" },
"sgaNotificationAndUpdates': { "downlaodEnvironmentDataEveryX Seconds": 86400, "downlaodPeerAuthorizationPolicyEveryX Seconds':
86400, "reAuthenticationEveryX Seconds': 86400, "downloadSGA CL ListsEveryX Seconds': 86400, "otherSGADevicesToTrustThisDevice'":
false, "sendConfigurationToDevice": false, "sendConfigurationToDeviceUsing": "ENABLE_USING_COA", "coaSourceHost": "ise3-1test" },
"deviceConfigurationDeployment": { "includeWhenDeployingSGTUpdates": true, "enableM odePassword": "cisco123", "execM odePassword":
"ciscol23", "execModeUsername”: "Admin" }, "pushldSupport”: "false" }, "tacacsSettings': { "sharedSecret": "cisco123",
"connectModeOptions': "ON_LEGACY" }, "profileName": "Cisco", "coaPort": 1700, "dtlsDnsName": "Domain”, "NetworkDevicel PList": [ {
"ipaddress": "NAD IP Adress’, "mask": 32} ], "NetworkDeviceGroupList": [ "Location#All Locations", "Device Type#All Device Types' ] } }



AR BSMEE , REEenableKeyWrap® : {false|true} , & B Ntruedt , FEET —1T. AN , AT LA ISONER A
HERMERB AR :

"keyEncryptionKey": "1234567890123456", " messageA uthenticatorCodeK ey": "12345678901234567890", "keylnputFormat": "ASCI " %
ALMERPRBRTEENEE , IR E S BIENADE K 5R & Z R BE.

5. J¥rawfy ISONE Az 4 Ik BIBody#r3k T o

6.IERPOSTER 1573% |, #hMhhttps.//{ | SE-ip} /ers/config/networkdevice , AAE# oiSend, MR —YIEBIEMR , SN iZEFI201 Createdid

BEHBERNZ,



ace [ hitps:/f10.201,230.99:8060/ers /config/networkdevice /name/Test Copy

f —
POST v hupsi/10.201.230.99/ers/configinetworkdevice K \NN e |
|
Params  Authorizatione  Headers (13) Bodye  Pre-request Script  Tests  Settings Cookies

@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON - Beautify
1 .
2 “NetworkDevice": § |
3 “name”: "TESTNADZ",
4 “description”: "This NAD was added via ERS API", -
5 “authenticationSettings®: { =
] “radiusSharedSecret”: “ciscel23”, »
7 “enableKeyWrap": true, 1
] "dtlsRequired": true, 5
9 "keyEncryptionKey": "1234567890123456",

1@ "messagefuthenticatorCodeKey": "12345678901234567899", .

11 "kavTanutEarmat® - "AQCTT" "

Body Cookies (2) Headers [17) Test Results

Pretty

1

7. B3 ITNADMGET A A SR EISE NADFRIFIANADR S E Bl &,

Raw Preview Visualize JEON v =

& Status: 201 Created Time: 678 ms  Size: 103KB [ Save as Example s

@ Q

s © | https:f/10.201.230.99:9060/ers/configinetworkdevice/name/Test Copy Save v ra -
‘ GET i https:/10.201.230.99/ers/config/networkdevice
Params Autherization e Headers (13) Body » Pre-request Script Tests Settings Cookies
® none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON ~ Beautify

1

2 “NetworkDevice": {

3 "name”: "TESTNADZ",

4 "description”: *This NAD was added via ERS API",

5 "authenticationSettings™: {

6 “radiusSharedSecret": “ciscol23”,

7 “enableKeyWrap®: true,

8 "dtlsRequired®: true,

9 "keyEncryptionKey": "1234567890123456",

19 “messageduthenticatorCodekey”: “12345678901234567890"°,

11

PlrauTnnutEarmat®: "ASCTT®

Body Cookies (2) Headers (18) Test Results

Pretty

57
58
59
60
61
62
63
64
65
66
&7
68
69
T8
71
72
73
T4
75

Raw Preview Visualize JSON ~ =
ESTNADL",
“description™: "This NAD was added via ERS API",
“link": {

“rel": “self",

€ Status: 200 OK Time: 58 ms  Size: 374 KB [J) Save as Example «

B Q

“href": “https://10.201.230.99/ers/config/networkdevice/afe572d0-5bcc-11ee-%9ab?-9add6445bd4f",

“type": “application/json”

“id": "9dd45268-5bd7-11ee-9ab7-92446445bd4E",
“name”: "TESTNADZ",
“description®: “This MNAD was added via ERS API",
“link*: §

“rel": "self”,

“href": “https://10.201.230.99/ers/config/networkdevice/9dd45a60-5bd7-11ee-9ab7-9a446445bd4£",

“type": “application/json"
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