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Intune Integration Architecture

End User

@ = Wired or Wireless @ @ == |ntune

y ™ Azure Active Directory
ISE authenticates to the Azure AD token issuance
endpoint and requests a Customer Specific
« Customer Register’s to Azure -k e e > Get
. lmegration works with oAuth 2.0 The Azure AD token issuance endpoint validate Token
5 ¥ : e - quest and issues the access token.
« Cert's are validated (instead of just taking the MDM‘é%-ﬂ?— ---------------------------
+ Upload ISE Cert on to Azure
ISE uses the access token (NOT the username and password) to
5 authenticate to Microsoft Intune authenticates to the Azure AD
Authenticate M >
Microsoft Intune responds with successfull unsuccessful Authentication
B e e
Auth to NAD Radius Server = ISE
s Suthito | | ISE Checks MDM Policy
Link Up Unregistered, Compliant and non-compliant use cases
""""""""" Accounting Start Enforce Policy where applicable (COA etc ..) isE L
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g Certificate X

General petails Certification Path

[ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
» Proves your identity to a remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: portal.azure.com

Issued by: Microsoft IT S5L SHAZ2

Valid from 7/21/2017 to 5/7/2018

Issuer Statement
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L Settings  # Manifest [ Delete

Display name Application 1D

[SE_test bb735el3-a22e-40ee-9a12-934bad33 7713
Application type Object ID

Web app / AP f33bb654-54fa-45c2-a51e-ad4 a1 5a5af
Home page Managed application in local directory
https/ faewecisco.com ISE_test
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2. Microsoft Intune API
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Add a permission ~ Grant admin consent for pavagupt-tme
APl / Permissions name Type Description Admin consent requ... Status

 Arure Active Directory Graph (3)

Directory Read Al Delegated Read directory data Yes 0 Granted for pavagupt-t

Directory Read All Application Read directory data Yes @ Granted for pavagupt-t

User Read All Delegated  Read all users' full profiles Yes @ Granted for pavagupt-t
 Imtune (1)

get_device_compliance Application Get device state and compliance information from Micros... Yes @ Granted for pavagupt-t

" Microsaoft Graph (T)

Directory Read All Delegated  Read directory data Yes @ Granted for pavagupt-t
Directory Read All Application Read directory data Yes @ Granted for pavagupt-t
offline_access Delegated  Maintain access to data you have given it access to No © Granted for pavagupt-t
openid Delegated  Sign users in No @ Granted for pavagupt-t
User Read Delegated  Sign in and read user profile No @ Granted for pavagupt-t
User.Read.All Delegated  Read all users’ full profiles Yes @ Granted for pavagupt-t

User Read All Application Read all users’ full profiles Yes @ Granted for pavagupt-t



Settings X Required permissions

2 5 + Add e Grant Permissions

GEMERAL API APPLICATION PERMI... DELEGATED PERMIS...
' Properties > Microsoft Graph 1 4

‘= Reply URLs ? Microsoft Intune AP 1 0

s Owners > Windows Azure Active Directory 2

APl ACCESS
Required permissions >

Keys b

TROUBLESHOOTING + SUPPORT
}( Troubleshoot >

' New support request >
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Edit manifest
L8 Settings & Manifest [0 Delets = Xr i # Edit A Upload ¥ Download
oI5 name
e 1f
2 | appld": "86397alc-bB6d-4caf-3@86-8786eeadfabe”,
Wi 3 "appRoles™: [1,
Managed application in local d 4 | "availableToOtherTenants": false,
ISE L "displayName”; “ISE",
& & "errorurl™: null,
7 | "groupMembershipClaims”: null,
] "optionalClaims™: null,
9 "acceptMappedClaims”: null,

Nk BR-ATEBHISONNL S, BORETHERS BE , ANSEHK,

F=2%  NIETRSHISERZUER, EPANL |, S ZE Adminisration > System > Certificates > System
certificates , 1E3FDefault self-signed server certificate , ARG 8 o Export. 1 Export Certificae only ( ERIA
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Administration > Certificates > System Certificates

System Certificates For disaster recovery it is recommended to export certificale and private key pa

@ CiscoISE | J/ Edr | |dF Generate Self Signed Certfficate | (5= Import Delete || J- view

Friendly Name Used By Portal group tag &] Issued To

¥ ise-1
8100 LR BTNl E:tienhcauon Default Portal Certificate
%? Client Machine M ES(-r:'cc:s Egod:aoim SubC =:-1m|n_ Poital: Group ‘ ks ise-1.demolocal
p===--BEGIN CERT Delete this line ol i pxGrid
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= Microsoft Azure 2 Search resources, services, and docs (G+/) I

5

Home > self | App registrations >

ISE | Certificates & secrets =

. £ Search (Cmd+/) | « Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable locatior
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B overview
% {Evsclaitam Certificates
#" Integration assistant (preview) Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys,
Manage T Upload certificate
B Branding Thumbprint Start date Expires
3) Authentication BC618ABBCASBE40E4F21EA3D25B3D33E0FOCACH3 4/3/2020 4/2/2025
Certificates & secrets BOC1360BCCD305F2D53E265668D5D8499ADEI3AS 4/5/2020 44472025

' Token configuration

= APl permissions

RSN

FH 1= 1TPowerShellid 12 LUFIE b #5# W BASE64 7 E G EH S A Azure JSSONB#E XX, M
Windowsf# FHWindows PowerShellz;Windows PowerShell ISER B2 F. A TGS :

$cer = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
$cer.Import(“mycer.cer”)

$bin = $cer.GetRawCertData()

$base64Value = [System.Convert]::ToBase64String($bin)

$bin = $cer.GetCertHash()
$base64Thumbprint = [System.Convert]::ToBase64String($bin)

$keyid = [System.Guid]::NewGuid().ToString(Q



$£=% : REE sbasesaThumbprint, $hasesavalue, Ml skeyid , AT F—F B, PRAEXEEERIMFISONE
BX keyCredentias FH FBRIANER T TAR -

15 "identifierUris": [

16 "https://rumaiacisco.onmicrosoft. com/239c7déd-12d6-453c-8d3e-acta/Bldchsl™
17 | L,

18 "keyCredentials": [],

14 "knownClientApplications™: [],

A, FERRZEUTIRFERE

"keyCredentials": [
{
“customKeyIdentifier”: “$base64Thumbprint_from_powerShell_for_PPAN”,
“keyId“: “$keyid_from_above_PPAN“,
"type": "AsymmetricX509Cert",
"usage": "Verify",
"value": "Base64 Encoded String of ISE PPAN cert"
3
{
“customKeyIdentifier”: “$base64Thumbprint_from_powerShell_for_SPAN”,
“keyId“: “$keyid_from_above_SPAN“,
"type": "AsymmetricX509Cert",
"usage": "Verify",
"value": "Base64 Encoded String of ISE SPAN cert"

}
1,

B=H . LECRER sson XHEIAzurel 1, BAMERIE keyCredentiais MISE £ FRYIES o
HAMBRIRELT



18 "keyCredentials": [

19 {

28 "customkKeyIdentifier”: "wteOPVePuMBwUeFNBSs22fkDYZE=",
21 "endDate™: "2819-81-22T11:41:817",

22 "keyId": "eb7bl833-3248-4283-98a36-c3ccchToRded”,

24 "startDate": "2018-81-22T11:41:817",

24 "type": "AsymmetricX589Cert”,

25 "usage": "Verify",

26 "walue": null

27 s

28 {

29 "customkeyIdentifier"”: "BSZz6@fZKHGNO6gAMvE43swIZOko=",
34 "endDate™: "2@19-81-85T14:32:38Z",

31 "keyId": "B6462723-544b-423d-8e5e-223df3521423",

32 "startDate": "2818-@1-85T14:32:387",

33 "type": "AsymmetricX589Cert”,

34 "usage": "Verify",

35 "walue": null

36 ks

37 {

38 "customKeyIdentifier”: "GM1Dp/1DYiNknFIJkgjnTbjoSnk=",
29 "endDate™: "2&18-12-86T18:46:327",

48 "keyId": "2edSb262-cedb-4cla-Bala-c@abb82ae3cl”,

41 "startDate": "2817-12-86T16:46:327",

42 "type": "AsymmetricX589Cert”,

43 "usage": "Verify",

44 "walue": null

45 1.

%*ﬁ . iﬁfi% , J:'fﬁjﬁ , vaue L}{T:T:Eﬁ keyCredentials 7R null ﬁﬁ%Microsoftﬁn“%E‘i%ﬂMﬁE’\J ) +
AFEE-RLEEEIXEE,

MISE=F R ITMDMBR S35 AT & #Y 18 7] LA & %Il Microsoft Azure AD Graph API Endpoint F OAUTH 2.0 Token Endpoint.



Endpoints

FEDERATICMN METADATA DOCUMENT

| https://loginmicresaftonline.com/82fbd1 |E

W5-FEDERATION SIGN-ON ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

SAML-P SIGN-ON ENDPOINT

| https:/flogin.microsoftonline.com/82fb... JE

SAML-P SIGN-OUT ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

MICROSOFT AZURE AD GRAPH APl ENDPOINT

| https://graphwindows.net/82fbd165-f... JE

OAUTH 2.0 TOKEN ENDPOINT

| https:/flogin.microsoftonline.com/82fb... |E

OAUTH 2.0 AUTHORIZATION EMDPOINT

| https://loginmicrosoftonline.com/82fb... JE

WIMTEISE GUIRE A X LB, SH1ZE Administration > Network Resources > Externa MDM  FE R INETARSS 88 -

ISE Intune

B3 & B M 41t 48 5%> Microsoft Azure AD Graph API4 i

EFiRID {Registered-App-Name} >R fID

S hEM A URL||Z& > OAuth 2.0 k4K ik




MOM Servers = Intune

Name* | Intune|

Server Type | Mobile Device Manager Y| @

Authentication Type | OAuth - Client Credentials  » | @

Auto Discovery Yes Y @

Auto Discovery URL * hitps:/figraph.windows._net/82fod 165132 3-4a38-aeb8-734056d25101 @

Client 1D = 86397a1c-b06d-4ca-al86-0786eeadfabe

Token Issuing URL * hitps:/login. microsoftonline. com/82fhd 165-1323-4a38-aeb8-734056d251 01/ oauth2A @

Token Audience * hitps:/fapi.manage microsoft. com/

Description
Polling Interval * 240 (minutes} @
Status Enabled v

_ Test Connection

BEZKGE , RS E R Aenabled,

MDM Servers
= Refresh 4 Asd Dupicale & Edt 8 Trach Triter~ @Downicad~ &+
Name Status Service Pravider MDM Server Server Type Description
Intune B Enabled Microsoft fel msub03 manage microsoft. com Mobie Device Manager 4+

WUE S EHERR

E Fsun.security.validatorException#y“Connection to the server failed”



° Connection to server failed with:

sun.security.validator.ValidatorException:
PKIX path building failed: sun.security.provider.certpath.SunCertPathB
uilderException: unable to find valid certification path to requested target

Please try with different settings.

SR FETRACER A ERAUT B ERERFHSD

* portal (guest.log)
* mdmportal (ise-psc.log)

* external-mdm (ise-psc.log)
% "'/F *\Aﬁ |se~psclogs(-fac ‘t:

* 2016-10-17 12:45:52,158 DEBUG [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::- Clientld -
ad6a6fd7-4a31-4471-9078-59ch2bb6abab, Token issuance endpoint - https:/login

* microsoftonline.com/273106dc-2878-42eb-b7c8-069dcf 334687/0auth2/token, Resourceld/App Id uri - https.//graph.windows.net

* 2016-10-17 12:45:52,329 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Certificate Friendly
Name -USMEM-AMO01-| SE.Sncorp.smith-nephew.com#USM EM-AM01-1 SE.Sncorp.smith-nephew.c

* 0om#00003

* 2016-10-17 12:45:52,354 DEBUG [admin-http-pool9300][] cisco.com.mdm.authtoken.MdmCertAndK eyUtil -::::- Result of
command invocation

* 2016-10-17 12:45:52,363 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Result of command
invocation

* 2016-10-17 12:45:52,364 DEBUG [admin-http-pool9300][] cisco.cpom.mdm.authtoken.MdmCertAndK eyUtil -::::- Successfuly

decrypted private key

® 2016-10-17 12:45:52,794 ERROR [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::- Thereisa
problem with the Azure certificates or | SE trust store. sun.security.validator

¢ .ValidatorException: PKIX path building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid
certification path to requested target

* 2016-10-17 12:45:52,794 ERROR [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::- Unable to
acquire access token from Azure

* java.util.concurrent.ExecutionException: javax.net.sd.SSL HandshakeException: sun.security.validator.Validator Exception:
PK1X path building failed: sun.security.provider.certpath.SunCertPathBuilder Exception

* :unableto find valid certification path to requested target

ﬁif\%gg’rk graph.microsoft.com iE:F'} , ijﬂﬁ:ltt_ﬁﬁto


https://login
https://graph.windows.net

‘graph.windows.net

& Secure | it

This XML file does not appear to have any style information associated with it. The document tree is shown below.

¥<error xmins="http://schemas.microsoft.com/ado/2007 /88 /dataservices/metadata™ xmlns:xsds"http://www. w3, org/2001/XHLSchema™ wmins:xsi=“http://www. w3 . org/ 2001/ XMLSchema-instance™>
<coderRequest_DataContractVersionMissings/coder
¥imessage xml:lang="en"»
The specified api-version is invalid. The waluve must exactly match a supported wersiom.
{/messager
<ferror>

B=F B loker BIRHARBIEFHEAES



a Certificate -t

General petails Certification Path

B Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of @ remote computer
» Proves your identity to @ remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: graph.windows.net

Issued by: Microsoft IT TLS CA 2

Valid from 9/26/2017 to 9/26/2019

Issuer Statement

OK
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° Connection to server failed with:

Failed to acquire auth token from Azure AD. Error validating credentials. Client assertion contains an invalid
signature. [Reason - The key was not found., Thumbprint of key used by client:
'105D6E9BAOF5D6EACCF8AS562DE81C1C6450CBEES,

Configured keys: [Key0:Start=03/14/2018, End=12/17/2018, Thumbprint=pZ0CqWkpVzZluEez;]] Check if
either ISE certificates not being uploaded or problem with certificates already uploaded to App on Azure AD

Please try with different settings.

M

BE , YERHUME son XS EEIRNISEIEPEE, ERNEFREXH LHBAzurezdl , BRIERE
EVEFEEMEE -

"keyCredentials": [
{
“customKeyIdentifier®: “$base64Thumbprint_from_powerShell_for_PPAN”,
“keyId“: “$keyid_from_above_PPAN*,
"type": "AsymmetricX509Cert",
"usage": "Verify",
"value": "Base64 Encoded String of ISE PPAN cert"
1,
{
“customKeyIdentifier®: “S$base64Thumbprint_from_powerShell_for_SPAN”,
“keyId“: “$keyid_from_above_SPAN*,
"type": "AsymmetricX509Cert",
"usage": "Verify",
"value": "Base64 Encoded String of ISE SPAN cert"
}

1,

£ —NROIETFTFEPANFISANNZ R, BIRMPowerSheliZ{THIAH S A [E#RIBASEC4E., =
R EBFENY , FEFEREER.

$cer = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
$cer.Import(“mycer.cer”)

$bin = $cer.GetRawCertData()

$base64Value = [System.Convert]::ToBase64String($bin)

$bin = $cer.GetCertHash()
$base64Thumbprint = [System.Convert]::ToBase64String($bin)



$keyid = [System.Guid]::NewGuid().ToString()

BICE R X EE{H sbases4Thumbprint, $base6avalue F skeyid Z1“HL B — F7 R A H B B AR,

T iEMAzure ADIREY B 210 UE 5 18

o Connection to server failed with:

MDM Server API error

Connection Failed: 401:Unauthorized: the MDM server is
not reachable

Please try with different settings.

ﬁﬁ , %EqﬂﬂyAzure@FHE%TIEﬁﬁE@*XFEE# ) éﬁiﬁt%ﬁﬁ portal.azure.com.gﬁﬁf‘fﬂ'{ﬂgmﬁﬁE:ﬁ.l-.EEﬁ
E@E'& ) #Eﬁﬁﬂ(iﬁ Grant Permissions %)K&QZEO

o Connection to server failed with:

Failed to acquire auth token from Azure AD. There is a
problem with the Azure certificates or ISE trust store.

Please try with different settings.

-

HISEZ R AR FEMAURLHIREISERREIMIEHRE , 2HIMEE . BRTENCAREISES



FEF, MREISENZEEFRHFIREBNIEBFRBNDAFTE , FRITRESHRANRE
2, UEEFERENNE.

EESEYS
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« Azure — BiIrsE

« Azure - Quickstart : [EMicrosoft& 3 & it & R iEF
« Azure Active Directory N ;5%

« BFARZEFFHY - Cisco Systems



https://msdn.microsoft.com/en-us/library/azure/dn645543.aspx
https://azure.microsoft.com/en-us/documentation/articles/active-directory-authentication-scenarios/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-authentication-scenarios/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-integrating-applications/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-integrating-applications/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-integrating-applications/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-integrating-applications/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-application-manifest/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-application-manifest/
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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