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1. BB CentOSIRS RS
1108 AFBREIEB %

nkdir -p /ciscol/engi neer

1.2.8/2HF4.

groupadd tac

13 B TRAFANBEER (XH) , eEERFBETAIREM.

useradd -d /ciscol/engineer -s /sbin/nologin engineer
usernod -aG tac engi neer

XX : v B H/sbin/nologinEf o R R LEBE REHF(SSH) &R,

1.4 850032 B F U E£ 3

nkdir -p /ciscolengineer/repo

1.4.1%E B FXAHRR,

chown -R engineer:tac /cisco/engineer/repo
find /ciscol/engineer/repo -type d -exec chnmod 2775 {} \+
find /ciscol/engineer/repo -type f -exec chnod 664 {} \+

1.5. 81 CentOSER SR EREPHITIERRERN B FH X4
B3 :
nkdir /ciscol/ engi neer/.ssh

chown engi neer: engi neer /cisco/ engi neer/.ssh
chnod 700 /cisco/ engi neer/.ssh

M

touch /cisco/ engi neer/.ssh/authorized_keys



chown engi neer: engi neer /cisco/engi neer/.ssh/authorized_keys
chnod 600 /cisco/ engi neer/.ssh/authorized_keys

1.6.7£sshd_config R4 X 4+ S| BB FRXIR,
EiRSESH , AJLAERvim Linux TEM LSS,

vim /etc/ssh/sshd_config

1.6. 1 FTEAMMEET.

#Subsystem sftp /usr/libexec/ openssh/sftp-server
Subsystem sftp internal -sftp

Mat ch Group tac

ChrootDirectory %

X11Forwardi ng no

Al | owTCPFor war di ng no

ForceConmand internal -sftp

1.7. 51785 UK iEsshd_configR X 4R S,

sshd -t

AR ORBERERRIXHNIEEER.

1.8 &L EHMZSSHRS .

systenct!| restart sshd
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1.9. ( W% ) YmiBsemanage.confXX#F |, FrRHIRE N LT,

vi m /et c/sel i nux/ semanage. conf
¥ Il d5 5 setenforce0.

set enforce0

2. RRISEFEEE

2.1. KB ISER AP RE(GUINR INEE &
SMEEE>SREEF > ERE> RN

T BT T
= Sl v ey Harsmrusl B Mal Pk, Massiaiai v Lo Pl Wira et pElEte S s b S v Thiiald Ciaviis SO
Tmiramest Lizsreing r Ceriiicyisg = Lomping = Weieroee Lo r Bk & Ragicer ¢ Agmis &soess ¥ Setingn
o
Paich Mprespemeni Rapogitcry Lt
e vy {0
el o GeasEE Dep o ol Bt gt bty 4

Mesearinral Mk Pumisn



22 AFRENEBEE.

Roepotiong LS » Add Repository
Repository Configuration
* Reposiiory Name | sftp_pid

* Protocel [SFTP =]

* Secver Name | 10.88.240. 10 |

“Path [/ |

Credentials

* Enatle PH1 autherticaton [

* User Name | engineer

* Passwold

| subrrit JECL

X MREEEVRrepoB XMARIBITHRE F |, Ml B irEERLTZ/repols

Host ey of sftp server must be added throwgh (LT using ‘crypto host_key add” exec command before this
repository can be used. Also ensure that the host key string matches the host name used in the LIRL of the
repository condiguration, To acoess thie P enabied repository, genemte key pairs from the GUI and expoet the
Pl kiry onbo your local maching, Copy this public key onba the PRI enabled SFTP server and a4 It to the
‘suthorined_keys' lile
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3.1. ISE GUI
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el iganiity Services Engine HaEE b CodbladVisbiEy b Dpéiatons i Pabiy
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Enbis passnhrage ;
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AR ESHRAHAZE , BERERERAX,

31.2. 485 KN,

SMEEE>REET>FHRE>SHLHA

RS HAA, FERB NI _rsa.pubBI X4 ( BAREFEZXHURBEXRSE ),
® Opening id_rsa.pub

ou have chosen to open:
id_rsa.pub
which is: PEM file (396 bytes)
from: https:([10.88.240.96

What should Firefox do with this file?
Open with Choose,.,

0 Save File

Do this automatically for files like this from now an.
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3.2. ISE CLI

321 EMEEEHPERFHEREMN T SACLI,
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3.2.2.1a 1Tt B LU LinuxBR S5 25 BV IPA N Elhost_key R XA,

to host key add host <Linux server |P>
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sHCLIZ,



criito kei ienerate rsa iassihrase <iassihrase>

324 FRA RS MISERNCLIS HNAX .

crypto key export <nanme of the file> repository <repository nane>

AR BXTRBUBAITHRINF#EE | TS HEZEFEE,

| ise24htts/admin# crypto key export public repository FTP |
4.— 4t

4.1.%%CentOSHRS 25,

EMEZBEHFEE T authorized_key SXHHIITHK,
4.2 YRER N EA X,

E{Tvima S S B,

vi m/cisco/ engi neer/.ssh/aut hori zed_keys
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sh-res ALLARINGaClyo 2 EARLADACABANABADD ) opgsETREacBaTPLs0rafEr¥aiwsogaTSuTeP Tol+0z 1 t1&0ART I J/PEresw FuraNgluEnSHa L kFOFPAJ rEqol BLATus Ze 1yMa LSt L
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tail -f /var/log/secure
HME R , WEPTR.

[Feat@localtadt =] eall =f fvas/loplfiecuse

;::tl:‘tﬂ:a:’:t-l lesalhopt pehdl GdB1170: Acoeptad publickey for root from LR-J&. L@, 334 part G1LEGF peh3s REA FHATHG: MNHND TATVIDEDO TeepfL DOORIWF UGS
LE £ 1L

Apr 17 21:37:83 lecalhodt dyitend|atd11¥): psa_uvsislayitead-wieor:dednion): dadilon opened Far uder ook by (ulded)

Apr 1% F1:ATiRR lecalhont sehdldfBlld): pas wsdwieshdissssienl; sepplen spingd for user roet by (ulds@)

ApE 1T 21r3BIIF letalhodt sahdlse828001 Aveepred publichey FoF enpinee? fros 18, 24,180,734 port &L184 f4hd! EcBA SHADGE ! MMNEIAVEDEDLT fagP LEDEE AW

FlUupGEXLWLE b selL

Apr 1T RL;RE;IT lesslhont syetesd[Ge82080: pes_vadwieystesd-wrer;eeenion); pespicn opsned for user enginssr by (uidsq)d

ApE 1T 21r3BrIT letalhost sabdlse82el): pas_wadluisibdlsedslionl! sesdien epesed Tor uier englhnedr by [uideB)

2. FISERILE,
£ GUI L &#i EAdministration > System > Maintenance > Repository,
MNEREEINR FEFFMENFREE , RAEEERIE.,
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FECLIF | =178 S show repo sftp_pkiLA R iE Z4R

E# —SERISE , BECLILMITUT®S

debug transfer 7

HPE R , WEAR

HXRER

https://www.cisco.com/c/en/us/td/docs/security/ise/2-

2/admin_guide/b _ise_admin guide 22/b ise _admin_quide 22 chapter 01011.html



https://www.cisco.com/c/zh_cn/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_01011.html
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