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Comnect 3} %) m T (3] 5
= Lﬁ localhost (SQL Server 10.50. 1600 - BABALAND\ac
S
= [ Sy New Database. ..
¥
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U Restore Database...
¥
"3 Daf Restore Files and Filegroups...
Ej Seani) Start PowerShell
_ Server
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1 Manaas
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Database files:

Logical Name | File Type | Fiegoup | Inial... | Autogrowth Path
ISEDB Rows Data  PRIMARY .L2} By 1 MB, unrestricted gro... _I C\Program Files Microsoft SGL Server' M5, .
ISEDB_log Log Mot Appl 1 By 10 percent, unrestrict _| C:\Program Fles'Microsoft SQL Server'MS
Server
localhost
Cornection:
BABALAND\administrator
37 View connection progeries
Ready | | i
Add I Befnowe I
[ ok ] canca |
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Connect> % 3] m T [2] .h

WIN-R4PMESFSC 16\[N..¥_DB - dbo.Table_2* X

_ICoh.lmNﬂne

I

DataType | AllowNuls |

5 |3 WIN-R4PMESFSC16\INFY_MS_SQL_SERV (SQL 4 [ | Username

B C3 Databases
[# [ System Databases
# [ Database Snapshots
= [ NFY_DB
i Database Diagrams
[E 3 Tables
L3 System Tables
|1 FieTables
=1 dbo.Table_1
[ Views
B [ Synonyms
_J Programmability
[ Service Broker
_ Storage
F 3 Security
3 Users
[# [ Roles
[# [ Schemas
F 3 Asymmetric Keys
[ Certificates
[# [ Symmetric Keys

® Ca Daiabase Audit Speciﬁcatimil;l
(3

_| VLAN
Projectld
UserGroup

[

varchar (MAX)
varchar(MAX)
varchar(MAX)

: varchar(MAX)

=18 x|

Allow Mulls
Data Type
Default Value or Binding

B Table Designer
Crillaticn

UserGroup
Yes
varchar(MAX)

<databass default=
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[-/CREATE PROCEDURE [dbo].

Connect~ 37 3] m 7 2] .

[= Lﬂ WIN-R4PMESFSC16\INFY_MS_SQL_SERV (St
= [ Databases
[# [ System Databases
[# [ Database Snapshots
= | ) INFY_DB
[# 1 Database Diagrams
[ 3 Tables
® CJ Views
# [J Synonyms
[ [ Programmability
= [ Service Broker
[+ [_] Storage
® [ Security
[ Security
| Server Objects
[ Replication
[ AlwaysOn High Availability
| Management
[ Integration Services Catalogs
I_f,’.) SQL Server Agent

| @user_id varchar(255)

| AS

IBEGIN
EIIF EXISTS(SELECT Username

| FROM TestTable
| WHERE Username=fluser_id)

Z'—j'iSELEET @,1,2,3, 'This is a very good user’

| FROM TestTable

| WHERE Username=@user_id
| ELSE

| SELECT @, 'ERROR'

[ END
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Help
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= | WIN-R4PMESFSCI6\INFY_MS_SQL_SERV (5t
= [ Databases
# [ System Databases
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B [J meY o8
# [J Datsbase Diagrams
[ [ Tables
H 3 Views
® [ Synonyms
[ A Programmability
[® [ Service Broker
[ [ Storage
M 3 Security
4 [ Security
M 3 Server Objects
= [ Replication
# [ AlwaysOn High Availability
& [ Management
# [ Integration Services Catalogs
& [ SQL Server Agent

f@user_group varchar(255), @result int output
AS
[ZIBEGIN
= IF EXISTS(SELECT *
Elbegin
Set @result=0
Select sgt from TestTable2 where 5GT in
End
Set @result=1
END

FROM TestTable WHERE Usergroup=@user_group)
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External Identity Sources
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QDBC List » Mew ODBC Identity Source
n. 0ODBC Identity Source

* [ Cenvticate Authenticatien Profile
5 Astive Dineetory
£ LosF
(& OoBC
_E RADIUZ Taksn
_E REA Secudd
5 S4ML id Providers
[ Social Login

ODBC List = ISE_ODBC

ODBC Identity Source
General

ODBC DB connection details

* Hostname/lP[: port]

- Connaction

Stored Procadures

*Name | sDa_s0L

Description

Stored Proceguras

bast-ad-ca.cisco.com

* Database namea
Admin username

Admin password

| ISEDB

| ISEDBUSer

AR

*Timeout | 5

Attributes

Attributes

roups

-
| Test connection

*Hetnes | 1

* Database type

Test Connection

Connection succeeded

Micresoft SOL Sen| Stored Procedures

{) Piain text password authentication - Not Configured
«) Plain text password fetching - Not Configured

¢) Check username or machine exists - Not Configured
{) Fetch groups - Not Configured
{) Fetch attributes - Not Configured
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Sampia User or Maching | tearl | i [ Reatrieve Attabutes. |
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» Authentication * Name | SOL AuthZ |
~ Authorization Descripton | 4
* Access Type [ACCESS ACCEPT -]
Authorization Profiles
Downloadable ACLs Network Device Profile &k Cisco| »| @
Lailing Service Template
Track Movemaent

» Posture

Passive Identity Tracking
+ Client Provisioning

¥ Common Tasks

Security Group

¥ VLAN Tag D 31 Edit Tag | |D/Name | 100

Voice Demain Permission

‘Web Redirection (CWA, MDM, NSP, CPP) i

+ Advanced Attributes Settings

| Cisco:cisco-av-pair | =|sDA_sqL:sat
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Result

State

Class

Tunnel-Type
Tunnel-Medium-Type

Tunnel-Private-Group-1D

EAP-Key-Name

cisco-av-pair
MS-MPPE-Send-Key
MS-MPPE-Recv-Key

LicenseTypes

ReauthSession:AC1004320000109702F0Y9BBA
CACSACI004320000109702FDSBE4 POD4-ISE2939504587/330

ifag=1) WLAN

itag=1) 802

itag=1) 400
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afb7 AT 37137 3:d3:7e19:50:8d:32:93:d9:6d:24:0c:03:65:48 . 3616 ec efff . 31:5
b:gdfeddad 1k babd:B0d7:0aeab2

cts security-group-tag=0011-0

s

Base license consumed

Session Events

2017-09-12 04:28:46.89
2017-09-12 04:28:43.708

2017-09-12 04:24:37.459

RADIUS Accounting watchdog update

Authentication succeedead

Authentication succeeded
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AFOUES

External Identity Sources

Certificate Authentication F
Active Direetary
LDAP
ODBC
<5 SDA_SQL
RADIUS Token
RSA SecurlD
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Soclal Login

External ldentity Sources dentity Source Sequences

QDEC Identity Source

General Connection Stored Procedures
—

* Noms SDA_SOL

Doscrigtion

Administration - ldentity Management

Settings

$B2 SHZEIODBCH & L By Stored Proceduresit M+ , LAfECisco ISEHE B 2K T,



= Cisco ISt

Identities Groups External ldentity Sources dantity Source Sequences

> SDA_SOL

External Identity Sources
. QDBC Identity Source

Stored Procedures

nnection

Certificate Authentication F Ge

Active Direetory

LOAP e procedurs tyne

ODBC

SEAuthUser

Plain text passanrd sushentication

<5 SDA_SQL
Piain text password fosching  ISEFetchPasswond
RADIUS Token

Check wsemame or maching exisis

RSA Securll

SAML Id Providers

Fe1eh grovgs

Soclal Login

1 AnnbuLes

for MAC ASIAESE in FORMAL 0 X-X0= XK EX= XX

Seanc

Administration - ldentity Managemeant

Settings

& Advanced Settings
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= Cisco |5t
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> SDM_S0L

External ldentity Sources
3 ODBC Identity Source

Siored Procedures
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Certificate Authentication F

Active Directory

LDAP
ODBC = Select Atiniputes from ODBGC
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RADIUS Token
RSA Securll
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Soclal Login

Administration - ldentity Managemeant

Settings
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—
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QDBC Identity Source
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database>:sgto #£Common TasksT , &2 VLAN,ID/Name i <name of ODBC database>:vlan}{®
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Policy > Add, Put the condition as Identity Source is the SQL server, %4 REESXHER 2 8
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N FEF R R P IDED & 2 B3R 5 R 5 iR

ABBEERIIER

ALAER BENLAF RSN AEIDFE P NEMASEESRA S VLANFSGT,

SR1IGEFAFBENEYE , URREBAFWVLANKISGTEH, SMEEE>-SHEE>RE>A
FAERNEYE, SIBZFMAFBEXNRY , MTRAT.

LA B R T ISERIEFER AR BE LB M.

REERTR BiEkn B (KE) MNE

vian pr 100 C;‘ZS ( BRiAVIanB
cts:security-group-

sgt FrFE 100 tag=0003-0 ( BXIA
SGTf )

. b ESF , VLANE R Rvlan nameHlsgt vaIueL,{‘F/\xE%Ui\:za‘\SGTE’Jmsco -av- palrJ="|$o
bl jdentity Services Engine Home  » ConlextVisibiity — » Operabions  » Policy [EECRu on
F [dentities Grougs R4 L GE';".,' ources dentity Sourte Sequences = Setings

User Custom Attributes

Predefined User Attributes (for reference) oo 8 &,
show | A -] 1
ks Mandatory | Attnbute Name 4 Data Type
d ustom s .
ame
* User Custom Attributes
Aftributs Name Descrigtion Data Type Parameters Default Value Mandatory
| wlan |'\'Ier details of the User IR ng | Max length - 100 | 25 O -
[ sat | [S6T detail of the User | [ string =| [Maxlength - 100 | [ cts:security-grau O =4
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Cisco:cisco-av-pair HNEAF : st
Radius: Tunnel-Private-Group-ID MERAF : vlan
Radius:Tunnel-Medium-Type 802

Radius : BRiERE VLAN

MEFR , R TFAIBAF , BEX Hinternal_userft E ASGTHIVian , 2 HIEE N
InternalUser:sgt#linternalUser:vian,

‘et Identity Services Engine Home  » ContextVishbiity  + Operations » Administraion  » Work Cantars

Policy Sets  Profiing Posture  Clent Provisioning | = Policy Elements
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