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ALL_ACCOUNTS ( 3\ ) : DEALHANKEATUERRBHERASKS . RABERT
, ALL ACCOUNTSAFSMEAHTHNAFRIREALANK A

GROUP_ACCOUNTS ( BiA) : sEAHEANEAEARBEEEHR —KEAHNEEABIENTH
ik, BINERT , GROUP_ACCOUNTSHAF EHEATHWAF R AR ALANKR,

OWN_ACCOUNTS ( i\ ) : 7EAAN KB AREEBEMICENTER, . BRINERLT
, OWN_ACCOUNTSHF EMREFTIHNAFPRLEARBALNEKR,

X 7R 51 AR 45 A B9 AR AE A ik P BREY EALL_ACCOUNTS:

* Account Options

Descripion | Account to manage guesk users

Change password on nesd login L

+* Acoount Disable Policy

Ll Dizable account f date exceeds | 2020-00-21 (¥'yyy-mm-dd)

v User Grou s

ALL_ACCOUNTS (defaul)
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Sponsor Can Manage
L Only accounts sponsor has created
(.} Accounts created by memaers of this Sponsor group

® 4 guest accounts

Sponsor Can

b Update guasts’ contad information (email, Phone Mumber)
1 Viewsprint guests’ passwords
] Send SMS notifications with guests' cradentials
|;’ Resel guasts” account passwonds
L Extend guest accounts
[ Delete guests” accounis
[t Suspend guasts” atoounis
] Require sponsor to provide @ reason
Il Reinstate suspended guests’ accounts
[ Approve andview requests from salf-re gistaring guests
® any pending accounts
) Only pending accounts assigned te this sponszor (i

[ ACCEss Cigco ISE gues! accounts using the programmabc infedace (Guest REST API)

NTAREFREABEERS RESTAPIFRIGEERE , 2EXKEANADRRMNE , B R,
{85 Al Active Directoryiit FF{ER & A

SEENAEEANRNIAF KRS —& , 5838 5 1R (WActive Directory(AD)={LDAP) L #y ik = 1 7] A
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Select Sponser Group Members
Select the user groups who will be membars of this Sponsor Groug
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Extend by

| days (Maximum: §) i}

AWHNRKERPHKSHIEEREEE,

WEIKSEREKSFENBESRNBTEH , TRERBSWM, REFRFERS LEXWERE
BB EREEFERIHNEFKRS . BINMEAT , B15KBEBR—IX,

Action Uzage Guidelines Eligible Accoumnt Siates
Elai Make clssiges io o selocied accoumi AlL exeept Suspenided, Denied
Hescnd Email, text. of prnt accoumnt details for the Active. Created

selected guess

Extemd Adnst the acoess tonne peread or reactivate the | Active. Created. Expared
selected expued e accounts

Saspeis Drsable the sclocted gucst sccoauts withewnt | Active. Created
deleting thiem fiomn e systen

You may be prompled to provide reasons for

'\;.'ilh]lﬂ.'re‘llll.t an agcouenk

[Delete Remove the selected geest accounts froan the | All
Cico [SE database

Reset Password Reset the selected guest passwonds to ramdom | Active, Created
passwoads ad notify the goests of the acconm
details,

Heansiate Enabile the selected suspended guest accounts | Suspendid, Densed

angl approve previonsty dened accounts,

Hednesh Wiew any changes 1o the desplayed accounts. | Not applicable
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RINBERT , ISEB15KBaERT N IEEK, . LE S E I EH 0\ Work Centers)>TH % 148
(Guest Access)>1§:I(Settmgs)ﬁfig'lllﬂ*'5lFﬁ?ﬁﬂﬁ(Guest Account Purge Policy) TZE &,

Guest Account Purge Policy

Parorm an immadiale purge of schadule whaon 10 dalede expired accounts

Date of last purge: un 49 0000

Date of next purge: Sat Jul 04 01

Purge Now

| Schedule purge of expred guest accounts

(=) PUMQE OCCURS ey i5 days (1-368
(3 Purge acturs avany * i weeks [1-52
Day of week* * *

Timve of purge:™ " | 1:00 AM

Expire portal-user infarmakion after® * | G0 1-365 days Applies o
+ [nadive LOAPAD w5 ers
« Unused guest accounts (where accass period stars from first login)

Once eapired, accounts will be purged according 1o the purge policy specified above

TOEERE B8R TAORRIYET A, ISEEER A ¢
- T RIBXRIAT—IRERR. BRI BEEES —/BRIEE (XX ). 2& , BREXRRE -

Ko
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B EAHR B R, Jtl:%ﬁi}\%ﬁﬁfﬁﬂﬂﬂﬁﬁif’éﬁfﬁ,“(PAN)J:EEEE’JH‘IEQXJ::FL“_ﬁo lid
ERIA K BE £ FlElapsedDayssff. Hfth 7l A1 N InactiveDays fPurgeDate.

AR RURBRRIIEEM Y TS EKBRREN B EFKS S B

SR B& £ Administration > Identity Management > Settings > Endpoint Purge & X
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It R Blprofiler.log X 44 & 7R & F GuestEndpoints B B33 30 K #y & i Al B 4 E BR

51 > GuestEndpoinks

Endpoint Identity Group

"Mame  GuestEndpoints

Description I lGuest Endpoints Identity Group

Paren Group

Resal

lenbity Growp Sndpednls

Moddd W ARempwe =

MAC Address Static Group Assgnment EndPoint Profils

2020- 07-09 09: 35: 21, 983 | NFO [ admi n- ht t p- pool 20] [ ]



cpm admin. profiler.action.Profil er Endpoi nt sPurgi ngAction -::- the rule type is : REGULAR
2020-07-09 09: 35: 21,983 I NFO [ admi n- htt p- pool 20] []

cpm adnmi n. profiler.action. Profil er Endpoi nt sPurgi ngActi on
11e6-996¢c- 525400b48521

2020-07-09 09: 35: 21,983 I NFO [ admi n- htt p- pool 20] []

cpm adnmi n. profiler.action. Profil er Endpoi nt sPurgi ngActi on
ENDPO NTPURGE: El apsedDays EQUALS 30

2020-07-09 09: 35: 21,983 I NFO [ admi n- htt p- pool 20] []

cpm admi n. profiler.action.Profil er Endpoi nt sPurgi ngAction -::- purging expression:

Guest I nactivityCheck & Guest EndPoi nt sPur geRul eCheck5651c592- cbdb- 4e60- abal- cf 415e2d4808
2020-07-09 09:35: 21,983 I NFO [admi n- htt p- pool 20] []

cpm admin. profiler.action.Profil er Endpoi nt sPurgi ngAction -::- EPCondition name is :
Guest I nacti vi t yCheck

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []

cpm admi n. profiler.action. Profil er Endpoi nt sPurgi ngAction -::
El apsedDays EQUALS 30

2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []

cpm admi n. profiler.action.Profil er Endpoi nt sPurgi ngAction -::- rulenanme is : 3c119520-8c01-11e6-
996¢- 525400h48521

2020-07-09 09: 35: 21,983 I NFO [ admi n- htt p- pool 20] []

epPurgeRul el D i s : 3bfaffe0-8c01-

purgi ng description:

t he condLabel are : ENDPO NTPURGE

cpm admin. profiler.action.Profil er Endpoi nt sPurgi ngAction -::- the rule type is : EXCLUSI ON
2020-07-09 09: 35: 21,983 I NFO [admi n- htt p- pool 20] []
cpm admin. profiler.action.Profil er Endpoi nt sPurgi ngAction -::- rulenanme is : 3c2ac270-8c01-11e6-

996¢- 525400b48521
2020- 07- 09 09: 35: 21, 983 | NFO [ adni n- ht t p- pool 20] [ ]

cpm admin. profiler.action.Profil er Endpoi nt sPurgi ngAction -::- the rule type is : REGULAR
2020-07-09 09: 35: 21,983 I NFO [ admi n- htt p- pool 20] []

cpm adnmi n. profiler.action. Profil er Endpoi nt sPurgi ngAction -::- epPurgeRulelD is :3c2ac270-8c01-
11e6-996¢c- 525400b48521

2

2020-07-09 09: 35: 21,983 I NFO [ admi n- htt p- pool 20] []

cpm adnmin. profiler.action.Profil er Endpoi nt sPurgi ngAction -::- EPCondition name is :
Regi st er edl nacti vi t yCheck

2020-07-09 09: 35: 21,983 I NFO [ admi n- htt p- pool 20] []

cpm admi n. profiler.action. Profil er Endpoi nt sPurgi ngAction -::
G eater than 30

2020-07-09 09: 35: 26,407 | NFO [admi n- htt p- pool 13][]
cisco.profiler.infrastructure. profiling. EPPurgeRul eEvaluator -::- Started to Update the

Chi | dPar ent Mappi ngMap

2020-07-09 09: 35: 26,408 | NFO [ admi n- htt p- pool 13][]

cisco.profiler.infrastructure. profiling. EPPurgeRul eEval uator -::- Conpleted to Update the

Chi | dPar ent Mappi ngMap

2020-07-09 09: 35: 26,512 I NFO [admi n- htt p-pool 13][]
cisco.profiler.infrastructure.notifications.ProfilerEDFNotificati onAdapter -::- EPPurge policy
notification.

2020- 07- 09 09: 35: 26, 514 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

t he condLabel are :El apsedDays

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Requesting purging.

2020- 07- 09 09: 35: 26, 524 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- New TASK is running : 07-09-
202009: 35

2020- 07- 09 09: 35: 26, 524 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Read

profil er. endPoi nt NumDaysOaner shi pToPan from pl atf orm properties: null

2020- 07- 09 09: 35: 26, 524 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Val ue of number days after which
ownershi p of inactive end points change to PAN: 14

2020- 07- 09 09: 35: 26, 525 | NFO [ Pur gel nmedi at eOr phanEPOaer Thr ead] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Updating O phan Endpoi nt
Onnership to PAN.

2020- 07- 09 09: 35: 26, 530 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Purge Endpoints for PurgelD 07-
09- 202009: 35

2020- 07- 09 09: 35: 26, 532 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]



profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- hostnane of the node ise26-

1. shi vank. | ocal

2020- 07- 09 09: 35: 26, 537 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Search Query pagel | astEpGU D.
Endpoi nt Count 4

2020- 07- 09 09: 35: 26, 538 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Endpoi nt AA: BB: CC: DD: EE: FF

I dentityG oupl Daal78bd0- 8bff-11e6-996¢c- 525400048521 identityG oupGuest Endpoi nts el apsedTi ne30
inactivityTi me0 PurgeDel et eStatustrue Call edStationl Dnull Endpoi nt Fet chedFr omCachet r ue

2020- 07- 09 09: 35: 26, 539 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Endpoi nt AA: BB: CC: DD: EE: 01

I dentityG oupl Daal78bd0- 8bff-11e6-996¢c- 525400048521 identityG oupGuest Endpoi nts el apsedTi ne30
inactivityTi me0 PurgeDel et eStatustrue Call edStationl Dnull Endpoi nt Fet chedFr omCachet r ue

2020- 07- 09 09: 35: 26, 540 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Endpoi nt AA: BB: CC: DD: EE: 03

I dentityG oupl Daal78bd0- 8bff-11e6-996¢c- 525400048521 identityG oupGuest Endpoi nts el apsedTi ne30
inactivityTi me0 PurgeDel et eStatustrue Call edStationl Dnull Endpoi nt Fet chedFr omCachet r ue

2020- 07- 09 09: 35: 26, 540 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr.event. EPPurgeEvent Handl er -::- Endpoi nt AA: BB: CC:. DD: EE: 04

I dentityG oupl Daal78bd0- 8bff-11e6-996¢c- 525400048521 identityG oupGuest Endpoi nts el apsedTi ne30
inactivityTi me0 PurgeDel et eStatustrue Call edStationl Dnull Endpoi nt Fet chedFr omCachet r ue

2020- 07-09 09: 35: 27, 033 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Endpoints Purgel D '07-09-
202009: 35" purged 4

2020- 07-09 09: 35: 27,034 | NFO [ EPPur geEvent Handl er - 20-t hread- 1] [ ]

profiler.infrastructure. probengr. event. EPPurgeEvent Handl er -::- Endpoints Purgel D '07-09-
202009: 35" purged 4 in 504 mllisec nunberof Endpoi nt sRead4
BRERE
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Administration > System > Debug Log Configuration > Select node.
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https://community.cisco.com/t5/security-documents/ise-guest-access-prescriptive-deployment-guide/ta-p/3640475
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
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