HISEHEETLS/SSLIEH
H
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R

BRAEH
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ZEZEEISH
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KEIFPERM

) BRALE
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ISEUFPEEIEH , (BRIGTE SRR IFHAEIELISERS SFIEH
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HISEAHIFPELEENBEERNELN?
AL EELMHES  EHRKBISEN TP MHEHTZEFHRS[IEMEH ?
HARRUEPERMEME , ZEAT?
HXEE
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RN EBBHSEFRMITLS/SSLIES, ISEIEBMMEMAE, MAHMITERES MBEEHERIAR
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FERF A
ER

Cisco BB THELLT & :

A

5

PH:
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1. BRI SRS 512 (ISE)

2. BT HEARTEEBISEMAAAZEBARIE,
3. RADIUSTMY FIAAAE R

4. SSL/TLSHFIX509iE +

5. N A B AR M (PKI) & At



SER A4

R HEPRPERE T Cisco ISERRA2.4 - 2.7RHEMEHIRA, ©EREM2.4MEI2.7HRISE , B2
, BRIEZBULR | EAMEHMISE 2 xERHFMAAE LSRR

AXHEPNEEHRETREXRERNEFNREEEN, A XEFEANMAERZRNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHEELE,

B 35 BRI+

BRE|EPATAFARERBESENSOUBEREXM , ANBERHLZEEE, XEIEHT
REZR (BS|EBFWRILES ) HRIERT RN (ELRBHARHEE ) TLR.

RSEBUAEPEEMELRFZF[HENBZRFQDN ( TLREFR ) , LA BERFES
(*.domain.comF M, KAEMNEN., HEFHBEELABCN)HEBZAB(SAN)FEFER,

BEMAIPEEABEMASS (AESKEEXVSE ) WSSLIEP , A AFE—IMNEEHhH SN E
MzBERZR—UEH, Fla , BERHE P Subject NameAICNESANE AT BEFK LT *.company.com AJ
AT RPUIENEMRENL , A0 servert.com, server2.com, FZH,

BB EEA LA MBSIENFRIE.

-2 MAFETEF-IMNFROILESS , ARERBZHEHEBENHRELTHE,
- A RARKRRENAE , ELARN . B HNBENHIER BT S EREN LA R
27, Rz

ISEUEH

BRISERFELAEMREPK)RHELK, AF. EEASNRELERE  ARSTRAEFHR
BHSETT RZEMNZLBE, PKIKEXS09MFIEFHEAMA T MHENBEZHEENAH , IRKBIEA
PRREFRHENEMIEPHERM. BRISEREEARIIERES

. System Certificates ( RGP ) : XEROEFHIMNRBRISET SRS HFIEE. BNER
ISEff R BN AIES , SMIPEFENAE - EE#ETR L,

- ZEEEPBIFEMHIE P (Trusted Certificates Store Certificates) : X2 A FRIUFRHAISEN &
MARNIEBWIERMRNE(CA)LES, EPRFEERFHXLERETIEEETILER , #8
FE D AN BRISERBBPNFIEHMT [, IEPEFEHETEHATBYODHISER A EBIEH M
AW RISET REBBIES,

REUEH

REEPTRT I EE, BMALHEETEANAR , EAERNT



- Admin : BT RP443LHFMEREE (EEGUI ) . EF , BRI R T H VM A /ERER

1P ATFESSEHFXWeb B HIIUE(CWA)TF, 5%, BYOD, BEFHIFAE. AibiERS5
BITFENTFPRFHTTPES. 8NP AT ETFAMRIE (BRIARRINTFEARIRE) | 38
AP EASERCHIER. RN RE RPN IFARIEEN THERE AT B EHR
BHIERI BRI,

.EAP: X2— 1At LK ATEERASEFL KNP ITE02.1xF BRI, WEH/LFATA
ATBEMEAPHE |, BITNEAP-TLS. PEAP., EAP-FASTZ, X TRREEAPE ( HIIIPEAPH
FAST) , RBAEZE(TLS)ATRIFZIERR, EEVHBENBRLZERRZE , BFWE
u‘%éz—zﬁ | AR S5 850

- RADIUS DTLS : ttA®IEEA FDTLSER (UUDPLMTLSERE ) MEH |, UMBEMK#EE AR

% (NAD)MISEZ AIBYRADIUSHE. NADKAZIEDTLSHING | thIhee = sEIE % T4,

. SAML : RS S|P ATRIPF ESAMLE HRERF(IP)NEE. EEA TSAMLEIERTEE
FEMEMERES , WEER, EAPEHRRIESE,

. ISESEEARIEIRS : B2.6/2 , ISEfAISEEEAERSMARIBRSE BEDICRIZREEE. A
F i EE.

- PxGrid : tiE$H A FISE EBPXGrid RS

LREISER , B2 Default Self-Signed Server Certificate. BRIANIER T , WELE D BELLAEAPE ML, &
A, IjF'ﬂlRADIUS DTLS., BiUHXLAEEIHE JW"BCA:Y,E',%UE'JCAK%EE:FBO

| Issved To Issued By Expiration Date
P
¥+ Cartificate Autharity {
ISE Messaging ot heand iicate Senvces En A P 14 A

T — ! Portal Certificatr . S
W i, o = . hongkongise. fverdale loc Frangkongse mverdale kcal Tue, 14 Ap Wed, 14 Apr 2021
RADIIS DTL

B BRFBRISERSI[AVFQDNAMIPH#E U EBRMBISERSIEBHISANFER, —EKH
, A THRERISERNIEREHRIIFAFUI BRI BRI IEEAMERMNEN | HHMEH
ﬁB%E’JFﬁ*ﬁ‘EMSEﬂﬁ RERANEENE,

EISEIEH A A& A TR 3 A 18 58 BR 444 (PEM) 21 7] 29 4w 55 HL I (DER)

EEFTEHE

WE P AE AU P ATIFMEE  Administration > System > Certificates > Certificate Store AT E Trust for
client authentication ﬁﬁﬁ ;’E{’JIJEM%ISE{EH ﬁgiﬂizﬁ g\ﬁiﬁégﬁﬁdﬁ\ iﬁﬁﬁiﬁf&lSEfﬁ,ﬁ}E{%E’\J iIE:F} o



“dull \dentity Services Engine Home b R ~ Administration

L)

= Syslem b ety Managérment b Network Reso

b Device Portal Management  puGrd Servces Feed Service b Thiest Centric NAC
Deploymerd  Licensing  wCetificates  » Loggng  » Mainienance  Upgrade  » Backup & Restore  r AdminAccess ¢ Seftings
L]

~ Certificate Management Trustad Cartificates

System Certificates JEdt Jeimport | @eEport | MDeete  Oview Show (M k]

Trusted Cenfcaes & Sus Trusted Fos Serial Number Issued To Issued By Vaikd From Expration Date
OCSP Clant Profie B Ensbiad [ 02 00 00 B9 AT 2000
@ Disabled = &A 53 &7 B3 00 00
@ Enabled
B Ensbied e wes 01

Certiicate Sigring Requests
Genificate Penodic Check Setfings

* Certificate Authority B Ensbled

@ Dsabled
B Ensbied
@ Ensbied
B Enabied . 1 a, 1
B Ensbied s s R st ! sun, 9 Jul 2034

B Enabicd f SE ¢ 0000, Ko el e - - ] Nid, 14 Apr 2001
B Enabled
B Enabled
B Enabled
B Enabled
B Enabled
B Enshied
B Enabled
B Enshied
@ Ensbied

EXRES

ZIEBAIYAY , AUBHEPRERIEBER NI RRTER, WRISERFF[IELIH |, Bk
FEGE AT B ROE B B R BRI,

X ORATAT BSHARIEDEAP)WIERTH , ERHFHRIETRELAK , ANE
i A BEEISELES. WRATIFHIEREE , B RN LR TRIIELEZST,,
MREBERFEALEBIH , RREX , X2ELEEERBERISE, HESHRBEAREXF

1E5E 1T

EREXRIEPH

EEEE%&E"J ﬁ g% iE:F} , iﬁ%ﬂﬁﬁ Administration > System > Certificates > System Certificates.iﬁ Generate Self
Signed Certificate.

y Selvice C Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

¥ System = » Identity Management  » MNetwork Resources  » Device Portal Management  pxGnd Services  » Feed Service  » Threat Centric N2

Deployment  Licensing ~ Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management System Certificates , For disaster recovery it is recommended to export certificate and private key pairs
System Certificates / Edit  |dp Generate Self Signed Certificate | [ Import | & Export | |3 Delete || 2 View
Trusted Certificates Friendly Name Used By Portal group tag Issued To
OCSP Client Profile Ll
QOU=Certificate Services Syste
Certificate Signing Requests m Certificate, CN=hongkongise.ri
OJ verdale loca#Certificate Service pxGrid hongkongis
Certificate Periodic Check Settings s Endpoint Sub CA - hongkongis
aHNONNP

B KA 4B Generate Self Signed Certificate T & I F & o

BERIEPREFZFRENERER



. Select Node:(Required)4- R SEIEBFTEN T o

. CN: (R KRIEBESANUALE ) RIABERT , CNRAHEK BSRIEBMISET SHIFQDN,

CHHABMNOU)  ARBMNER, flln, T,

- 4A4(0) - HLREFR , flanCiscoo

L) (BORE ) BB, flaSan Jose,

- M(ST) : (BOHE ) MA , fHlanCalifornia

- BR(QC) : Ex/#thXEF. FEM N FIMNISOESR/MX KB, Hlw , £E,

. SAN : SiFHB%BEAIPHbHE. DNSEHHE —RBARRZ(URI).

- Key Type : EEATRIELNAMEE | RSATKECDSA,

- BEAKE (Key Length) : I8E NN KD, XLIXETAATRSA:512 1024 2048 4096 , X L&
&I A] A FECDSA:256 384,

- EXENWE ERUTRFEEZ—  SHA-15SHA-256,

. Certificate Policies : i AP AR EWIEHKEEOIDHOIDS R, FHESRZEKDBOID,

- Expiration TTL : EEIEH 2 HHN XK.

. Friendly Name : I AME PR FEH. RRIEEEH , ERISELBHAERXNESR H
B RN 5B F.

- RYFEE L (Allow Wildcard Certificates) : b E%EUERBZL BN EEREFIPB(EE
FHHEMCNF/HSANFHDNSEAF B EES()WIEH, Hlin , D ELASANKIDNSEFRA
LA *.domain.com.

R EBMTERALRRFIERNRS. TAEIESHE
EE REAP 5/ KiIFRADIUS DTLSpxGridSAMLIT]

el Identity Services Engine Home » Context Visibility + Operations (WS~ Administration » Work Centers

~3System | » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seftings

~ Certificate Management Generate Self Signed Certificate
SIEIC Al * Select Node |hongkong'se ~
Trusted Cerificates
OCSP Client Profile Subject
Certificate Signing Requests Common Name (CN) m

Certificate Periodic Check Settings

Organizational Unit (OU) | Security | G

» Certificate Authority

Organization (O) | IT | G

City (L) | Kokata |
State (ST) | Wes_tBengaI |

Country (C) [IN

Subject Alternative Name (SAN) | IP Address ~| | 10.127.196.248

* Key type |RSA

"Keylength [2048  ~] i

* Digest to Sign With |SHA-256 ¥

Certificate Policies |




"tsea’ Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy [EdtunCC Il * Work Centers

v Systern |k Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing - Cerificates » Lagging » Maintenance  Upgrade » Backup & Restore  » Admin Access  » Settings

- Certificate Management

Subject Alternative Name (SAN) - | IP Address 'I | 10.127.196.248

System Certificates

Trusted Certificates * Key type i

OCSP Client Profile
* Key Length | 2048 v

Certificate Signing Requests
Certificate Periodic Check Settings * Digest to Sign With [SHA-256 v

» Certificate Authority

Certificate Policies I

* Expiration TTL I 10 | ars ¥

Friendly Name | i

Allow Wildcard Certificates [ '

Usage

¥ Admin

] EAP Authentication
] RADIUS DTLS:

1 pxGrid:

O samL

] Portal:

oo T

AE XN THEMNZ2SRE , RSAMECDSAN AR U EEFRENZAKE., MR BFREIRE
NHCAZRIEPHRIPERRISEENFESFIPSHRRER RS |, H1£E2048,

SITEXRILED

EEEFEEMNBIRILEP , BSMZE Administration > System > Certificates > System Certificates 1EISE32 | & A
o WRE—ISERSEFFQDNF R EMEM E B “Issued To"#“Issued By HIiEH , MERBZRKRIEH,
EFRBUESH , REETE Edt.

{K£F Renew Self Signed Certificate, 5 & Renewal Period & , H R IEEEREExpiration TTL, &5 , B

Save.

RRZEMELEH

MIRCA, HEICAN/=HFEZFER EHIREBase 644w iIE+ o

1 .%iEMSE%,@#%ME Administration > System > Certificate > Certificate Management > Trusted Certificates #,‘f-l_'\
i Import , HIEFT R,



‘teen’  Identity Services Engine Home » Context Visibility » Operations » Policy

- System b Identity Management  » Network Resources b Device Portal Management  pxGrid Servi

Deployment  Licensing  « Certificates » Logaging ¢ Maintenance  Upgrade » Backup & Restore

(<]
+ Certificate Management Trusted Certificates
System Certificates J Edit Simport )| @ Export | ¥ Delete  JOView
Trusted Certificates [] Friendly Name - St
OCSP Client Profile [ Batimore CyberTrust Root ]
Certificate Signing Requests [ Cisco CA s TR @
_ - | (] cisco ECC Root CA B
Certificate Periodic Check Settings
M ricen licensina Rant CA =

2HET—LE , LEREWNCAILS (IHFSeIEARNMER ) o NEDE —MREFBFHMNU AR
BRUES o

BREEAFTE , EPUATEMZ LN ERAE !

- Trust for authentication within ISE — X 2 ¥ WISET R HEBMNZEFECALEPMBRREZE
FEBER , RINFHISET o

. i icati BRI  LEERIEPNEZTISEREER
EAPRI/SEEZE RS A ERZ /N LK ImHTEHRILE,

- EERRRS W E BRI — ﬁt:.ﬁ.%"‘l&%ﬂﬂﬁ" ( IRRS ) FFELLINEE,

3.&/m , B suwmtIE , EPLAEZEENFRFIANL , ARTEFRERBISET K ( MRE
EEH ) o

'élnls'::ln; Identity Services Engine Home » Context Visibility » Operations » Policy  Administration » Work Centers

* System ¥ Identity Management  » Network Resources  » Device Portal Management  pxGnd Services  » Feed Service  » Threat Ceniric NAC

Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
—

<]
~ Certificate Management Import a new Certificate into the Certificate Store
) * Certificate File | Browse... | CA cerificate.cer
System Certificates
Trusted Certificates Friendly Name | Company CA certificate
OCSPF Client Profile Trusted For: ;

Certificate Signing Requests
s Trust for authentication within 1SE

Certificate Periodic Check Settings
[ Trust for chent authentication and Syslog

+ Certificate Authority
[ Trust for authentication of Cisco Services

[C1 valdate Certificate Extensions

Description |

RERCAS RIS



—BRAPRICAUERRAMEZEELERE , AT RHIERLERFERCSR) ,, FEETCSRERRILE
PAHPESISET Ko

1 ﬁ\] 16 ) "lﬁ%ﬂﬁfz Administration > System > Certificates > Certificate Signing Requests #,'f—(_'\jlﬁ Generate Certificate
Signing Requests (CSR) 2 i CSRo
2HEHMNNE LN RERST , NTHXEFEREFEANAG®,

WRIEPATENAR , FlEMUlti-Use, £RIEBE , TUREFEERAE, EASHBERLT
, IEB A EUsed For FRIFIRPIRENATZ AR ; XAFIEFR A TAHEISE Webi 177,

BIEFISET REDHWEIERME , SUERNEHERIERHT R,

AMREBNRZE/ERBEFLER , IEESF Alow Wildcard Certificates ‘B &

<l‘|'|’.;2. |d&l‘lﬁty Services Engine € ext Visibility » Operations » Paolicy « Admanistration » Work Centers

~System | b |dentity Managerment  » Network Resources  » Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC

Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seflings
I

[}
= Certificate Management Certificate Signing Request
Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:
System Certificates
v ISE Identity Certificates:
SR ® Multi-Lise (Admin, EAP, Portal, pxGrid) - Client and Server Authentication
OCSP Client Profile = Admin - Server Authentic ation
) + EAP Authentication - Server Authentication
Certificate Signing Requests « OTLS Authentication - Server Authentication
Certificate Periodic Check Settings * Portal - Server Authentication
* pxGnd - Client and Server Authentication

» Certificate Authority & SAML - SAML Signing Certific ate

= |SE Messaging Service - This is not a signing request, but an ability to generate a brand new Messaging certificate
ISE Certificate Authority Certificates:

= |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.

* ISE Intermediate CA - This is an Intermediate CA Signing Request

+ Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by the
ISE Root CAISE Intermediate CA

Usage

Certificate(s) wil be used for |Mukilse ¥ | 4 You can use a single certificate for mukiple services, but
© doing 50 i5 not a recommer e her, you

should obtain individual certificates specifically for each
service (for example, one certificate each for Guest
Portals, EAP, and pxGrd).

Alow Widcard Certificates [

Mode(s)

Generate CSR's for these Nodes

Node CSR Friendly Name

[T hongkongise hongkongisesMulti-Use



Usage

Certificate(s) wil be used for |Muti—Use » | A You can use a single certificate for multiple services, but
: "~ doing so is not a recommended practice. Rather, you
Multi-Use R }
Admi should obtain individual certificates specifically for each
mn . service (for example, one certificate each for Guest

EAP Authentication Portals, EAP, and pxGrid).

Allow Wildcard Certificates RADIUS DTLS
Portal
pxGrid

Node(s) ISE Messaging Service

Generate CSR's for these Node SAML
ISE Root CA
Node ISE Intermediate CA
Renew ISE OCSP Responder Certificates

[ hongkongise hongkongiseZMulti-Use

SRFBENRALR (ARHEMN, HA, WH, F/BEX. BFR/MX ) WiFAEREEXTER,
6.ETTRIIRIE , BETE Generate , RFHE T Export EHHEA L,

"dses’ Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy [ERITHNEICTIEN * Work Centers

~ System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  w Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seltings

<]
7] hongkongise hengkongise#Multi-U

~ Certificate Management ] hongkong EPIMRaRiEos

System Certificates

Subject

Trusted Certificates

OCSP Client Profile Common Name (CN) | SFODNS | G

Certificate Signing R t

SRS SEEe T Organizational Unit (OU) | Security | @

Certificate Periodic Check Settings

» Certificate Authority Organization (O) |TT | @
City (L) | Kokata |

State (ST) | West Bengal |

Country (C) | IN

Subject Aternative Name (SAN) ' [[IP Address -] [10.127.196.248 i
* Key type i
* Digest o Sign With

Certificate Policies |




Country (C) |IN

Subject Alternative Name (SAN) : | | | | ;
DNS Name
* Key type [RS IP Address |
Uniform Resource Identifier

Directory Name
* Key Length | 2048 v |

E Mimand fo Cime WAL ICI_In el - I

X THN A2 Base-64mBIERIFERER — BIFHPEMX 4 ZIZFICAHITER |, HIRE
N EBIUEFHCERXH ( Base 64475 ) »

& HCNFET , ISEAZIER T KRFQDN,

¥ : FISE1.3M11.47% | ELEE X HBHANCSRF BEMEHpxGride —N& B FpxGrid , B —
EATpxGridWEMARS . M2.0RESHRAFE , FiBEIX—{1#MEHRE—ICSRL,

X MRIEPATEAPEHBRIE , " fFSF8EESubject CNFEH , ERIWindowsiER A
2L RS |EPD, EI]{ETESuppllcantgF'JﬁﬁJ: 2 F 7 Validate Server Identity , 2“*{uF
CNZFEHAt , SSLIEFthAlgER M, R , JAECNFERFFERABEAFQDN , AfF

* domain.com —_”EH FSAN DNSEHFER, itbiﬁ:ﬁﬁﬁﬁﬂl*@(CA)—Ik{ﬁ_ﬁE:ﬁE’JCN':F' B 3h R nid
FRF(Y) , BIEZBEAFATFERETCSRA, EXTERT , FERHBFHRIERKME L LIRE,

7EPHCAZE (WU RMCSRER G .t R £ AMicrosoft CA , iEIREIF|ISE GUI , RS

fin £lAdministration > System > Certificates > Certificate Management > Certificate Signing
Request ; £ 5 LLET 812 HICSREDMAE , RS #£ 5Bind Certificateiz 4.

¥ Nestwork b Device Portal Managernent  paGrid Senaces.  # Feed Sendice  » Threat Centric NAC

Deploymnerdt  Licensing = Certficales  » Logging  » Mainlenance  Upgrade  » Backup & Resfore  » AdminAccess  »

Joview Export | 3¢ Debte || Bind Cemiicats Show | Al -8
Centficate Pericdic Check Semtings [] | Friendy Mame Certificate Subject Key Length Purtal group tag  Timestamy ] = Host

[ heongkonges #Muli-Use
» Cortifieate Authori L

BHETRK , LENKIWERILES , ANEEERFBWISE, RE , RELEFPHEE (WNEERM
EAPS RiE, NFE) BKEEEEAENIE | RS suwmt , MTFEAR :


https://youtu.be/nBKzsGAXFyE?t=221

‘e Identity Services Engine Home Ope STBl  ~ Administration

= System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~ Certificates  » Logging  » Maintenance  Upgrade b Backup & Restore b Admin Access b Settings

<]
= Certificate Management Bind CA Signed Certificate
SysiemCelthcaies * Certificate File | Browse... | certmew(1).cer
Trusted Certificates
OCSP Client Profile Friendly Name | Company Signed Cert 1

Certificate Signing Requests
Valdate Certificate Extensions [ ] i

Certificate Periodic Check Settings
+ Certificate Authority
Usage
E Admin: Use certificate to authenticate the ISE Admin Portal
) EAP Authentication: Use certificate for EAP protocols that use SSLTLS tunneling
] RADIUS DTLS: Use certificate for the RADSec server
[¥pxGrid: Use certificate for the pxGrid Controller
E] Portal: Use for portal
* Portal group tag | Default Portal Certificate Group v] 7
Portal(s) using this tag gy oD Portal (defauk) Blackist Portal (defauk)
Certificate Provisioning Portal (default) Clent Provisioning Portal (defautt)
Hotspot Guest Portal (default) MDM Portal (defaul)
My Devices Portal (default) Self-Registered Guest Portal (default)
Sponsor Portal (default) Sponsored Guest Portal (defaul)

MEEAHITEPEREERAAR , ISENYVRMNEFBIERS. BREIEAVMIRAFER | X
FE10-150%, ERENAMIRS , BITFFISEGmTTHAH show application status ise B8 o

Enabling Admin role for this certificate wil cause an application server restart on the selected node.

Note: Make sure reguired Certificate Chain is imported under Trusted Certificates

The Portal tag is already assigned to the following certificate(s). If you proceed, it wil be removed from the existing
certificates, and affected portals wil be restarted. Do you want to proceed?
* Default self-signed server certificate




MRFEUEBSANEETEERAR A, WAILETREXERPRHIERR N, TEA IR
EPREMM. EXNRBFEEYERNS , BFIEFT , BREQRIIBMEREFE , URIUTENR
BiEEZE. RESWREER , FRIIEPHIINEHFEE  NE[IRLAEEHRNERART/IL
Po

X BELITHACAZBNRRIES , BERK —IFHCSR , HEAMHRBNETNSAEKNIER

MEFZIEP, ATFEISEREZHTLEFIES , Rtit R IRIEBS 8 < 8 ZEHIEH

o IBUEREHA A BFMFUERF 8 AP ANXEREE N FFHIEBMITR RGBSR TRE , JL
FREEREN. FIPHFABASENETIHERPNRE A, XHA Bz B8 6tE ERENR
FREOH, MIPHARBREHEEE , BAMENHIL(AIMIn/EAP/Portal), Fig{E

, IR 5 FAdmIin usage , FEEHBH RS

B BUNEERNEAPEBERA L ARICA , MIEF/REARREFNFERALTES
MiEH. RRET , MRAFRBFRAANEH BISEMNFEABEIIFNAEERILES | it
MRS WERERHRIE NN KR ATESEEANNTATE. A#ERHR LR |, &
ERAREBNTFIERKRBREFVAS KR, A, BIFENBET QI IPHIETINE
SANZFE , LU &8I 1Pk 15 7 AR 55 85 oY HBLIE B B &,

FHEH LA

BYUSH :
1FIBERZULED (REXBPHAETR ) REAH (EFNZEXLITIPEEXLIG ) 22
B, BRIEPEE (EPATFHLERSE) -

2REETEERTRNZEAELENABILED, CRIEPRE (IEBATMHLERS) .
SFFEIEBMARAIES,

A,

1. S ZE Administration > System > Certificates > Certificate Management > System Certificates. JE R UE #ijlﬁ
Export.:&?gF Export Certificates *ﬂ*A"fﬂ ilﬁj’!‘f’fﬂo ﬁﬁlﬂ\"ﬁﬂ %ﬂéﬁg#ﬁﬁi}\%ﬂéﬁgo ,'f—l_'\ﬁ.lt Export.
2. E’rﬂf—bf; Administration > System > Certificates > Certificate Management > Trusted Certificates.ii?% il—l::ﬁ #ifﬁ
Export.,‘f—(_'\ﬁ.lt Save File & II:H il—l::F'B o
3. M ZE Administration > System > Certificates > Certificate Authority > Certificate Authority Certificates. JE R UE 45 FF
$$ Export.iiil% Export Certificates *ﬂ *-/-\"EH ilﬁﬁf"ﬁ'ﬂo ﬁlﬂ\"ﬁﬁ ‘.dﬁ_{ﬁg *ﬂﬁﬁiA?ﬁ_{ﬁgo ,"\'—(_'\jlﬁ Export.,‘f—(_'\jn.ﬁ

Save File TE'J' Hj 'll_t:F} o

TP HERR

BEEBFRME
MRBRSEREMEPRAKEBEFHEMIBEITH , ARIVFAN. BERE FEEL

F"(Trusted Certificates) #1“ R4 UE 5" (System Certificates) & O (Administration > System > Certificates >
Certificate Management) MEXE  BFEAHREIT,



A |, FECA Certificates & O A # ZiEF B Expiration Date = ER #Y % M (Administration > System >
Certificates > Certificate Authority > Certificate Authority Certificates) , J1MSE | HIE AR BILLIT,

i BRAIE 45

MRISERWIEFESMHARER , WFEFEMER, BREMBRZHSHIES (NREA , €A
EARNFE ) -

=) B%Eﬁ‘ﬁﬁ AYE$ ) '\Lﬁ%ﬂﬁfz Administration > System > Certificates > Certificate Management.$$ System
Certificates Store. %31 HIUE ) %E$$ Delete.
BEXZEAUEBNLELMENDIEREENEE , FZHAHEARRNE.

W R75 FEE802. 1x 5 31 U L AYISERR S5 RRE
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