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ISEX#EFSNMP v1, v2flv3, REZEISE CLINMEREE LEEE A TSNMP,

f5l4n . SNMP v3:

<{froot>

sotumu24/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.
sotumu24/admin(config)# snmp-server enable

sotumu24/admin(config)# snmp-server trap dskThresholdLimit "75"
sotumu24/admin(config)# snmp-server community SNMP$tring ro
sotumu24/admin(config)# snmp-server user SNMPUSER v3 plain authpasswd privpasswd

sotumu24/admin(config)# snmp-server host 10.127.197.81 version 3 SNMPUSER 0x474b49494c49464e474943 plai

>> The SNWP server night require the enginelDif version 3 is being used and it can be dervied fromthe

sotumu24/admin# show snmp-server enginelD
Local SNMP EngineID: GKIILIFNGIC

>> This is the sane as | SE Serial nunber, need not be configured.

sotumu24/admin# sh udi
SPID: ISE-VM-K9

VPID: VO1
Serial: GKIILIFNGIC
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= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Authentication
Session IP Access MnT Access

Authorization

< Access Restriction
() Allow all IP addresses 1o connect
D Allow anly listed IP addresses 10 connect

Administrators

Sattings
Access

Sassion . i
~ Configure IP List for Access Restriction
P Ligt

P . MASK

10.127.197.0 24

KERO161 2B EISE CLILITH :

sotumu24/admin# sh ports | in 161
udp: 0.0.0.0:25087, 0.0.0.0:161

tcp: 169.254.0.228:49, 10.127.197.81:49, 169.254.0.228:50, 10.127.197.81:50
, 169.254.0.228:51, 10.127.197.81:51, 169.254.0.228:52, 10.127.197.81:52, 127.0.

0.1:8888, 10.127.197.81:8443, :::443, 10.127.197.81:8444, 10.127.197.81:8445,
:9085, 10.127.197.81:8446, :::19231, :::9090, 127.0.0.1:2020, :::9060, :::9061,
:::8905, :::8009, :::5514, :::9002, :::1099, :::8910, :::61616, :::80, :::9080

H 00N

WRSNMPRSFHREFEFRLTEZEME S , HEHS BEXHHPEFIER,

2020-04-27T12:28:45.326652+05:30 sotumu24 su: (to oracle) root on none

2020-04-27T12:29:48.391712+05:30 sotumu24 snmpd[81079]: Received TERM or STOP signal...

2020-04-27T712:29:48.590240+05:30 sotumu24 snmpd[47597]: NET-SNMP version 5.7.2

Admin Access

shutting down.

2020-04-27T12:30:29.319929+05:30 sotumu24 rsyslogd: [origin software="rsyslogd" swVersion="7.4.7" x-pid
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QID
1.36.1.41.8072.4.0.3

NET-SNMP-AGENT-
MIB::nsNotifyRestart

1.36.1.41.80724.0.2

MNET-SNMP-AGENT-
MIB::nsNotifyShutdown

1361631154
IF-MIB::linkUp

1361631153

IF-MIB::linkDown

1.36.1.6.3.1.1.51

SNMPv2-MIB::coldStart

Description

An indication that the agent has been restarted

An indication that the agent is in the process of being shut
down.

AlinkUp trap signifies that the SNMP entity, acting in an
agent role, has detected that the ifOperStatus object for one
of its communication links left the Down state and
transitioned into some other state (but not into the notPresent
state). This other state is indicated by the included value of
ifOperStatus.

AlinkDown trap signifies that the SNIMP entity, acting in an
agent role, has detected that the ifOperStatus object for one
of its communication links is about to enter the Down state
from some other state (but not from the notPresent state).
This other state is indicated by the included value of
ifOperStatus.

A coldStart trap signifies that the SNMP entity, supporting a
notification originator application, is reinitializing itself and
that its configuration may have been altered.

Trap Example

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (478)
0:00:04.78 SNMPv2-MIB::snmpTrapOID.0 = OID: NET-
SNMP-AGENT-MIB::nsNofifyRestart  SNMPwv2-
MIB::snmpTrapEnterprise.0 = OID: NET-SNMP-
MIB::netSnmpNotificationPrefix

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (479)
0:00:04.79 SNMPv2-MIB::snmpTrapOID.0 = OID: NET-
SNIMP-AGENT-MIB::nsNotify Shutdown SNMPv2-
MIB::snmpTrapEnterprise .0 = OID: NET-SNMP-
MIB::netSnmpNotificationPrefix

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (478)
0:00:04.78 SNMPv2-MIB::snmpTrapOID.0 = OID: IF-
MIB::linkUp IF-MIB::iflndex 12 = INTEGER: 12 IF-
MIB::ifAdminStatus. 12 = INTEGER: up(1) IF-
MIB::ifOperStatus.12 = INTEGER: up(1) SNMPv2-
MIB::snmpTrapEnterprise.0 = OID: NET-SNMP-
MIB::netSnmpAgentOIDs. 10

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (479)
0:00:04.79 SNMPv2-MIB::snmpTrapOID.0 = OID: IF-
MIB::linkDown IF-MIB::ifindex.5 = INTEGER: 5 IF-
MIB::ifAdminStatus.5 = INTEGER: up(1) IF-
MIB::ifOperStatus.5 = INTEGER: down(2) SNMPv2-
MIB::snmpTrapEnterprise.0 = OID. NET-SNMP-
MIB::netSnmpAgentOIDs. 10

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (8)
0:00:00.08 SNMPv2-MIB::snmpTrapOID.0 = OID: SNMPv2-
MIB::coldStart SNMPv2-MIB::snmpTrapEnterprise.0 = OID:
NET-SNMP-MIB::netSnmpAgentOIDs. 10

ISEX BEEMAMIBA THEBRASHHMAER AR, Cisco ISEfERA 01D HOST-RESOURCES-
MIB::hrSWRunName SNMPB@ B#o snmp walk ER snmp get ﬁi'% ( ﬁ?élﬂi&ﬁ#ﬁﬁﬁ@iﬁﬂﬁ* ) ;Fﬁlé‘-f:i_:

ISEFREM .

R BEIER

EARZZEF  SNMPIEMBIRE N ERHEFARBI RERFI750 ALK © sotumuz4a/admin(configy# snmp-

server trap dskThresholdLimit "75".
Lt FE BH A B0 = B AR Pl R B9 L R URER Y 6
EATLINUXHFERSNMPIR S 252418 LETUTH S ¢

Linux/admin# snmpwalk -v 3 -1 authPriv -u SNMPUSER -a sha -x AES -A "authpasswd" -X "privpasswd" 10.

UCD-SNMP-MIB: :dskPercent.1 = INTEGER: 11
UCD-SNMP-MIB: :dskPercent.6 = INTEGER: O

UCD-SNMP-MIB: :dskPercent.8 = INTEGER: O

UCD-SNMP-MIB: :dskPercent.9 = INTEGER: O

UCD-SNMP-MIB: :dskPercent.29 = INTEGER: O
UCD-SNMP-MIB: :dskPercent.30 = INTEGER: 23
UCD-SNMP-MIB: :dskPercent.31 = INTEGER: 2
UCD-SNMP-MIB: :dskPercent.32 = INTEGER: 5
UCD-SNMP-MIB: :dskPercent.33 = INTEGER: O
UCD-SNMP-MIB: :dskPercent.34 = INTEGER: 0O
UCD-SNMP-MIB: :dskPercent.35 = INTEGER: 0O
UCD-SNMP-MIB: :dskPercent.36 = INTEGER: O
UCD-SNMP-MIB: :dskPercent.37 = INTEGER: 5
UCD-SNMP-MIB: :dskPercent.39 = INTEGER: O
UCD-SNMP-MIB: :dskPercent.41 = INTEGER: 0O
UCD-SNMP-MIB: :dskPercent.42 = INTEGER: 0
UCD-SNMP-MIB: :dskPercent.43 = INTEGER: 0O
UCD-SNMP-MIB: :dskPercent.44 = INTEGER: 0O
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https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_troubleshooting.html#id_17078

Linux/admin# snmpwalk -v 3 -1 authPriv -u SNMPUSER -a sha -x AES -A "authpasswd" -X "privpasswd" 10.127

UCD-SNMP-MIB: : dskPath.
UCD-SNMP-MIB: : dskPath.
UCD-SNMP-MIB: : dskPath.
UCD-SNMP-MIB: : dskPath.9

UCD-SNMP-MIB: : dskPath.29
UCD-SNMP-MIB: : dskPath.30
UCD-SNMP-MIB: :dskPath.31
UCD-SNMP-MIB: :dskPath.32
UCD-SNMP-MIB: :dskPath.33
UCD-SNMP-MIB: :dskPath.34
UCD-SNMP-MIB: :dskPath.35
UCD-SNMP-MIB: :dskPath.36
UCD-SNMP-MIB: :dskPath.37
UCD-SNMP-MIB: : dskPath.39
UCD-SNMP-MIB: :dskPath.41
UCD-SNMP-MIB: : dskPath.42
UCD-SNMP-MIB: :dskPath.43
UCD-SNMP-MIB: :dskPath.44

STRING: /

STRING: /dev/shm

STRING: /run

STRING: /sys/fs/cgroup

STRING: /tmp

STRING: /boot

STRING: /storedconfig

STRING: /opt

STRING: /localdisk

STRING: /run/user/440

STRING: /run/user/301

STRING: /run/user/321

STRING: /opt/docker/runtime/overlay
STRING: /opt/docker/runtime/containers/aelcef55c92ba90ae6c848bd74c9277c2fb52
STRING: /run/user/0

STRING: /run/user/304

STRING: /run/user/303

STRING: /run/user/322
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Mixsem HitERAFAR | HEKRD 7568 , SNMPIEM AR EEBHSNMPIRESE 4., &E
MBERAILUEZITENE RHERAR,

AL, MIB#E hrswrunName A FIRELLER ( BIBISEEERIERE ) -

R EITHONNFRE , SEFED,. RAMNBEEANBR, NRERGERERE |, Mk
?—ﬁ%%?ﬁﬁﬁ hrSWInstaIIedNames(Ws_o FE%EZHE%@?E app-server, rsyslog, redis-server, ad-connector, mnt-
collector , mnt-processor , ca-server est-server ,%’u elasticsearch.

MIB % iR

ISERI A EERHEL OS(Linux) L., B2 , MISEBEE RIEEF AR , ISEFEREHEFEMIBUE
SNMPREHER . AXHEHEBEAEBWHN ENRFEMIBSIX

SNMPZEHLMIB,

MASCAE T SAHERT | SR BT ITEMERCPU, AFERHMENAERNENERER, B2 , BTt
ERHNBRENTRATR

* hrSWRunPerf 3%
* hrDiskStorageiE

« Scalars®
BXAFTMNEE R A RM s
ERRE

BEUECARNE , BEA :


http://www.net-snmp.org/docs/mibs/host.html
http://www.net-snmp.org/docs/mibs/host.html
http://www.net-snmp.org/docs/mibs/host.html

mem_used = kb_main_total - kb_main_free - kb_main_cached - kb_main_buffers;

kb_main_cached = kb_page cache + kb_slab_reclaimable;
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https://serverfault.com/questions/640459/snmp-memory-values-do-not-match-free
https://unix.stackexchange.com/questions/110329/is-there-something-wrong-with-df-output
https://unix.stackexchange.com/questions/110329/is-there-something-wrong-with-df-output
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