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3. B &EH“Submit’,

pocGrid Senvices b Feed Serice  » Threat Centric NAC

b Systam | v ldentity Management b Neboork Ra Device Portal Management
»identities  Groups  Extemal ldentity Sources  Idantity Source Sequences  » Settings
—
External Identity Sources [ Connection |
= o
* Join Point Name [ AD | a

() Cenificate Asthentication Profile
[ mwdomain.com

* Active Directory Domain
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Join Domain
Please spacity the credantials required to Join ISE nodeds) to the Active Directory Domain,
*AD User Hame i []

* Pasaword

" Specity Organizational Unit
" Store Credentials &

5. Click Save.
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Select Directory Groups

This dialog is used to select groups from the Directony.

Domain| mydomain.com
Name Filten #[SE-*

M|

| SID Filted *
...| 2 Groups Retrieved.

| Type Filted ALL
Retrieve Groy,

Name

- | Group SID
mydomain.com/SE-Admin

| Group Type
GLOBAL
. GLOBAL

§-1.5.21.400032456 1-3650473562-621564090-1...
mydomain.com/Users/ISE-RO

$-1-5-21-4000324561-2650472562-621564990-11..

4. Click Save.
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Authentication Password Policy Account Disable Policy Lock /Suspend Settings

» Authorization Authentication Type

» Administrators @ Password Based

* Identity Source |AD:AD| -

b Settings

Client Certificate Based

Save || Reset

3. Click Save.
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a

Admin Groups » System Admin
Admin Group

Authentication

* Authorization
*Name System Admin

~ Administrators Description | Access permission for Operations tab. Includes System and data access permission for Admin Groups. v

Admin Useis Type [¥] External

ACHENCIOUpS External Idertity Source

b Settings Name : AD

v External Groups

& |mydnmah.comﬂSE-Admh E

Member Users
Users

Jadd X oeke
atus - i ail sername irst Name ast Mame
Stab Ernail L First M. Last M.

No data available
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3. Click Save.
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Deployment  Licensing  » Cerificates  » Logging
<]

Admin Groups > i

Authentication dmin Groups > Read Only Admin
Admin Group

» Maintenance Upgrade » Backup & Restore wAdmin Access  » Setlings
—

* Authorization

*Name Read Only Admin
™ Administrators Desetiption | Access Permission for admin with read-only functionality

&
Admin Users Type [ Externsl
Admin Sraups External Identity Source

b Settings Name : AD

w External Groups

b |mydnmai1.cum/Users}ISE-ilO E

Member Users
Users

=_=Add = M Delete

[ | Status - Email Username First Name Last Mame

No data available

m Reset

6. Click Save.
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Deployment  Licensing ~ Cedificates
—

» Logging  » Maintenance Upgrade » Backup & Restore  » Admin Access  » Settings

L]
= Cartificate Managament Import a new Certificate into the Certificate Store
" Cadificate File | Choose Fila | DCcomDCmy... mainW.pem

System Cedificates .

Trusted Centificates Friendly Hame [

OCSP Cliant Profile Trusted For:

Cerdificate Signing Requests

" D ) Trust for suthantication within 1SE
Cerdificate Periodic Chedk Setti
Trust For client authertication and Swslog

» Cartificate Authority

[ Trust for suthentication of Cisco Services

[ validate Certificate Extersions

Description |
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v Identities  Gioups  External Identity Sources  Identity Source Sequences  » Setlings

External Identity Sources Cerificate Authentication Profiles List = New Certificate Authentication Profile

Certificate Authentication Profile

v =

» | Cenificate Austhentication Profile

» [ Active Directory *MName |CAC Login_Profile
‘1 AD Description
& Loap
foopec
] RADIUS Token
| R$A SecurlD
= Identity Store IAD = | I

] SAML Id Providers
[ Social Login

Use Identity From (8 Centificate Attiibute  [Subject Alernative Name - Other Name_» | i

() Any Subject or Alternative Name Attributes in the Cerificate (for Active Directory Only)

tdateh Client Cerificate Against
Cedificate In Identity Store MNever

() Only to resolve identity ambiguity

&) Always perform binane comparison
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1. 1%&$% Administration > System > Admin Access > Authentication > Authentication Method
Client Certificate Based.



Enabling Client Certificate-Based Authentication will cause an application server restart on all deployment
nodes, This will result in significant downtime for the system,

2. Click OK.
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~Administration
= Systern  » Identity Manag t ) Network R ¥ Device Portal Manag t  pxGrid i b Feed Service b Threat Centric NAC
Deploy t  Li ing  » Certifi » Logging » Maintenance Upgrade » Backup & Restore  ~Admin Access  » Settings
——
<]
Authentication Authentication Method Password Policy Account Disable Palicy Lock /Suspend Settings
» Authorization Authentication Type
= Administrators
s Q Fasaword Based
Admin Users
Admin Groups
(C] Client Cenificate Based
» Settings * Certificate Authentication Profile |CAC_Login_Profile -
™ Identity Source

((save ] [ Reset ]

5. Click Save.
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I\ f_‘ "[@ http:/fise2.mydomain.com/ P+ X || O Waiting for ise2.mydomain... * ‘ |

Windows Security

Confirm Certificate
Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel,

Aravind

Issuer: mydomain-WIN-58UQFTHF...
Valid From: 10/11/2019 to 10/10/2020
iClick hi vi ifi rope....

[ OK ] [ Cancel
(— @ & https://ise Lenydomain.com/admin/#home £ ~ & C || @ identity Services Engine x Y AE
bl |dentity Services Engine » Context Visibility + Operations » Policy » Administration » Work Centers License Waming &
Summary Endpoints i Vulnerabiity Theeat + Click here to do visibility setup Do not show this again
METRICS -0
Total Endpoints @ Active Endpoints © Rejected Endpoints © Anomalous Behavior @

< Ch o.)_\ o.: o.)_\ 0o

# AUTHENTICATIONS @ 00X 2 NETWORK DEVICES @ 00X z ENDPOINTS © 00 X
Idemiity Store  Idenuity Group  Newwork Device  Fallure Reason Device Name  Type  Locaton Type  Profile
No data available. No dana available. No data available.
# BYOD ENDPOINTS @ 8 O X # ALARMS © 8 O X ¢ SYSTEM SUMMARY © 2 T X
Type  Profile Severity Name QOccu... Last Occl -~ 1 node(s) All= 24HR~
- W
No data available. 53] @ o2
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Windows Security @
Confirm Certificate
Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.
[ ¥inodh
‘ Ik Issuer: mydomain-WIN-58UQFTHF...
| Valid From: 10/16/2019 to 10/15/2020
iClick her i ifi rope....
ok || cancel
IQ—\Q\DI & hitps:/fize2.mydomain.com/admin/ P-ac|a Identity Services Engine x | AL
“tids' Identity Services Engine » ContextVisibility  » Operations  » Policy  » Administraion  » Work Centers License Waming 4 &
Summary Endpoints Guests Vulnerability Threat + 0~
METRICS -
Total Endpoints @ Active Endpoints @ Rejected Endpoints ©@ Anomalous Behavior @
>
« Lg o A, o : o A, 0
1
—-— " s Q"
& AUTHENTICATIONS @ 0 O X # NETWORK DEVICES © = 4 ¢ ENDPOQINTS © (= "4
Idonthy Store  Idontiy Group  Notwork Dovico  Failuro Roason DovicoMamo  Typo  Location Typo  Profilo
No data available. No data available. No data available.
# BYOD ENDPOINTS © 0 O X & ALARMS © 2 O X 4 SYSTEM SUMMARY © 2 O X
Typo  Profil Severity  Name Occu... Last Ocar 1 node(s) All~ 24HR ~
v
No data available. ] { ise2
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