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ZEMRERE
9==]
Win10 with FTD ISE
AnyConnect —
outside t’ inside fyusifov-26-3.example.com l'l ! ]
| | Internet ——— N
\ =11 .
- = —
VPN Authentication RADIUS Access-Request
1 > 2 s
- 3 i
RADIUS Access-Accept Policy Evaluation
cisco=-av-pair = url-redirect-acl=<Redirect_ALC_Name=> Selected policy:
cisco-av-pair = url-redirect=<Redirect URL> FTD-VPN-Pasture-
DACL (optional) Unknawn
-+
RADIUS Access-Request/Access-Accept for DACL
User redirected to ISE
5 >
Posture/Compliance Module downloaded and installed
- Posture check triggered and report is sent
-+ L
. RADIUS CoA Push with new set of attributes 7

8 Redirect is removed
New set of attributes are applied

1.5z %2 A 7 £ A Cisco AnyconnectX FTD# {TVPNiF A,
2. FTDEISEX % 1Z A F BWRADIUSTH A& K,

3.1ZE R BIKISE £ B NFTD-VPN-Posture-Unknown 9 5K B8, ISE&IXRADIUS Access-Accept=/
B

+ cisco-av-pair = url-redirect-acl=fyusifovredirect — X 2 FEFTD _E A #th & X #9175 7] #2= %l 51| R
(ACL)E , EREEERWRE.

* cisco-av-pair = url-
redirect=https://ip:port/portal/gateway?sessionld=SessionldValue&portal=27b1bc30-2e58-
11e9-98fb-0050568775a3&action=cpp — X B ZEAF EE [ EHIURL,

« DACL = PERMIT_ALL_IPV4_TRAFFIC — A F#ACLLtEME R TEN ., EXMERT , FIER
E#BEDACLH A21F)

4. IR KIEDACL , M R#RADIUS Access-Request/Access-Acceptid TEDACLIIAR

5. %K BVPNAFWRESAHE LWACLEER , REAEERRISERFHAERIT/. ISEEE
AnyConnectiRZSIE R F & MR,

6AEFFRITEN LLZRNES , RESBIERRNINEERISE, SRINLNEISER , RiKE
S ERCBRE., EATAF , RELKREEMERRNBFESRERME. RBMEISERFR
PO =18


https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp

7. YISEREIRBERERNRSIREN |, ISEERM K EFRVRSH MR EFFEERRADIUS CoARE
ik, et REREH , Z-—HANEw+.

- MRAFPKRE , WREAFTLIHFRIKDACLE#.
- MREAFAHRR , MERIEAFERTFIHDACLE #o

8. FTDMIBREE M., FTDAIE FERAEMISE FEDACL, $EERDACLIEREIVPNEIE,

BLiE
FTD/FMC

SR NISENBIERS =R (MRE ) QIENENRA, SMENR>NKREE>MLE,

Edit Network Object

Description

Netwark ¥ Host " Range € Network ' FQDN

192.168.15.14

Allow Overrides [~

EZH  BIEEERACL, SMEIFNKR>NREE>HREHR>T B, EHAdJd Extended Access
List IR EEMACLA B M. LBAMUIMEISERNE RPN BAFERE,



New Extended Access List Object

Hame fyusifovredirect
Entries (0}

No records to display

Allow Overrides [~

B=% FMEEMBACLEKE, £ Add 4. FIEREDNS, ISEMANERSBRAVREBLURFEMN
EE@FHRR. AHERRE , XFMAEERD (MRFE , ACLZBE AIREEMEMR ) .

Add Extended Access List Entry L
Action: % slock =7
Logging: | Defauilt 5|
Log Level: | infarmational =1
Log Interval: 3 Sec.
I
Available Networks & © Source Networks (1) Destination Networks (1)
| =4 Search by name or value | ﬁ EI
B any -
é any-ipvd

ﬂ any-ipvé ;gfrg
! enrall.cisco.com e
== IPv4-Benchmark-Tests Destination
2 1Pv4-Link-Local

=8 IPv4-Multicast

2! IPv4-Private-10.0.0.0-8

iIPV‘*‘F’rivat&'l?Z.lﬁ‘O‘D'lz
. ,;l Enter an 1P address | [ Add ] IEnter an IP address | [ Add J
| Add ] [ Cancel ]
Edit Extended Access List Object ? X
Name .fyusifovredirect
Entries (4)
@ add
i ¥ Block B any Any Any # DNS_over_UDP & B
2 ¢ Block =2 any-ipva Any == I1SE_PSN Any &
3 ¥ Block =8 any-ipva Any = RemediationServers & @
4 o Allow gl any-ipva Any 5 any-ipva Any &

Allow Overrides [

[ Save ] [ Cancel ]




WS  AMISE PSNT R, SMER>MWKREE> RADIUSHRS 24, #HAdd RADIUS Server
Group , RIERHEH , BREFAAEEREH QTS BT,

Edit RADIUS Server Group ? X
Name:* 1sE |
Description: | |
Group Accounting Mode: ‘si.@e ‘v‘
Retry Interval:* ‘m ‘ (1-10) Seconds
Res | 5]

¥ Enable authorize only
¥ Enable interim account update

Interval:* ‘24 ‘ (1-120) hours

¥ Enable dynamic authorization

Port:* ‘ 1700 ‘ (1024-65535)

RADIUS Servers (Maximum 16 servers) -

FHY  ZITFAMNEOR |, REISE PSN IPH#isit, RADIUSZ4R , 1% Specific Interface , ARGk
BAARISEmED ( O AERADIUSTHREMNIR ) |, AE1EERedirect ACL ( ABIELER ) »



New RADIUS Server ? X

IP Address/Hostname:* ‘ 192.168.15.13
= kst Defense Platform Settings to resolve hostname
Authentication Port: * 1812 (1-65535)
Key:* T an
Confirm Key:* YT
Accounting Port: 1813 (1-65535)
Timeout: 10 (1-300)
Seconds
Connect using: " Routing |* Specific Interface @
iZDNE-INSIDE v @-
L
Redirect ACL: fyusifovredirect v ©

EARE  AVPNAFRIEu i, SMBXNR>FTIREE>HU > IPvasitt, $EEHAdD IPv4
Pools , HEEEFMEEL,

Edit IPv4 Pool

Name™ WPN-172-Pool

1Pv4 Address Range®| | 172.16.1.10-172.16.1.20
Format: ipaddr-ipaddr ¢.9., 10§2.1.1-10.72.1.150
Mask 255.255.255.0

Description

Allow Overrides  [@

@ Configure device overrides in the address pool object to avoid IP address conflicts in case of object
is shared across multiple devices

Override (0) - |

S 7.812AnyConnectiBH 8. S EIX R (Objects)>Xt R B (Object Management)> VPN >
AnyConnect3 #(AnyConnect File), ##HAdd AnyConnect File , 2534 EE# , MCisco



https://software.cisco.com/download/home

Software Download FE 4 E , AR EFAnyconnect Client Image X 438,

Edit AnyConnect File

Mame:* AC47

File: Name: ™ anyconnect-win-4.7.01076-webdeploy-ko. || Browse..

File Type:* AnyConnect Client Image |~

Description:

SR 85 BUE XY K (Certificate Objects)>*t R & ¥ (Object Management)> PKI >iE 5 E i (Cert
Enroliment), ##HAdd Cert Enroliment , 32#t& %5 , ZEnroliment Type %% Self Signed
Certificate, s diCertificate ParametersiZ I+ H 24CN,

Add Cert Enrolliment

Description

Certificate Parameters  Key  Revocation
—— :

., Cemmon Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN, To
~ gonfigure CN, please navigate to 'Certificate Parameters’ tab.

Allow Overrides



https://software.cisco.com/download/home
https://software.cisco.com/download/home

Add Cert Enrollment

Name™*

Description

Include FQDM:

Common Name (CN):
Organization Unit (OU):
Organization (0):
Locality (L):

State (ST):

Country Code (C):

Email (E):

Allow Overrides

Include Device's IP Address:| 10.48.26.99

" Include Device's Serial Number

7 X
vpn-cert
CA Information ‘ Certificate Parameters | Key Revocation

Use Device Hostname as FQDN

vpn-cert.example.com

example

Kralow

PL
-

Save _.! |_ Cancel

S| IBHZRILRVPNE T, SMEIRE> VPN >ZiEHE , REEEHM.

Overview Analysis  Policies Objects
Device Managemeant NAT VPN * Remote Access

AMP  Intelligence

QoS Platform Settings FlexConfig Certificates

Status Last Hodified

System  Help v admin v

S 10RMBEF , P SSL as VPN Protocol

Add a new configuration

R AEVPNEFRBRNFTD , AE KT Nexto




Remote Access VPN Policy Wizard

(1 QLETOE PRI () Connection Profile > (3) AnyConnect > (4) Access & Certificate > (5) Summary

Targeted Devices and Protocols

This wizard will guide you through the reguired minimal steps to configure the Remote Access VPN policy i) Befare You Start
with a new user-defined connection profile.

Before you start, ensure the following
cenfiguratian elements ta be in place to

[ complete Remate Access VPN Falicy.

Desiriptan: Authentication Server
g Configure  Realm or ;

Groug to authenticate VPN clients.

AnyConnect Client Package

VPN Protocols: W ssi 7 tpeac-meEva
Make sure you have AnyConnect

Targeted Devices: Available Devices Selected Devices package for VPN Client downlosded or
you have the relevant Cisco credentials
4, Search & 192,168.15.11 & to download i during the wizard.

Device Interface

Interfaces should be already configured
on targeted deviges so that they can be
used 8 & S&Cunly Zone of intarface
group to enable VPN access.

$ B 1112 Connection Profile&# , #%&$FAuthentication/Accounting Servers , %% 2 BIELE A itb
it AR5 E EHNext,

N EIREENRSE. ENEAAPREFRERER(—RERAFSRE | SRR

#H5cisco).

Remote Access VPN Policy Wizard

(1) Policy Assignment (3) AnyConnect > (4 Access & Certificate > (5) Summary

Connection Profile:
Connestion Frofiles spedfy the tunnel group &5 for 3 VPN connection, These policles pertain to creating the tunnel
itzalf, how AL is accomplished and how addresses are assigned. They also include user sttributes, which are defined in
group policias.

Connection Prafile | Ernpleyaaiol
Hamer®

Authentication, Authorization & Accounting (AAA):

Spacily the mathed of suthantication (A28, cantificates ar beth), snd the A28 sercors that will ba used far VDN

connections.
Authentication Methodi  asa Only |
Authentication Serveri® | 156 = p_ a
Authorization Server: Use same suthentication server ¥ | @ (R
Aceaunting Sarver: | 15E ~ }3 RA

Client Address Assignment:
Client [P address can be assigned from AAA server, DHCP server and 1P address pools. When multiple cptions are
salactad, 1P addrass nssignmant is tied in the ardar of AAA sarver, DHCD server and 1D addrass pasl.

Use adi Server (RADIUS only) i

Use DHCP Servars

B Usas 1D Addrass Daals

1Pv4 Addrass VPH-172-Pasl -

186 Addrase r

Graup Pabéy:
A greup p a ion of i session which are assigned to client when & VBN cannection is
established. Salect or treste a Graup Policy object.

Greup Palieys® DiltGrpPalicy >0
Edit Greup Baliey

HI] 1218 F 2 vl BAYAnyConnecti 8 , ARG % EHNexto



Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile (4) Access & Certificate > (5) Summary

® 5
L T 4 B

Uszar Chent

B

asa

AnyConnect Client Image
The VPN goateway can automatically download the latest AnyConnect package to the dient device when the VPN
connection is intisted. Minimize connectian s&tup time by choasing the appropriste OS for the selected package.

Download AnyConnect Client packages from Cisco Software Download Center. .
Show Re-order buttons o

anyconnect-win-4.7.01076-webdeploy-k9... | windows

( Back [ MNext .
—

SR 13EBVPNREMBREMED | E¥Certificate Enrollment ( Z BIELEHEBEM ) , RE
EENeXto

Remote Access VPN Policy Wizard

@ mﬁﬁiﬂm>® Gommn?roﬂe)@nnﬂhnnm @SUI'I‘II'I‘IEW

-
. ash

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for

WP connections.

Interface group/Security Zone:* | | ZONE-OUTSIDE v @

F Enable DTLS an member interfaces

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remate access dients. Select
a certificate which is used to bl D o

Certificate Encoliment:* wpn-cert > @

W Encoll the seiected certificate cbject on the target devices

Access Control for VPN Traffic

All decrypled traffic in the VPN tunnel is subjected to the Access Control Palicy by defaull, Select this eption to
bypass decrypted traific from the Acemes Control Pelicy.

traffic (sysopt permit-vpn)

ey ingpection, but VPN filter ACL and au

ass Access Control paley for
a8 s C

1

SR IAREFHENE , RFEEFinish.



Remote Access VPN Policy Wizard
Connection Profile > (3) AnyConnect > (4) Access & Certificate (5]

(1) Policy Assignment >

Remote Access VPN Policy Cenfiguration Additional Configuration Requirements

Firepawer Management Certer will configure an RA VPN Palicy with the following settings After the wizard completes, the following
Vi configuration needs to be completed for VPN to
Name: Employves VN waork on all device targets.
Device Targets: B 152.168.15.11 @ Access Control Policy Update
" i An Agcess Conprol rule must be defined to
[= ction Prafile: EmployesyFN
DA O e allow VPN treaffic on all targated devices.
Connection Alias: EmployeeVFH ) NAT Exemplion
AAA: 3 MAT is enabled on the targeted devices,
you must define a NAT Polior to exempt

Authentication Method: 444 Only VPN traffic.

0 DNS Configuration
To resolve hostname specified in ARA
MarhorEtian Saner: = 1SE Servers or CA Servers, configure DNS using
FlaxConfia Polizy on the targated devices.
) Port Configuration
A Assi
ddrass Assignment: SEL will be enabled on port 443,
. Please ensi that these ports are not used
Aadd from AdA; =
resiem in AT or other services before
deploying the configuration.

Authentication Server: = 1SE

Accaunting Server: ¥ ISE

DHCFP Servers: -
, Network Interface Configuration

Make sure to add interface from targeted
devices to SecurityZons object 'ZONE-

Address Pools (1Pva): I:’, VPN-172-Poc

Address Pools (IPvE): =

Group Policy: s pitGrpPolicy o
AnyConnect Images: 0 acaz
Interface Objects: o ZONE-OUTSIDE
Dravice Cartificates: [ vpn-cart

Cancel

SB]ASEHEEIFBEFTD, £ dDeployHiFHEVPNEFEEHNFTD,

Device Management MNAT VPN * Remole Access QoS Flatform Settings FlexConifig Certificates

Yl pevice Inspect Interruption  Type Group Current Version 8] Policy Assignments (1)

EmployeeVPN Deploy Policies Version:2020-02-02 09:15 P il
Enter Description

]
DefauWEBVPNGroup &8
EmployeeVPn &8

Selected dewices: 1
Caneal

ISE

SB1BTREEH. SHZEIAdministration > System > Settings > Posture > Updates.



Posture Updates

(®) Web () Offline

* Update Feed URL | https://www.cisco.comfweb/secure/spa/posture-update.xml | | Set to Default .
Proxy Address i

Proxy Port HH M 55

[] Automatically check for updates starting from initial delay 20 = |49 ~ 18 = every 2 hours i

LN
ol
ik

ave | Update Now || | Reset

v Update Information

Last successful update on 2020/02/02 20:44:27 ;
Last update status since ISE was started Last update attempt at 2020/02/02 20:44:27 was successful ;
Cisco conditions version 257951.0.0.0

Cisco AVIAS support chart version for windows 227.0.0.0
Cisco AVIAS support chartversion for Mac OSX 148.0.0.0

Cisco supported OS version 49.0.0.0

F=L . LEEHMMER, SMZIPolicy > Policy Elements > Results > Client Provisioning >
Resources, #ifiAddHiEEAgent resources from Cisco site



| 4 s |

Download Remote Resources x
[] Name a  Description

[] AgentCustomizationPackage 1.1.1.6 This is the NACAgent Customization Package v1.1.1.6 for Windows 2
[] AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS X Compliance Module 3.6.11682.2

O AnyConnectComplianceModuleQSX 4.3.972.4353 AnyConnect OSX Compliance Module 4.3.972.4353

[ AnyConnectComplianceModuleWindows 3.6.11682.2 AnyConnect Windows Compliance Module 3.6.11682.2
AnyConnectComplianceModuleWindows 4.3.1053.6145 AnyConnect Windows Compliance Module 4.3.1053.6145

O CiscoTemporalAgentOSX 4.8.03009 Cisco Temporal Agent for OSX With CM: 4.3.972.4353 pu
[J ciscoTemporalAgentWindows 4.8.03009 Cisco Temporal Agent for Windows With CM: 4.3.1053.6145

O ComplianceModule 3.6.11428 2 MNACAgent CompliancelModule v3.6.11428 .2 for Windows

[J macComplianceModule 3.6.11428.2 MACAgent ComplianceModule v3.6.11428.2 for MAC OSX

[J MacOsXAgent4.9.4.3 NAC Posture Agent for Mac OSXv4.9.4.3-1SE 1.2 ISE 1.1.3 and Ab
[] MacOsXAgent4.9.5.3 NAC Posture Agent for Mac 05X v4.9.5.3-1SE 1.2 Patch 12, ISE 1.3
[[] MacOsxSPWizard 1.0.0.18 Supplicant Provisioning Wizard for Mac OsX 1.0.0.18 (ISE 1.1.3 Rele
[J MacOsxsPwizard 1.0.0.21 Supplicant Provisioning Wizard for Mac 0sX 1.0.0.21 (for ISE 1.2 rel¢
[0 MacOsXSPwizard 1.0.0.27 Supplicant Provisioning Wizard for Mac OsX 1.0.0.27 (for ISE 1.2 rel¢
[ MacOsXSPWizard 1.0.0.29 Supplicant Provisioning Wizard for Mac OsX 1.0.0.29 (for ISE 1.2 rel¢
[J MacOsXSPWizard 1.0.0.30 Supplicant Provisioning Wizard for Mac OsX 1.0.0.30 (for ISE 1.2 Pal
Bl si—raaease——sanane B au— - us—eua npon e L
4| ] »

hitp://cisco.com/golanyconnect. |
| cancel |

% =24 : MCisco Software Download F&AnyConnect , AEFE EEFISE., SMiZPolicy >
Policy Elements > Results > Client Provisioning > Resources,

B HAdd , RIEEEAgent Resources From Local Disk. fECategory T i%#%Cisco Provided
Packages , MZAS i # & 1% 2 AnyConnect package , A # &5 Submit,

Agent Resources From Local Disk > Agent Resources From Local Disk
Agent Resources From Local Disk

Category | Cisco Provided Packages ] @ |

* AnyConnect Uploaded Resources

Narme - Type Version Description

AnyConnectDesktopWindows 4.7.10..  AnyConnectDesktopWindows 4.7.1076.0 AnyConnect Secure Mobiity Che. ..

(o


https://software.cisco.com/download/home

FL : flEAnyConnect&in R WAEE X . S ZE|Policy > Policy Elements > Results >
Client Provisioning > Resources.

& FHAddHEE AnyConnect Posture Profile, EE ARSI

F£*Server name rules put* T , F{E{AIEE ¥91P i 31t i 7£ Discovery host T o

SE Posture Agent Profile Settings > AC_Posture_Profile

*Mame:  [[ac posture Profie 1
Descriptiont 1
i
Parameter Value MNotes Description

. f ] This is the agent retry period if there is a Passive Reassessment communication
PRA refransmission time 120 | sece failure ’ '

Discovery host 1.2.34 The server that the agent should connect to

need to be blank by default to force

* Server name rules = admin to enter 3 value. - means agent | ~ ISt of wildcarded, comma-separated names that defines the servers thatine
agent can connect to. E.g. ™.cisco.com

will connect to all

List of IP addresses, FQDNs with or

without port must be comma-separated

and with colon in between the IP Alist of IP addresses, that defines the all the Policy service nodes thal the agent
Call Home List address/FQDN and the port. Examiple: will try to connect to if the PSN that authenticated the endpoint doesn't respond for
IPaddress/FQDMN-Port (Port number SOome reason.

should be the same, specified in the

Client Provisioning portal)

Enter value of back-off timer in Anyconnect agent will continuously try to reach discovery targets (redirection
Back-off Timer 30 secs seconds, the supported range is targets and previously connected PSNs) by sending the discovery packets till this

between 105 - 6005 max time limitis reached

F£HE : M FIPolicy > Policy Elements > Results > Client Provisioning > Resources 7 |2
AnyConnect Configuration, #fAdd¥#i%&#FEAnyConnect Configuration, %&##AnyConnect
Package , 2B B &5 , i Compliance Module , % # Diagnostic and Reporting Tool , i£#%
Posture Profile , Ajg % & Save,




* Select AnyConnect Packagg AnyConnectDesktopWindows 4.7.1076.0 v
* Configuration Namef| AC CF 47

Description:

Y

DescriptionValue Notes
* Compliance Modulg AnyConnectComplianceModuleWindows 4.3.1012.6 =

AnyConnect Module Selection
ISE Posture v
VPN]
Network Access Manager ]
Web Securityf_]
AMP Enabler_]
ASA Posture[]
Network Visibilitd_]
Umbrella Roaming Securitf_]
Start Before Logonl ]
| Diagnostic and Reporting Tool

Profile Selection

*|SE Postu ri AC_Posture_Profile v I
VPN v
MNetwork Access Manager -
Web Security] -
AMP Enabler -
MNetwork Visibility v
Umbrella Roaming Security -
Customer Feedback -

ERE . M EIPolicy > Client Provisioning 3 | ZClient Provisioning Policy. #HEdit , RFIERF
Insert Rule Above , IRt E# , EFOS , AFEEFE L —FHAIEMAnyConnect Configuration,

aliailis

aiseo  Identity Services Engine Home » Conbext Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning ¥ Palicy Ebarments

Clent Provisioning Policy

Define the Chent Provisioning Policy 1 detenmine what users will receive upon login and user session iniiation

For Agent Configuration: wersion of agent, agent profile. agent cormpliance module, andior agent customization package.
For Native Supplicant Configuration: wizard profile andfor wizard. Drag and drop rules to change the order.

-
Rule Mame Idendity Groups: Operating Systems Other Conditions Results
|' AC_AT_Win Ay Windows All Congtion(s) AC_CF_4T Edd| >
0s Ay Apple iGS Al Contition(s) Cisco-ISE-NEP Edil| v
Androld Any Android Condiion{s) Cisco-ISE-NSP E| =
Windows Any Windows Al Condtion(s) CiscoTemporalAgenti Edt| >
ndows 4.7.00135 And
WinSPWizard 2.5.0.1
And CiscodSE-NSP
n MAC 08 Any Mac 08X Condtien{s) CiscoTemporalagentD E®|~
S 4.7.00135 And
MacOsXSPWizard
2.1.0.42 And CiscomlSE-
MNSP

Chiomebook Any Chrome O3 All Condtion(s) Cisco-ISE-Chrome- Edit| =
NEP



% B& 7.1£Policy > Policy Elements > Conditions > Posture > Anti-Malware Condition T 8|2 % % i¥
&M, EARGIG , ERATE LW ANY_am_win_inst’,

cisco  dentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling Posture  Client Provisioning vPolir:y'EIementsl

Dictionaries = Conditions  » Results

° ry
Library Conditions Anti-Malware Conditions
Smart Conditions
# Edit Add Duplicat Delet
Time and Date i + e ke
) Name Description

Profiling

O |ANY_am_win_inst Any AM installation check on Wi...
~ Posture [0 ANY_am_win_def Any AM definition check on Wind...

[0 ANY_am_mac_inst Any AM installation check on Mac

Anti-Malware Condition e
O ANY_am_mac_def Any AM definition check on Mac

Anti-Spyware Condition
Anti-Virus Condition
Application Condition
Compound Condition
Disk Encryption Condition
File Condition

Firewall Condition

S 85 EIPolicy > Policy Elements > Results > Posture > Remediation Actions 3 8| #Posture
Remediation, ZEAHIF , ©HEHE, IRIRETURXAKEE.,

F], 9 SfnZElPolicy > Policy Elements > Results > Posture > Requirements 3 | 2Posture
Requirements. £ATE X ERAny_AM_lInstallation_Win,

i igentity Services Engine C Vi y  »Operations » Administration  » Work Centers
PoicySets  Profiling  Posture  Client Provisicning | ~ Policy Elements
Dictionaries » Conditions | =Resulls

(]
+ Authentication [ £
Requirements
» Authorization Hame Operating Systems Co ce Module Posture
Tiissage Tedt Only Conditions Rumgdiation Sctions il =
+ Profiling P :
Any_A_Definiion_Mac Bac 08X Fxor earlier AnyConned ANY_av_mac_def
Any#yDefRemediationMa Edit| *
[
Any_AS_Installation_Mac Mac 08X 3xor earier AnyConned ANY_as_mac_inst
= Remediation Actions. . -
Message Test Only Edit| =
Any_AS_Definition_Mac Mac OSX Jxof galier AnyCannud ANY_as_mac_del
AryaSDeRemediationila Edit| »
» Clent Provisioning [
Any_AM_Installation_\Win Windeows All 4.xor later AnyConned ANY_am_win_inst
Meossage Text Only Edit| ¥
Any_AM_Deafinition_Win Windows All Axar later AnyCOnmed ANY_am_win_del
Ay AMDERemEaIBonWI Edit| v
n
Any_AM_Installation_Wac Mac 05X A 0r later AnyConnid ANY_am_rac_inst
Mirssage Teo Only Edit| »
Any_AM_Dngfinition_Mac Mac 03X 4xorlater AnyConned ANY_am_mac_del

AnyAMDefRemediatonhd Edit| » L‘



$ B 107EPolicies > Posture TSI KEE . EAER TWindowsRERGWEMPIRERHRE
HERINZ £ IR,

“Hets ety Sarvices Engine
Folicy Se Prafiling Cilant Prewisin

FPosture Policy

Define the Posture Polioy by configunng rules based on Operating System and/or other conditions . 2]
y O ule Hame - m - -
Paligy Opticns.  Cutauti_AntiMabware_Policy  Any Mac 883 4x oo later P — Ary_AM_In
_Mac Mac
Poliy Cptigns.  Defslt_AntMabisrs_Palicy 1 An Maz 08X 43 00 Intar Tamporal Agant Any_AM_installation_
M _tangeral Mac_tarmgoeal
-] Pollcy Options. Delaca_Antlabiars_Pollcy | Any Windesis All &5 et AnyCannact Any_A_insatason, e
Paliey Options [Ty —T——— Windzus All $xoe later Temporal Agamt Any_AM_Installation_
_¥in_tamporl Win_temparst
Palicy Opticns.  Defaull_Appvis_Poliy_Mae 11 Any Mac 08X 4 x 0 It AnyCennact

F 115 EPolicy > Policy Elements > Results > Authorization > Downloadable ACL , #7 F[E
M & £ 1FIRZS 82 DACL,

FEAHH

. RERFDACL — RFAREFIEDNS, PSNIAKHTTPFIHTTPSHRE.,
. Z2HEFEMBIDACL — ?Eéﬁiﬁﬁﬂﬂﬁ%m#ﬁﬁﬁﬁﬂ*mﬁéo
. Permit All DACL — AT B R E# APosture Compliant Status,

Downloadable ACL List > PostureNonCompliant1
Downloadable ACL

*Name | PostureUnknown

Description

IPversion & 1pyqg  |pye © Agnostic

* DACL Content [1234567 permit udp any any eg domain
8910111 permit jp any host 192.168.15.14
2131415 permit {cp any any gq 80
1617181 permittcp any any gq 443
9202122

co72620

3031323
3343536
3738394




Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Name | PostureNonCompliant

Description

IPversion & |pyg C |pys © Agnostic i

* DACL Content |123456% deny ip any 10.0.0.0 255.0.0.0
8910111 deny ip any 172.16.0.0 255.240.0.0
2131415 deny ip any 192.168.0.0 255.255.0.0
1617181 permit jp any any

9202122

6272829
31323

Downlosdable ACL List = New Downloadable ACL

Downloadable ACL

*Name | permitall

Description

IPversion & 1pys € pve € Agnestic

* DACL Content | 122488 permit jp any any|
7881011

121314

151817

181920

212223

242526

272829

303132

333435

» Chedk DACL Syntax ’

FBR12ARRARA, WRFEANRREARSUBR=ZANAENEEX K. At , FSFHMEIPolicy >
Policy Elements > Results > Authorization > Authorization Profiles, #£Posture Unknownit & 3
i, % Posture Unknown DACL , #&HWeb Redirection , i£#Client Provisioning , 12t EE [
ACLEM (EFTDLEE ) HEEFITF,



Authorization Profiles > Mew Authorization Profile

Authorization Profile

*Name

Description

* Access Type

MNetwork Device Profile

Senvice Template

Track Movement

Passive |dentity Tracking

v Common Tasks

| FTD-VPN-Redirect

P

[ACCESS_AccePT

&k Cisco || ©
-
@
G

V' DACL Name PostureUnknown Q |
¥ web Redirection (CWA, MDM, NSP, CPP) (i
| Client Provisioning (Posture) - | ACL | fyusifovredirect

= Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureUnknown

cisco-av-pair = urkredirect-ad=fyusifovredirect
cisco-av-pair = urk-redirect=https://ip:port/portal/gateway?sessionld=SessionldValue&portal=27b1bc30-2258-1129-98fb-005056877 5a3&action=cpp

V3|U4| It Provisioning Portal (def’auft}v| I

FEPosture NonCompliantBt & XX 4+ |, 1EFDACLLABR HI 33 M 4589 177 8] o



Authorization Profiles > New Authorization Profile

Authorization Profile

*Name

Description

* Access Type

MNetwark Device Profile

Service Template

Track Movement

Passive Identity Tracking

w Common Tasks

| FTD-VPN-NonCompliant

l

P

[AccESs_accepT

&5 Cisco | v | B
=

Ca

Oa

M DACL Name

PostureMonCompliant

Q]

w Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonComplant

TEPosture Compliantfl B 347 , EZFDACLIA R FXT M EH L 15 (R],

Authorization Profiles = New Authorization Profile

Authorization Profile

* Name

Description

| Permital

= Access Typs

| accESS AccEPT

MNetwork Device Profile

Service Temglate
Track Movement

Passive |dentity Tracking

v Common Tasks

& Cisco | v | &
-

Cea

l_ i

p DACL Name

Parmitall

|
o

v Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PermitAl



£, 137EPolicy > Policy Sets > Default > Authorization Policy F 812 ZNF M., AssHEH
Posture StatusFVNP TunnelGroup Name,

bl (gentity Services Engine ome Com oy Operations + Administration

Policy Sets | Profiling  Posture  Chent Provisioning  » Policy Elements

@ Diefault Default policy set Default Meatwaork Access ERE 43

¥ Authentication Policy (3)
¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

W authorization Policy (18]

Results
+
Status  Rule Hame Conditions Profiles Security Groups Hits Actions
E  Session PostureStalus EQUALS Compliant
FTD-VPH-Posture-Compliant = Permitall + 1 - 4
@ e =S = AND fo  ClscoVPN3000CvP Tx-Tunnek-Graup- L o
Mame EQUALS Employe
Sesslon PostureStatus EQUALS MonCompliant
-VPMN-Posture-NonCompl = FTD-YPHN-NonCompliant + f - = 0
@ FIDPH-Postue-tionCompliant | AND Cisco-VPNI000-CVPHE000IASARDTx- Tunnek- Group LELLLEAL i
MName EQUALS EmployeeVPN
@  FTD-VPN-Posture-Unknown AND . 3 = FTD-VPN-Redirect + 3 -+ 9 o
E MName EQUALS EmployeeVPN

56 UF

ERAAES THIARERE ERET.

EISEL |, FB—1MRITSHERERADIUSER BHE, SMFiE/E> RADIUSER BE, Itbat , AF
AliceBiE# , HEEERTMEAMN BRI,

Teoubleshost ¢ Adagthe Netesss Conisl  Repera

configued Nebwork Devices RADRUS Drops O Client Siopped Reaponding O Rperat Counter @
Rafresh|  Hever F] show| Latust 20 rceess  F]wemin| Lan 3 hous =
O Rebesh  © Reset Fepest Counts B Expont To = Friter= Q-
Time Status. Detnis Repest..  Wdentty Endpont D EndpewntPr.. Authesticab.. AuthorZatl.. Asthorzat.. P AdSress Network Device  Device Port  Wently Group  Posture Sta.
x = -
- |

° Y i TO-VPN-R ']

] - FTo
Lust Updated: Mon Fabs 03 2020 02-16:39 GUT+ 0100 (Contral Eupesn Standard i) Récards Shown: &

IR BEFTD-VPN-Posture-UnknownIEEt | & Itk £3FFTD-VPN-Profile K32 EIFTD,



Overview

Ewent

Username

Endpoint Id

Endpoint Profile

5200 Authentication succeeded
alice{@training.example. com

00:0C:29:5C: 5496 &

]

Windows10-Workstation

Authentication Policy

Authorization Policy

Authorization Result

Default == Default

Default »=> FTOD-VPMN-Posture-Unknown

FTD-VPN-Redirect

Authentication Details

Source Timestamp

Received Timestamp

Policy Server

Ewent

Username

RSFLIE,

2020-02-03 07 13:28. 738

20200203 07:13:25.738

fyusifow-28-3

5200 Authenticaticn succeeded

alice@training.example. com

MAS IPv4 Address

182.188.15.15

MNAS Port Type

Authorization Profile

Wirtual

FTD-VPN-Redirect

Posture Status

Pending

Response Time

385 milliseconds

G R4 BRI £ R EIFTD,




Result

Class

cisco-av-pair

cisco-awv-pair

cisco-awv-pair
cisco-awv-pair

LicenseTypes

CACS:000000000000c0005237 c81 a8 fyusifow-28-3/ 368 580 500/45

url-redirect-acl=fyusifovredirect

url-redirect=https./ffyusifov-28-3 example com: 5443/ portal
gateway?sessionld=000000000000c00058e37cB1a&
portal=27b1bc30-2e58-11e3-98fb-0050 5087 T Sadfaction=cppé
token=0430f1 cdf40ef 303898V ad8a 228803112

LN LY

ACS: CiscoSecure-Defined-ACL=3#ACSACLE-|P-Posture Unknown-Se3 74144

profile-name=Windows10-Workstation

Base and Apex license consumed

FEFTDLE , A TRIUEVPNER , BFEBEISSHEZFRE , 1Tsystem support diagnostic-cli , A5

#4Tshow vpn-sessiondb detail anyconnect. Mt ® , BIFMISEREHNEHEREMA T

VPN& &,

<#froot>

fyusifov-ftd-64#

show vpn-sessi ondb det ai

Session Type: AnyConnect Detailed

anyconnect

User nane al i ce@r ai ni ng. exanpl e. com
Index : 12
Assigned | P 172.16.1.10
PubTlic IP : 10.229.16.169
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx : 15326 Bytes Rx : 13362
Pkts Tx : 10 Pkts Rx : 49
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : Dfl1tGrpPolicy
Tunnel Group : Enpl oyeeVPN

Login Time : 07:13:30 UTC Mon Feb 3 2020

Duration : Oh:06m:43s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID :
Security Grp :

000000000000c0005e37c81a

none

Tunnel Zone : O



AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID :12.1

Public IP : 10.229.16.169

Encryption I none Hashing I none

TCP Src Port : 56491 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S T win

Client OS Ver: 10.0.18363

Client Type : AnyConnect

Client Ver . Cisco AnyConnect VPN Agent for W ndows 4.7.01076
Bytes Tx 1 7663 Bytes Rx : 0
Pkts Tx 5 Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 12.2
Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 56495
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7663 Bytes Rx 592
Pkts Tx 5 Pkts Rx v
Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

DTLS-Tunnel:

1 #ACSACL#-IP-PostureUnknown-5e37414d

Tunnel ID :12.3

Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES256 Hashing : SHAlL
Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 59396

UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 0 Bytes Rx 1 12770

Pkts Tx : 0 Pkts Rx 1 42

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nanme

| SE Post ure:
Redirect URL :
Redirect ACL :

#ACSACL#- | P- Post ur eUnknown- 5e37414d

https://fyusifov-26-3. exanpl e. com 8443/ portal / gat enay?sessi onl d=000000000000c0005e37c8:

fyusi fovredirect

fyusifov-ftd-64#



AURIEE P iR AR R, SMERE-RE>RIAMAS>FFIREE.

»RADIUS  TheestConticHAC Live Logs  » TACAZS Raperss
0=
P Client Provisioning ©
Freen 2020-02:03 00:00:00.0 10 2020-02-03 08:14:07.0

+ My Reports s
= Rports

» Audit

Legged At Server Event O identty ® Endpoirt B

+ Dewvioe Administrabion

* Disgnessics

* My Rapors

P Address

= Endpaints and Users

Authantication Summary

Cument Adtve Sesbons

AT LA & MAnyConnect X 3 KRR IR -

alual
‘cisco

Identity Services Engine

Home  » Context Visibility

» Policy

» Admini » Work Centers

»RADIUS  ThrestCentricNAC Live Logs  » TACACS  » Troubleshoot b Adaptive Network Control
a-
s — Posture Assessment by Endpoint @
From 2020-02-03 00:00:00.0 to 2020-02-03 08:15:48.0

» My Reports - 0
~ Reports

» Audit

Logged At Status Details  PRA Action © identity @ Endpoint ID
+ Device Administration x Today j * j dentity Endpeint ID
» Diagnostics 308:07:5 Izl WA slice@trsining example.com 00:0C:25:5C:5A:96

Authenti

n Summary
Client Provisioning
Cumrent Active Sessions
Exteral Mobile Devic...
Manus Certificate Pro...
PassivelD

Posture Assessment by ...

Posture Assessment by ..

EEFRSHENESZSHAREE , BE EDetails.

Posture More Detail Assessment

From 2020-01-04 00:00:00.0 to 2020-02-03 08:12:36.0
Generated At: 2020-02-03 08:13:37.37

Client Details

Client Operating System

Client NAC Agent

RA Enforcement

PRA Grace Time
PRA Interval
PRA Action

Agreement Status

System Domain

HISELWFHER , Z2HERS2ERH. EARE S

AsiaPage

& Baport To - | OSchwedule

Yriws Chuwen Qv

Chent Provisioning Pol

i}

# Tesl Rewa

SIEIRAE> RG> LM A P >R iIR K TIRS

License Warning A

* My Reports

IP Address

172.18.1.10

RowsiPage| 1

[}

alice(@training example.com

00:0C:29:5

A8
172.1€.1.10
All Locations

000000000000c0008e37cE1a

2 Export To~ | O Schedule
TYriterv  DRefresh &~
Endpoint 03

Windows 10 Pr

1 Total Rows

Windows 10 Frofessional 84-bit

AnyConnect Posture Agent for

dows 4.7.01078

0

Received a posture report from an endpoint

ZEEPIRER

0

]

NA

MotEnabled

DESKTOP-IE3558M

BAHY , CoAHEIAfER —



AR MERA

Z Refresh @ Reset Repest Counts B Export Tov ¥ Filter v
Time. Status Details Repeat ...  Identity Endpoint ID Endpoint Pr...  Authenticat... Authorizati...  Authorizati.. IP Address Network Device  Device Port Identity Group
x J Endpoint Pre thenticati Al [
Feb 03, 2020 08:07:52.05. a
20 08:07:50.03. a o alice@training.e. Windows10. Default >> Default >> FTD-VPN-R. 172.16.1.10
Feb 03, 2020 07:12:29.74. a #ACSACLEIF-P. 1o
20 07:13:29.73, a slice@trsining.e. 00:0C:29:5C:5A:96 Windows10...  Default >> Default => FTD-VPNAR. FTD Workstation Pending

Last Updated:

Mon Feb 03 2020 09:10:20 GMT#0100 {Central European Standard Time}

Records Shown: 4



Overview

Event

Username

Endpoint Id

Endpoint Profile

£205 Dynamic Authorization succeeded

10.55.218.19 @

Authorization Result

PermitAll

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Endpoint Id

Calling 5tation Id
Audit Session Id
Network Device
Device Type
Location

NAS IPv4 Address

20200203 16:58:39.687

2020-02-03 16:53:39.687

fyusifow-28-2

5205 Dynamic Authorization succeeded

10.55.218.19

10.565.218.19

000000000000=0005e385132

FTD

All Device Types

All Locations

192.168.15.15

Authorization Profile

Posture Status

PermitAll

Compliant

Response Time

2 milliseconds




Other Attributes

ConfigWersionld
Event-Timestamp
Device CoA type
Device CoA port
HetweorkDeviceProfileld
IsThirdPartyDeviceFlow

AcsSessionlD

21

15807459119

Pt P
IS0 COA

1700

b0829505-2150-4215-a80e-6753d45bi56c

false

af48ce55-d550-4778-ad40-b03ea 1202442

CoASourceComponent Posture

CoAReason posture status changed
CoAType COA-push

Network Device Profile Cisco

Location Location#All Locations

Device Type Device Type#All Device Types

IPSEC IPSEC#I|s IPSEC Device#No

Device |P Address 192.188.15.15
audit-session-id=000000000000=000523285132,

CiscoAVPair coa-push=true,

ACS:CiscoSecure-Defined-ACL=#ACSACL#IP-PermitAll-5e384dc0

EFTDERIERE S NVPNEIEM BRI EEMACLMEEBURL , # 2 R APermitAll DACL.,

<#root>
fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
al i ce@r ai ni ng. exanpl e. com

Index : 14
Assigned IP : 172.16.1.10 Public IP 10.55.218.19
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel



License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl

Bytes Tx 53990 Bytes Rx : 23808

Pkts Tx 1 73 Pkts Rx : 120

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : Df1tGrpPolicy Tunnel Group :

Enpl oyeeVPN

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID :
Security Grp :

: 16:58:26 UTC Mon Feb 3 2020

: 0h:02m:24s

: Oh:00m:00s

: N/A VLAN
000000000000e0005e385132
none Tunnel Zone

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

Auth Mode

IdTe Time Out:

Client 0OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

Encapsulation:
TCP Dst Port :
Idle Time Out:

Client 0S
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

Filter Name

. hone

: 0

- hone
443

27 Minutes

: 0
: 0
0

: 10.55.218.19
: SHA384

51970
: userPassword
27 Minutes

: 14.1
: 10.55.218.19
! none Hashing
51965 TCP Dst Port :
: userPassword
30 Minutes Idle TO Left :
T win
10.0.18363
: AnyConnect
: Cisco AnyConnect VPN Agent for Windows 4.7.01076
: 7663 Bytes Rx
5 Pkts Rx
0 Pkts Rx Drop :
: 14.2
: 172.16.1.10 Public IP
: AES-GCM-256 Hashing
: ECDHE-RSA-AES256-GCM-SHA384
TLSv1.2 TCP Src Port :
443 Auth Mode
30 Minutes Idle TO Left :
: Windows

: SSL VPN Client

: Cisco AnyConnect VPN Agent for Windows 4.7.01076

#ACSACL#- | P-Perm t Al | - 5e384dcO

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

Encapsulation:
UDP Dst Port :
Idle Time Out:

1 7715 Bytes Rx
H) Pkts Rx
0 Pkts Rx Drop :
: 14.3
: 172.16.1.10 Public IP
: AES256 Hashing
: DHE-RSA-AES256-SHA
DTLSv1.0 UDP Src Port :
443 Auth Mode

30 Minutes

Idle TO Left :

: 10157
: 33
0

: 10.55.218.19
: SHAlL

51536
: userPassword
28 Minutes



Client 0OS : Windows
Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 38612 Bytes Rx : 13651
Pkts Tx 1 62 Pkts Rx : 87

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

#ACSACL#-| P-Perm t Al | - 5e384dc0

fyusifov-ftd-64#

HUEHEER

REDRHET TR THEERITHEHRBRNES
BXRFANLIRTSIHEREN T AnyConnect MISER THEHERR , BREIUTH#E .| SRAS
Rhx2. 20 ISELin 22 A EFE R R,

. SpilthgiE

HEETRARER , ERLRBz—, EARES  FARKIAARE K BIRERHMAERE. &
RNBIRBEARIERE , )”JJAnyConnect?;Ti/J”JJ g2 (enroll.cisco.comM &K I EHL)ER 7 R EISEF E
A EROREN |, EXLTBETIFERE,

EREFMCLEAMBRERE , BAREMMNAREEA TVPNERE, SMENEE> VPNZREHH,

Overview Analysis  Policies Objects AMP  Inteligence Deploy ", System Help v admin v
Device Management NAT VPN » Remote Access Qus Platform Settings FlexConfig Certificates
EmployeeVPN £) Cancal

Access Interfaces  Advanced

Mame ARA Group Policy
Default WEBVPNGroup it .-: ‘ DfitGrpPolscy &8

RIE , SHZEIObjects > Object Management > VPN > Group Policy , & =& Group Policy
VPNELE


https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html

Edit Group Policy
Name:*®

Description:

(LTSN AnyConnect  Advanced

VP Protocols 1Pv4 Split Tunneling: [Allow all traffic over tunnel
IP Address Pools

IPv6 Split Tunneling: Allow all traffic over tunnel

Banner
DNS/WINS Split Tunnel Network List Type: © Standard Access Lst © Extended

Split Tunnelng Standard Access List:

DNS Request Split Tunneling
DNS Requests: Send DNS requests as per split tunnel pelic ¥

Domain List:

o BNAT

S—AMELEER , ZVPNAFREREER HIRNNATSR B kR, ZHRRERE | S5E
BRI 2 MO e 0 2 B DNAT,

BT, REWRRZHINATAN ., SMBRE> NAT , RiFEGNMAN L6 ZHAN

Overview Analysis Policies VRIS Objects | AMP Intelligence L System Helpv adminv

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

FTD_11 /%, Show Warnings I H save [O(:ancel ]
Enter Description

[#] Policy Assignments (1)

| #8 Filter by Device | | @  addrue |
iginal t T I t

¥ NAT Rules Before

FEITHMEO S |, Finterface ObjectsiE I+ T , #%&#FSecurity Zones, EARRHIF , NATERE ZMN
ZONE-INSIDEZIZONE-OUTSIDE®IZ Y,



I Add NAT Rule ? X

NAT Rule: Manual NAT Rule v Insert: In Category ¥ NAT Rules Before ¥
Type: Static ¥ ¥ Enable
Description:
N BOEGELRel e Translation PAT Pool Advanced
Available Interface Objects € Source Interface Objects (1) Destination Interface Objects (1)
I | -4, Search by name | sas ZONE-INSIDE s ZONE-QUTSIDE i
22 ZONE-INSIDE
<2 ZONE-OUTSIDE I Add to ]
Source
Addto |
Destination

OK Cancel |

FETranslationiE WM+ T , B FRAMERNBEEZEMAEE . BANECREENAT , FFURHM B R R
BA%T .

| Edit NAT Rule ? X ‘
MNAT Rule: w Insert: In Category w w
Type: Static v ¥ Enable
Description:

Y Interface Objects PAT Pool  Advanced
Original Packet Translated Packet

| Original Source:™* any w @ Translated Source: Address w

. o an v g
| Original Destination: Address w v @
WPN_Subnet v @ Translated Destination: WPN_Subnet A" @
Original Source Port: v @ Translated Source Port: v @
Original Destination Port: w @ Translated Destination Port: w @
OK || Caneel |

EAdvancediET+ T , PN T BT EIEE :



Edit NAT Rule

NAT Rule: Manual NAT Rule > Insert: In Category v| NAT Rules Before |V¥
Type: Static v Enable

Description: ‘

Interface Objects  Translation  PAT Pool

I= Translate DNS replies that match this rule
] Fallthrough to Interface PAT(Destination Interface)
I 1pve

I net to Net Mapping

M Do not proxy ARP on Destination Interface

¥ perform Route Lookup for Destination Interface

I” unidirectional

oK || cancel




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



