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2.812SSO[1F,

3HERAER,
SE2.BBEOKTANAMSAMLE HIREEFIRE.
1.8 OKTAN B F,
2.MSAMLE B iREEFS HSPEE.
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- BRIBMERSSIZHERS.
. SAML SSO.
. (T ) TRLANZREIZ(WLC)E B,

ERRNAH
R HEBET U TR RE L IRA -

- B AR5 51%2.3.0.298

. OKTA SAML SSORz A

. BRI5500Tc4k 12 H8iR4<8.3.141.0

. Bk Windows 7
AXHEPHEEBRETREXREFREPINRZREN. AXHETFANFMAEREZERVEXAR
M (BN BE, MREHNELTEDRDS , FBREBTHAEGSWEES T,

BFRER

k&SSO
ALANWAF AT -REMRIE , REHRASNIRF. ARREERBNERRRNBREIRR,
BREMBEE

RN RELAR (BREBRFZHAF ). WebR s (EARBIFRRLER)
- RS IREE(SP):ERMHRER S (RP) , BMBERSHWRSE , ERHIFRISE,
- SORMEF(JP)EEREISP ( &AHIFHHOKTA ) HEHRIE, BRRNERNE 4.
- T  IdPRIEASPHAFER.
ZiPHIUSERESSO , #OAuth2FIOpenlD, ISEfEFASAML,

SAMLRZ — M ETXMLIER , BHRNA R 2T RELSKE 2 BEANRXRSAMLETS . &R EH
BRTER, SR, AN LR S EENMAL,

ISEEFISPEER ., AFHEEMRGENF , ARISEREEEQRIIPHITEHRIE. 2/5
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OKTA SAML

WLC ISE
Employee sso
*" o ° P
v ] —
| B
1
assaciation with SSID RADIUS/SERVICE-

TYP=CALL-CHECK

uil-redricet-acl+ur-redirect

“
url-redirect=https:// 2
sespan.bikawi.lab:8443/portal’
gateway?
sessionld=0a3e249b000003dc5
b91573c&portal=794a93a2
ad11-11e8-9ed1-0242504dcBb6

3 &action=cwaé&loken=fdb8f8566a
caf99b4b22a7fe219d4d4e

hitps-hwww. facebook.com

2

4 WLC intercept and redirect to URL provided by
ISE

Emplayss access

redirect to OKTA
. . hitps:licisco-yalbikaw.okta.com

w

user put his credinitials

»
sucessigo to hitps:fisespan. bikawi lab:8443/portalf
I - $50IoginResponse action 6

hitps:\isespan. bikawi lab: 844 Aportal’
S50InginResponse, action

\

continue to AUP

1. AP EEEZISSID , HMRIUEImacidiE(mab).

ISEAZEEEBURLMEE [EACLE Y access-acceptE B
. AP =i 5 Ewww.facebook.com,
WLCEBERINAFEEMRISEREII, , AR KRG A THRIFEASSOZIEEMER .
ISEXYAF EE B EIOKTARN A# 1T & B RIE,
. BRRIERIIE , OKTARFSAMLET S M 57 4 & 253 55 25,
X BT BRI S P 4R EIISE,
8. ISERIEMIEMAN , MRAF S EWFHTHHRIUE , WRELAUP , REHITIRE M.
BXSAMLIFMES , BEB LU TR

~NOo bk~ WD

https://developer.okta.com/standards/SAML/

Bl

PBR1.EISELEESAMLE G EHABRFRHEITF,
1.EZNBEBR

F 1.5 i1 ZAdministration > External Identity Sources > SAML id Providers.


http://www.facebook.com
https://developer.okta.com/standards/SAML/

External Identity Sources ldantity Provider List = OKTA

- =

L SAML Identity Provider

» [ Corticate Authontication Profile
P Identity Provider Config. Sarvice Provider Info, Groups Attributes Advanced Saettings

B Acive Direciony
3 Loap
i3 cose * I Provider Name | OKTA |
[ RADIUS Token Descrigtion | |
(5 RSA SeciD

= [ SAML M Providens
L
“3 OKTA

SE2.NDRABFIEBMHREREE.
2.81&SSO .

ST BE D ELOKTANIFER FHR. BYOD, R&EIM. HEENEIMNHMEESEZEIF
MEETEMEE, EAXXEF , ZITFREFEEFTS , FIATHERAESR.

SR SMETHEPO>SBFEHRASTIFMAH HOIZRITF.

Create Guest Portal - Choose Portal Type x

Choose the type of portal you want to create.

Sponsored-Guest Portal

Sponsors create guests’ accounts. Guests cannot create their own accounts.

o Self-Registered Guest Portal

Guests provide information to automatically create an account, with sponsor approval as an optional requirement.,

Hotspot Guest Portal

Guests can access the network without credentials, but you can add a welcome message and AUPR.

ot JEETTR

Overview  » ldentities  ldentity Groups  Ext Id Sources  » Administration  Metwork Devices  ~Portals & Components  Manage Accounts  » Policy Elements  Palicy Sets
o Portals Settings and Customization

Guest Ponals Portal Name: * Description:

Guest Typas OKTA_SS0 || Portal test URL

SEIERFORIEFENEAZHREN S HREER.

Authentication method: * | OKTA ]G

Configure authentication methods at:
Work Centers > Guest Access = [dentities > ldentity Source Seguences

Work Centers = Guest Access = Ext Id Sources = SAML Identity Providers

HRRAEFROKTAS IREN H B RIES E,

( Alik ) EFEBYODRE,



* BYOD Settings

B Aliow employees 1o wse personal dindcss on this metwark
Endpoint entity group: | RegisteradDevices & |

Cinfigure et identify Sroups af
Admirisiration > Identity Management » Groups > Endpoint lderssy Groups

Tt 3acipcaint i Bhin Qo will bed purtnd acconging o D odicies cifine i
Adrrinisiration > ldentity Managamant > Samngs > Endpainl purgps

(7] ABow erployees o choosa 1 guest S00ess only
[~ Display Dwvice ID fesd during registration

Configure emploves registened devices 5
Waork Canlars > BY'0D > Safings > Employes Regisiered Dovices

Aftor successiul device configuration tak smployes 1o:
" Originating URL (i
1D Success paga
TIURL: |

SRWERFIFEE , EABYODR , BN TR



- Max Devices Reached ~ BYOD Welcome

__________________________ o B

Post Access Banner BYOD Registration

__________________________ o B

Success ~ BYOD Instal

SEEEARR.

X MRTEARAREE , RIS,

SMEBBEMBENFINEEL R BELWEFMEMTF



EERNHEHRES , MIEFRAEZXIF . OKTA_SSO,
¥ Login Page Settings

Require an access code:

Maximum failed login attempts before
rate limiting: E (1 - 999)

Time between login attempts when
rate limiting: E minutes (1 - 3000)

Include an AUP _on page )
Require acceptance
Require scrolling 1o end of AUP
Allow guests o create their own accounts
Allow social login
Allow guests 1o change password after login i
Allow the following identity-provider guest portal to be used for login (i
| OKTA_SSO 4




P
— LOGIN —p-  Alternate Login Portal
See the selected identity-provider portal
for the guest flow details.

Self Registration 4 ALP

|

Max Devices Reached

|

Post Login Banner

URL

S22 BEROKTAMAMSAMLE R MR FiRIR.
1.8 2OKTARL AR .

SRR ERAEERIKS B ROKTAR I,



+— Back to Applicatl

=3} Add Application
i} Bearch for an application m-ﬂ-BCUEFGHIJKLMNDPGRSTUUWKYZ

Can't find an app? Teladoc

O revapoc Okta Verified hae
Apps you created (0) —
&frankly ~ &fanky Add

Okta Verifled -« SAML
INTEGRATION PROPERTIES
100000
Add
Supports SAML

Supports Provisioning . :
Ju_ M01domains.com Add
Okta Verified

S 2. S Add Application.

Oktq Applications My Applications @

255 Applications @ Help

B Add Application B3 Asuign Applications

), Search

STATUS

ACTIVE 1]

INACTIVE 3

&

Mo active apps found

SEIQIBFNA , FHEIZENISAML2.0



Create a New Application Integration

Platform Web -

s

Sign on method .\::. Secure Web Authentication (SWA)

Uses credentials to sign In. This integratlon works with most apps.

(®) SAML 2.0

Uses the SAML protocol to log users into the app. This Is a better optlon
than SWA, If the app supports It

() OpenlD Connect

po

Uses the OpenlD Connect protocel to log users Into an app you've bullt.

Create Cancel

EHIRE

=23 Create SAML Integration

° General Settings a Configure SAML 0 Feedback

o General Settings

App name ISE-OKTA

App logo (optional) g @

Browse..

Upload Logo

App visibility [_] Do not display application Icon to users

[_] Do not display application Icon In the Okta Mablle app



===
=

25 Create SAML Integration

Ganersl Settings e Configune SAML Feedback

0 SAML Settings

What does this form da?

ha XML needed for

GEMERAL e Ao SAML reamet

Single sign on URL @ Where do | find the info this form needs?
/] Use this for Reciplent URL &nd Destination URL

Allow this app 10 request other S50 URLS

Audience URI [SP Entity 1B) @ st 10 SpecHy In this form

Default RelayState i Cikin Certificate

.
Name ID format i Unspecified » 4 Download Okta CostHicate
Application usemame Qe usemamea v

Show Acvanced Seitings

ATTRIBUTE STATEMENTS [DPTIONAL) LEARN MORE

Mamse Mame fonmat (cpiiona Walue

SRATRIEBHRHEREHEISERFELEFRF,

'L'.';;’.;' Identity Services Engina Homa  » ContextVisiblity  + OperSions  » Policy [EREELUSTRTEUNN  + Work Centars
* Syslem » Identity Managoment ¥ Natwork Resources » Davice Poral Managerment pucGrid Senicns ¢ Foird Servion » Theaat Centric NAC
Depioyment  Licensing  ~Certficates  » Logoing  » Mainlenance  Upgrace  » Backup & Resione  » Admin ACcess  + Seltings

<]
= Certificate Managemant Import a new Certificate into the Certificate Store
* Certificata File | Choose file | okta (3} cert
Syslem Certificatas (Choose fie }
Frigrdly Mame i
Trusted Cerficates
OCSP Clent Profile Trusted For: ;
Cestiicate Signing Requests [] Trust fior authentication within [SE
Cortificate Pasiodic Chadk Setdi..

[ Trust for client sutnentication and Sysieg

Cenificate Authority
hE—— (7] Trust for authentication of Cisco Services

[ Validate Cestificate Extensions

[ siome JECTT

2. MSAMLE B RHEF S HSPER.

EMECHEREENEMIRMER, #d“Service Provider Info([RFRIEBEL)HNESH , A
PR



Identity Provider List > OKTA

SAML Identity Provider

General Identity Provider Config. Service Provider Info. Groups Aftributes Advanced Settings

Service Provider Information

[ Load balancer A

Export Service Provider Info. | BExport i
Includes the following portals:
OKTA_SSO

& K zip X R EEXMLI 4 Freadme. txt

120 name id-formati trans dent

NFRESHREER , ZANEESAXML , BEEZXRHERT , FEEFHSA,
- B RBFRURL (samlii T )

Location="https://10.48.35.19:8443/portal/SSOLoginResponse.action"
Location="https://10.48.17.71:8443/portal/SSOLoginResponse.action"

Location="https://isepan.bikawi.lab:8443/portal/SSOLoginResponse.action"
Location="https://isespan.bikawi.lab:8443/portal/SSOLoginResponse.action"

- SPERAKID

entityID="http://CiscoISE/9c969%9a72-b9cd-11e8-a542-d2edlbbdc546"

SSO URLALIPH: 31 FIFQDNA& K 12 1,

e RANERRRTRNEEXH LNEEERE  IREABSIP , NALFIPa AT
SSO URL.

3.WESAMLIZE,

FB1.ESAMLIRE LR X LURL,



6 SAML Settings

GENERAL
Single sign on URL € https:fisespan.bikawil.lab:B443/portal/SSOLoginResponse.action
Use this for Reciplent URL and Destination URL
Allow this app to request other S50 URLs
Requestable S50 URLs URL Index
https:/fisepan.bikawllab:8443/portal/S50LoginRespo || O *
+ Add Ancther
Audience URI (SP Entity ID) € http://CiscolSE/Sc969a72-b9cd-11eB-a542-d2edibbdch46

Default RelayState €

If no value Is set, a blank RelayState Is sent

Name ID format € x5085ubjectName v
Application username B Okia username L 4

Show Advanced Settings
ATTRIBUTE STATEMENTS {OPTIONAL) LEARMN MORE

FR2BFEAELRSHPSNHNHE , TUMXMLHERINZNURL, EFIDERXFRARF B
RT BRI,

@ Preview the SAML assertion generated from the information above

< » Preview the SAML Assertion

This shows you the XML that will be used In the assertion - use it to verify the info you entered above

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" ID="id127185945833795871212409124"



IssueInstant="2018-09-21T715:47:03.790Z" Version="2.0">
<gsaml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">http://www.okta.com/Issuer</saml2:Issuer>
<saml2:Subject>
<gsaml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-
format :x509SubjectName">userName</saml2 :NameID>
<gsaml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData NotOnOrAfter="2018-09-21T15:52:03.8232z"
Recipient="https://isespan.bikawi.lab:8443/portal/SSOLoginResponse.action"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<gsaml2:Conditions NotBefore="2018-09-21T15:42:03.823Z" NotOnOrAfter="2018-09-
21T15:52:03.8232">
<gaml?2:AudienceRestriction>
<saml2:Audience>http://CiscoISE/9¢c969a72-b9cd-11e8-a542-
d2ed1bbdc546</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2018-09-21T15:47:03.790Z2">
<saml?2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</s
aml?2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
</saml2:Assertion>

[BX 1] — ” Y 2 — AL
FEWIBH T —F"HEREZ-NETL,
e Help Okta Support understand how you configured this application
Why are you asking me this?
Are you a customer or partner? D I'm an Okta customer adding an Internal app

@) I'm a software vendor, I'd like 1o integrate my app with Okta

Is your app integration complete? Yes, my app Integration |s ready for public use in the Okia
Application Network

PIEI-IIDUS ﬁ

4. MBI RS H TR,



ISE-OKTA
© :

Acthv - View Logs

Sign On

About
Settings Edit

Application Username

Cefault Relay State

SAML 2.0 is not configured until you complete the setup instructions
Vigw SeTup INStructlions

1 is available it this application suppoarts dynamic configuration

TOEHE -

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="http://www.okta.com/exklrg8loEmedzZSf4356">

<md:IDPSSODescriptor WantAuthnRequestsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>
MIIDrDCCAPpSgAWIBAgIGAWWP1TasMAOGCSgGSIb3DQEBCWUAMIGIWMQsSwWCQYDVQQGEWJIVUZETMBEG
A1UECAWKQ2FsaWzZvcmbpYTEWMBQGAIUEBWWwNU2FUIEZYyYW5jaXNjbzENMASGA1UECgwET2t0YTEU
MBIGA1UECwwLUINPUHJvdmlkZXIxFzAVBgNVBAMMDMNpc2NvLX1hbGIpa2F3MRwwGgYJKoZIhveN
AQkBFglpbmZvQG9rdGEUY29 tMB4XDTEAMDgzMTEWNDMwWNVOXDTI4MDg zMTEWNDQWNVowgZYxXCzAJ
BgNVBAYTA1VTMRMwWEQYDVQQIDAPDYWxpZm9ybml hMRYWFAYDVQQHDA1TYW4gRnJIhbmNpc2NvMQOw
CwYDVQQKDARPa3RhMRQWEgYDVQQLDAtTUO09Qcm92aWR1 cjEXMBUGALUEAwWwOY21zY28teWFsYmlr
YXcxHDAaBgkghkiGOwOBCQEWDW1uZm9Ab2t0YS57b20wggEiMAOGCSOGSIb3DQEBAQUAAAL IBDWAW
ggEKAOIBAQC1P7DvzVng7wSQWVOzgShwn+Yg2U4 £3kbVgXWGuM0a7Bk61AUBog485EQJ1+heB/ 6%
IMt8ulZ8HUsOSpBECLYcI75gH4rpc2FM4kzZiDbNLLISAW6A1UZtC66x42uhRYgduD5+w3 /yvdwx
199upWb6SARtNWK8cx7AyITALEIKK22cV3ek2rFTrMECS5TT51EDsnVzC9Bs9alSRIjiadvhCSPdy
+gmMx9eFtZwzNl1/g/vhS5F /CoC6EfOsFPr6aj/1PBeZuWulWjBFHW3 Zy7hPEtHgjYQO/7GRK2Rz0j
bSZgeAp5YyytjA3INCnIX6FMYS5Rppc3HjtG4cjQS/MQVadpn/AgMBAAEWDQYJKoZIhveNAQELBQAD
ggEBAJUK5zGPZwxECV5AN6YERUV5C5eHUXg3KGul2yIfiH7x8Eartz4 /wGP/HYUuCNCNw3HTh+6T3
0LSAevm6b6U3CINELRVG2kG39b/9+ErPG5UkSQSwFekP+bCgd83Jt0kxshYMYH15FNBS5FCTeVbfgRI
TJ2Tg2uuYpSveIMxQmy7r5gFziWOTvDF2Xp0Agle91H6nbdtSz3e5MMSKYGr9HaigGggG4yXHkAs
771£fQ0OnRz7aulUo9sInH6rWG+elesyysecPulWQtEgNgt+MyZnlCurJ0e+JTvKYH1dSWapMldzgoX
0zyF7yiId9KPP6I4Ndc+BXeldA8imneYy5SMHHT7 /nE/g=

</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>

<md :NameIDFormat>

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

</md:NameIDFormat>

<md :NameIDFormat>



urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

</md:NameIDFormat>

<md:SingleSignOnService Binding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://cisco-
valbikaw.okta.com/app/ciscoorg808433_iseokta_2/exklrg8loEmedZSf4356/sso/saml" />
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://cisco-
valbikaw.okta.com/app/ciscoorg808433_iseokta_2/exklrg8loEmedZSf4356/sso/saml" />
</md:IDPSSODescriptor>

</md:EntityDescriptor>

BAXMLAE AR S A
5RAFSRENARKE.

FRAPSEILNAERN , B—HADER G E , HBERWT | OKTAEZ B *

6. T HEMIdp ST AISE,

SERIESAMLE O RERET  &RSORMHUEFERNS A THIE.

SAML Identity Provider
Gengral D Serace Provder Infio, Groups Anributes Advanond Settings

Tdentity Provider Configuration
Impart Identity Provicer Config Fle  Choose file

Provider Id  Bitip:iwiaw.okta comeak 1 g1 sEmedZ 504356
Singe Sign On URL  hmipe.iisco-yaltiaw okta comiappiciacoorgAB433_jsackta_2isck1ngh1oEmedZ S 358 soisam]

Single Sign Out URL (Post)  Not supponed by Identity Provider

Signing Certificates
Subject - lssunr Walkd From ‘Valid To (Expration] Soral Mumber
EMAILADDRE S S=infoiouta com, CNecisroyalb EMAILADDRE S Sind Friug 31 10043:08 Thy Aug 31 10:44:08 01 65 8F 98 36 AC

S22 REFEE.

SB3.CWAE R
AR RISERIWLCHIELE.

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html

EEEMACLHRMURL,

https://cisco-yalbikaw.okta.com /37 Bl& 89 M FAURL

https://login.okta.com



https://help.okta.com/en/prod/Content/Topics/Directory/okta-active-directory-agent.htm?cshid=ad-agent
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://cisco-yalbikaw.okta.com
https://login.okta.com

REDIRECT-ACL IPwd =
v |_Hanm'a

Clear Counters

Foot Notes
Add-Remowve
1. Counter canfiguration is global for acl, urlac! and laver2acl. URL
L4
MR 7 H AU R R B BEB 15 RIOKTAR A
Portal Name: * Description:
| OKTA_SS0 | | Portal test URL
Portal Behavior and Flow Settings Portal Page Customization
Use these settings o specify the guest experience for this @ Customize portal pages by applying a theme and specifying
portal. fleld names and messages displayed to users.

FR1K/EIFNR |, ENHEEDFEISSOMN A,



Connecting to &

Sign-in with your cisco-org-808433 account to access ISE-OKTA

okta

Sign In

L‘EE‘.."HHI‘I‘IE!

Password

[ ] Remember me

MNeed help signing in?
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B R FHE

i Erind lan . —
..... B
Ry
B s Bt
S —
Frmmrd

Vons s s i

i el



(e o m v i prrah

) F‘ i pacfises pa . bilcaven Lady =4 5

wefee y0u Can BOCESS the mbemel.

5

o HLogen.

Connecting to €

=1 o 'l 3 i 3

BT

okta

ign In

- N O 0

O

Sigming mn to ISE-OETA

ws @ 1y

R

™
et

P



i P g s fair B34 Lporm sl A0 g rifanpen s s wome O

PAEN i T e e

CISCO

Acceptatio Use Palicy
Pl T4 @) Pall BICEPTIN LA & Py

Pt ] Ol P il O Wm0 T3 DS (VM T Wiy °
e cerrifiieelinl By of Bor pom pmerd vl 9l 3chi e Bl pman
AECHT P ELATATH EE pa s e D5 Lo Sy e el
Bt Dpddin Byd 3IRFERS ol i Bir bl e dF Sl

o L el bt Eroudine) Tre feodd Widds Flsh nd
BITEAIENG P TR P wol e e e
kbbbl fabarab] Malle il eg Jaly Fateaip dik 0T
srrmiEnd Horlng o wes nrever or sy e nenar s o
Fir Borvcs o prahiceled. Trang b Soo8 L 3 Dkl S E S
Rt feeling un SRl Tl ¢ ol dolie B i G ot
el e s ond dofs o B mossdge and
ETSRIR AT S (el Bife T i e i

e G i B Mk o P W S b T
ey FOpm fvriemg rencradd baleus Bud g e of
ol it U i T Sy S SR [ p S L Bl
Daricy Ko risigl o Fegsd pildn: Voo di el hinr Fo
right ko rdckell b Jenea i b hed paty Do Imloo
ALt HE M B SRARE. (Pt ey el Trad =
vl v W e N b e 0 a0

- e ey oFf BT PR, A rEETA T T -

e B i

B o

i g gy 8 3, B o T b ks e 3 — @ g QO

e e s .

Frctat st kems e trorems s ma ¢ s e g e e
R T A s P - Y ] T
mmabrankad mpoera= e

ISERE
REE S A EURIE S HRIPRES,

Sap 30, D8 1EMOREN AN ﬂ a L SCARCFA-BGFTE
oo ML AR IR IRDTEED AN B a B AGFLMEFT ICARFLMGFTD Inied-Dwrvi Dafmoli »» W, Dofal >> witsas-mab-guss

B HE B
OKTAR FEHERR

Lh Ge

YAZEED



SRIREREETNFRHAEE

okta My Applications &)
¢ Reports © Help
Okta Usage AST 30 DAYS System Log

n uSers have nisar Slgned in “ wiers have signed In Agent Actihvity

Application Access

4 Olaa Password Health Application Memberghip Change
Authentication Activity
o Policy Acthvity
Application Usage LAST *

Presdsianing Acthity

apps whh unused a3signments n unused app assignments System Impor Acthvity
User Account Actiity

App Password Health SAML Capatie ABps L LUaCyE SV
Auth Troubleshooting
Okta Logins (Total, Falled) Auths Via AD Agent (Total, Falled)

550 Atlempls

Application Access Audit

Cueren Assignmems

Multifacter Authentication

SR EMNNRAEFEREMRAXAR.

+ Back to Applications

7| ISE-OKTA
©

Active View Logs

General Slgn On Import Assignments
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ISE# BBk Bk
EFNBENHERE
- ise-psc.log

- guest.log

SHEEE>RE>AHER- Wit AHME. /5ADEBUGHS,

SAML ise-psc.log
HEEA guest.log
i guest.log

TREREFRGOA 4R EA R B A
EREEMBERT R

HE1. SAMLE R 1R,

okta

400

BAD REQUEST

Your request resulted in an error.

Description: Bad SAML request

Go to Homepage



HEIRR—RER , BREAFZURIERAERREBE, EISEFE.logt :

ISE# show logging application guest.log |& 550

2018-09-30 01:32:35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1]
cisco.ise.portalwebaction.configmanager.SSOLoginConfigHandler -::- SSOLoginTransitionResult:
SSOLoginTransitionResult:

Portal Name: OKTA_SSO

Portal ID: 9c¢969a72-b9cd-11e8-a542-d2edlbbdc546

Portal URL: https://isespan.bikawi.lab:8443/portal/SSOLoginResponse.action

Identity Provider: com.cisco.cpm.acs.im.identitystore.saml.IdentityProvider@56c50abb
2018-09-30 01:32:35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]
cisco.ise.portalwebaction.configmanager.SSOLoginConfigHandler -::- portalSessionInfo:
portalId=9c969a72-b9cd-11e8-a542-d2edlbbdc546;portalSessionId=6770f0ad4-bc86-4565-940a-
b0£83cbe9372;radiusSessi
onId=0a3e949b000002c55bb023b3;
2018-09-30 01:32:35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]
cisco.ise.portalwebaction.configmanager.SSOLoginConfigHandler -::- no Load balancer is
configured; no redirect should be made
2018-09-30 01:32:35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]
cisco.ise.portalwebaction.configmanager.SSOLoginConfigHandler -::- No redirect manipulation is
required - start the SAML flow with 'GET'...
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]
cisco.ise.portalwebaction.configmanager.SSOLoginConfigHandler -::- Redirect to IDP:
https://cisco-
valbikaw.okta.com/app/ciscoorg808433_iseokta_2/exklrg8loEmedzSf4356/sso/saml?SAMLRequest=nZRdb9o
wF
Ib%2FSuT7EJMPIBahYpRKkWB1JOxXxiNSXtHFprwce5sQ%2Bm$2Fn0ONK1%$2FZRoeUyPu9539%2FzJ00b4 672DgCNUDJID%2FR5GH
kiuKiEfM7Qp7%2FwRupmMDd3VDZnu7ZNcw889G0s5nTTkdIChvZZEUSMMKkXQHh1hOiulyQcIeJolWVnFVI29gDGjrjGZKmv0
OdAH6IDhs10sMPVnbGBIEWOBpgOwx8YM$2Bi15NGRNFcRQ0S1taB0Vxv1CPwolhGtcFepS3HZF3pzS
H04QZ2tLaAPLy2wwIpDwdpHQY%2Biz11d%2Fvw8inSRz6VQhxn7GKI%$2FHg4Xa%2ByJd50VI3Lnn1MP$2B6mS6Kg8TF£J13u
gdMm%2BObfDAc412msc%$2F4a0DHYy SDx0xhTn%2BHtKOIMOmgYnuSavmJvipdjGkEapwy3T8iThDECRiw6Sd5n%2FjMxd3Wzo
g72ZAd7DMGYPUTSWSpuhEPAHPk79CJe4T6KQRE1IVECbfkbd6XdcnITsIPtot640M32BVYWK391X5TIS
2B3aGyRWgMzond3 09NPSMCpag0YDguzZsJIJwlREfz4JgdjINL226IsCFfnE9%2BulK14C8Xs4TXE1 zX6nmmgdg3YIO37g9£fB1OnC
h3jFo72v2xmatdQLUybIhwd4a85ksvOs9qgFt IbthcPVmX5Yxglviw7vXLUPPS1ctE8DAzUpNpW1Z7wL%2B6zyT7uxfgUzOu7n
8mOx%$2BAQ%3D%3D&RelayState=_9c969a72-b9cd-11e8-a542-d2e41bbdc546_DELIMITERport
alId_EQUALS9c969a72-b9cd-11e8-a542-d2ed4lbbdc546_SEMIportalSessionId EQUALS6770f0ad-bc86-4565-
940a-
b0£f83cbe9372_SEMIradiusSessionId_EQUALS0a3e949b000002c55bb023b3_SEMI_DELIMITERisespan.bikawi.lab
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]
cisco.ise.portalwebaction.utils.Combiner -::- combined map: {redirect_required=TRUE,
sso_login_action_url=https://cisco-
valbikaw.okta.com/app/ciscoorg808433_iseokta_2/exklrg8loEmedZSf4356/sso/saml
?SAMLRequest=nZRdb9owFIb%$2FSuT7EIJMPIBahYpRgkWB1JOxiN5XtHFprwc5sQ%2Bm$2Fn0ONKi%$2FZRoeUyPu95j9%2FzJd
00b4672DgCNUDJID%$2FR5GHki1uKiEEM7Qp7%2FwRupmMDd3VDZnu7ZNcw889G0s5nTTkdIJChvZZEUSMMKkXQHh1hOiulyQcIed
01WVNnFVI29gDG]jrjGZKmv0OdAH6IDhs10sMPVNbGBIEWOoBpgOwx8YM%2B115NGRnFcRQ0OS1taB0Vxy
1CPwolhGtcFepS3HZF3pzSH04QZ2tLaAPLy2wwIpDwdpHQY%2Biz11d%2Fvw8inSRz6VQhxn7GKJI%$2FHg4Xa%2ByJd50VI3L
nnlMP$2B6mS6Kg8TF£J13ugdMm%2BObfDAc4i2msc$2F4a0DHy SDx0xhTn%2BHEtKOIMOmgYnuSavVmJvipdjGkEapwy3T8iTh
DEcRiw6Sd5n%2FjMxd3Wzoq7ZAd7DMGYPUTSWSpuhEPdHPk79CJe4T6KQREIVECbfkbd6XdenITsIP
tot640oM$2BVYWK391X5TI%2B3aGyRWgMzond3 09NPSMCpg0YDguZsdJwlRfz4JgdjINL226IsCFfnE9%2BulK14C8Xs4TXELz
X6nmmgdg3YIO37g9£fBlOnCh3jFo72v2xmatdQLUybIhwd4a85ksvOs9gFtIbthcPVmX5YxglviW7vXLUPPS1ctE8DAdzUpNpWl
Z7wL%2B6zyT7uxfgUzOu7n8m0x%2BAQ%3D%$3D&RelayState=_9c969a72-b9cd-11e8-a542-d2e4d
1bbdc546_DELIMITERportalId_ EQUALS9c969a72-b9cd-1le8-a542-
d2ed1bbdc546_SEMIportalSessionId EQUALS6770f0ad-bc86-4565-940a-
b0£f83cbe9372_SEMIradiusSessionId_EQUALS0a3e949b000002c55bb023b3_SEMI_DELIMITERisespan.bikawi.lab
}
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]
cisco.ise.portalwebaction.controller.PortalStepController -::- targetUrl:
pages/ssoLoginRequest.jsp
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]
cisco.ise.portalwebaction.controller.PortalStepController -::- portalId: 9c969a72-b9cd-1le8-



a542-d2e41bbdc546
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]

cisco.ise.portalwebaction.controller.PortalStepController -::- webappPath: /portal
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]11[]
cisco.ise.portalwebaction.controller.PortalStepController -::- portalPath:

/portal/portals/9c969a72-b9cd-11e8-a542-d2edlbbdc546

2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]
cisco.ise.portalwebaction.controller.PortalPreResultlListener -::- No page transition config.
Bypassing transition.

2018-09-30 01:32:35,627 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2]1[]
cisco.ise.portalwebaction.controller.PortalFlowInterceptor -::- result: success

ISEERINGAFPEEMERIDP, B2 , FEMNISE , F B HIMEEIRHWSAMLER, BEOKTATRES
RITBSAMLIER BiER,

https://cisco-
valbikaw.okta.com/app/ciscoorg808433_iseokta_2/exklrg8loEmedzSf4356/sso/saml?SAMLRequest=nZRdb9o
wF
Ib%2FSuT7EJMPIBahYpRKkWB1JOxiNSXtHFprwce5sQ%2Bm$2Fn0ONK1%2FZRoeUyPu9539%2FzJ00b4 672DgCNUDJID%2FR5GH
kiuKiEfM7Qp7%2FwRupmMDd3VDZnu7ZNcw889G0s5nTTkdIChvZZEUSMMKkXQHh1hOiulyQcIeJolWVnFVI29gDGjrjGZKmv0
0dAH6IDhs10sMPVNbGBIEWOBpgOwx8YM%2B115NGRnNFcRQ0S1taB0Vxv1CPwolhGtcFepS3HZF3pzS
H04QZ2tLaAPLy2wwIpDwdpHQY%2Biz11d%2Fvw8inSRz6VQhxn7GKI%$2FHg4Xa%2ByJd50VI3Lnnl1MP$2B6mS6Kg8TF£J13u
gJdMm%2BObfDAc412msc%$2F4a0DHYy SDx0xhTn%2BHtKOIMOmgYnuSavmJvipdjGkEapwy3T8iThDECRiw6Sd5n%$2FjMxd3Wzo
g72ZAd7DMGYPUTSWSpuhEPAHPk79CJe4T6KQRE1IVECbfkbd6XdcnITsIPtot640M32BVYWK391X5TIS

2B3aGyRWgMzond3 09NPSMCpag0YDguzZsIJwlREfz4JgdjINL226IsCFfnE9%2BulK14C8Xs4TXE1 zX6nmmgdg3YIO37g9£fB1OnC
h3jFo72v2xmatdQLUybIhwd4a85ksvOs9gFt IbthcPVmX5Yxglviw7vXLUPPS1ctE8DAzUpNpW1Z7wL%2B6zyT7uxfgUzOu7n
8mOx%$2BAQ%3D%3D&RelayState=_9c969a72-b9cd-11e8-a542-d2e41bbdc546_DELIMITERport
alId_EQUALS9c969a72-b9cd-11e8-a542-d2edlbbdc546_SEMIportalSessionId EQUALS6770f0ad-bc86-4565-
940a-
b0£f83cbe9372_SEMIradiusSessionId_EQUALS0a3e949b000002c55bb023b3_SEMI_DELIMITERisespan.bikawi.lab

NEBRRENARER , TRREHTER.

Single sign on URL htips/N0.48.17.71:8443/ponal/550LoginResponse.action
Use this for Recipient URL and Destination URL

/| Allow this app 10 request other S50 URLs

SSO URLfEAIPHbt , BER , I BERELEFQDN , IRMNEREE—TLANERDEFIN , 85
SEMI_DELIMITER<FQDN>LAf R I [A] & | B EOKTAIRE F R IPH# 11t B I FQDN,

BR2.FEERETHI AR, BFRAFE AT REH



@ & https/fisespan bikawilab:B443/portal/S50LoginResponse.action e @ 1 Q. search

& before you can access the nternet,

cISco Guest Portal

Error

There was a problem accessing the site. Please contact halp
desk for assistance

Guest.log

2018-09-30 02:25:00,595 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1]1]
guestaccess.flowmanager.step.guest.SSOLoginStepExecutor -::- SSO Authentication failed or
unknown user, authentication result=FAILED, isFailedLogin=true, reason=24823 Assertion does not
contain ma

tching service provider identifier in the audience restriction conditions

2018-09-30 02:25:00,609 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1]1]

guestaccess. flowmanager.step.guest.SSOLoginStepExecutor -::- Login error with idp

MBEH | ISEHREMEFER. REOKTAZARURI , BRESSPEAEUBNTE,
BRIEEEMIZANE , RBEFIRTURE R,

TERTHREMIFRE, FLERTEHR K BEERBEOKTANARESHRIFAMENURL, R
TP |, REREE 7T 3 LA 25 TR LE R 3 440 AT i 4] .
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- https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-21/200551-



/content/en/us/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12

Configure-ISE-2-1-Guest-Portal-with-Pin.html

- https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-23/213352-
configure-ise-2-3-sponsor-portal-with-ms.html

- https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
- https://www.safaribooksonline.com/library/view/spring-security-
essentials/9781785282621/ch02.html

- https://developer.okta.com



/content/en/us/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://developer.okta.com
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