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Results

Authentication % Downloadable ACL

Authorization Profiles

Downloadable ACLs

Profiling >
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Pasture > ) -
Client Provisioning >
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Identities Groups External |dentity Sources

Users Matw G New Netweork

Latest Manual Network Scan Res...

~ Passwords

Internal Users

0 eesssees

> User Information
> Account Options
> Account Disable Policy

~ User Custom Attributes

ACL
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dentity Source Sequences
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Settings
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Active Directors Lsers and | testuserexternal Properties 7 > 0O
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4= $ | # | ‘g B | j Security Environment Sessions Remote control
— - - General Address Accourt Profile Telephones COrganization
= Ar:twe Directory Users and Remote Desktop Services Profile COM= Attribute Editor
~ | Saved Queries re per
=2 Attributes:
v iH riﬁsanfr.!al::l nistrato...
H_ Eu'lt'” . Attribute Walue = nd ser...
_H_ Dnmplu ecrs I account Expires (never) llers ...
'H_ Dm_am Dnt_m e.rs accountNameHistory  <not set L
~| ForeignSecurityPring aC5PalicyMName MotMuchAccess
- Keys adminCourt <not set> ctrat
MJ_ LostAndFound adminDescription <not set> SHrat0.
| Managed Service Ac adminDisplayMame <not et group ...
| Program Data alt Securtyldertities <not set> Jroup ..
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Directory Attributes

Only attributes selected below will be available for use as policy conditions in policy rules.
* Sample User or Machine

testuserexternal O
Account
Retrieve Attributes...
Name s Type Example Value
aCSPolicyName STRING NotMuchAccess
O accountExpires STRING 9223372036854775807
(]  badPasswordTime STRING 0
(]  badPwdCount STRING 0
(] cn STRING testuserexternal
[ codePage STRING 0
() countryCode STRING 0
Ij d5CorePropagationData STRING 16010101000000.0Z
[:] displayName STRING testuserexternal
O distinguishedName STRING CN=testuserexternal, CN=Users,DC=rinsantr,DC=lab
<
= Cisco ISE
External Identity Sources Sy Sa;
External Identity Sources Ahil v I} Attributes o
C icats Auth I F
P — Hame Type Dafault Internal Name
Loae
QDBec
RADIUS Tokar
RSA SaecurlD
SAML W Providers
| Logir
< >

A AEBFSEB A P B SR AN &

Ef BRNE E XK , S EIPolicy > Policy Elements > Results > Authorization > Authorization
Profiles, 8 Add. REE# , HNAZBHAFIEERJIACLE FinternalUser:<name of custom
attribute created>, AR , W FTAFAF , BEXHInternalUserAttribute TestfE A Bt & 7



InternalUser:ACLEIJACL#H {THLE .

= Cisco ISE

Dictionaries Conditions

Authentication >

Authorization B

Authorization Profiles

Downloadable ACLs

Profiling >
Posture >
Client Provisioning >

X3 F BB A

Policy

Results

rization P 5 » New Authorization Profile

Authorization Profile

InternalUserAttributeTest

Lescriptior

* Access Type

- Policy Elements

ACCESS_ACCEPT b

Network Device Profile &% Cisco v £
Service Template D

- i o)
Track Movement |:| 0]
Agentless Posture [] O]
Passive ldentity Tracking |:| (_,Jl

~ Common Tasks
DACL Name I-1Te:'na.LJ5|.'~.’:P\CIL| W

, {5 F <Join point name>:<attribute configured on AD> #ENJACLBE Fr. FEARAHI

f, BLiE X fFExternalUserAttribute Testff A Bt & 5 RiniAD:aCSPolicyName Y dACL# 1TELE , H
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= Cisco ISE

Policy * Policy Elements

Dictionaries Conditions Results
I
Authorization Profiles » New Authorization Profile
Authentication >

Authorization
Authorization Profiles
Downloadable ACLs

Profiling

Posture

Client Provisioning

B B RAXR B

Authorization Profile

~
Name ~ : : .
ExternalUserAttributeTest
Description
* Access Type _ o
5 ACCESS_ACCEPT o
3 Network Device Profile @b Cisco W £
3 Service Template [:I
Track Movement |:| ®
Agentless Posture D (_.;‘.

Passive Identity Tracking |:| ®

~ Common Tasks

DACL Name RinNiAD:aCSPolicyName v

RN KB 7] LATEPolicy > Policy SetsFELE , E4ABURTAIBAFEADLFAAMA , hEFISERN
HBEHBERHWAF G, EARHIF | testuserexternal A rinsantr.lab/Users/Test Group K f F
, Mtestuserinternal Z2ISERN I & B 17 EHRHAF,

“ Authorization Policy (3)

(¥) Status Rule Name

Q

° Bagic Authenticated

Access Internal User

o Bagic Authénticated
Access External User

(] Default

AMND

AND

Results
Conditions Profiles Security Groups
b Wetwork
Access-AuthenticationStatus EQUALS AuthenticationPassed : == = - Bt i
InternalUszerAttribute Te Salect from list
L  Radius-User-Name EQUALS testuserinternal
b Network
N Access-AuthenticationStatus EQUALS AuthenticationPassed
ExternalUserAttributeT.. Select from list
o RiniAD ExternalGroups EQUALS rinsantr.lab/Users/Test
5

Group

DenyAccess Select from list
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NERA
[=] .
Jan 18, 2021 03:27:11.5.., o
Jan 18, 2021 03:27:11.5... o
SNERAF:
[=] .
Jan 18, 2021 03:39:33.3... a o
Jan 18, 2021 03:39:33.3... a

HACSACLH-IP-..

tastuserinternal B4:96:91:26:E0:28 Intel-Device New Polic... Mew Polic... Internalls..,
HACSACLHE-IP-...
testuseraxternal B4:96:91:26:E0:2B Intel-Device New Polic... New Polic... ExternalUs...

KRERDAFHORIE ENBRAREER , LRIEEREEHEFAXE B ERNOverviewHB o R IE

HR R,
NEBAF:

Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

AEZBAF:

5200 Authentication succeeded

testuserinternal

B4:96:91:26:E0:2B &

Intel-Device

New Policy Set 1 >> Authentication Rule 1

New Policy Set 1 >> Basic Authenticated Access Internal User

InternalUserAttribute Test



Overview

Event 5200 Authentication succeeded
Username testuserexternal

Endpoint Id B4:96:91:26:E0:2B &

Endpoint Profile Intel-Device

Authentication Policy New Policy Set 1 >> Authentication Rule 1

L , New Policy Set 1 >> Basic Authenticated Access External
Authorization Policy User

Authorization Result ExternalUserAttributeTest

REFAXN ASHEAEES? , RIERETERRIIAFEM.

PIERAR
EnableFlag Enabled
ACL NotMuchAccess
RADIUS Username testuserinternal
SRR
aCSPolicyName NotMuchAccess
RADIUS Username testuserexternal

BREFEMLN BENLERID , LRIEJACLE tE R B YEN Access-Acceptiy —EZB 0 K%

ACS:CiscoSecure-Defined-ACL=#ACSACLH-IP-

CISCO-av—palr NotMuchAccess-60049cbb
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Overview

Event 5232 DACL Download Succeeded
Username HACSACL#-IP-NotMuchAccess-60049cbb
Endpoint Id

Endpoint Profile

Authorization Result
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cisco-av-pair ip:inacl# 1=permit ip any any
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