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ODBC DB connection details
* Hostname/IP[:port] | 10.48.26.61

* Database n

1k

me | orcl.vkumov.loca

Admin username ca

Admin password | sssesss
* Timeout ] h
Test connection X
* Retries |1 Connection succeeded
* Database type  Oracle Stored Procedures

<:Lj> Flain text password authentication - Mot Configured
5 g:- Plain text password fetching - Mot Configured

<:Lj> Check username or machine exists - Mot Configured
{E:- Fetch groups - Mot Configured

4 E'-" Fetch attributes - Mot Configured

|: Close |
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CREATE TABLE "ISE"."USERS"
("USER_ID" NUMBER(*,0) GENERATED ALWAYS AS IDENTITY MINVALUE 1 MAXVALUE
9999999999999999999999999999 INCREMENT BY 1 START WITH 1 CACHE 20 NOORDER NOCYCLE NOKEEP


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf06497/?reffering_site=dumpcr
https://www.cisco.com/c/zh_cn/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_chapter_01110.html#concept_6EB9B4875CBB47D79168E329696E2C65

NOSCALE ,

"USERNAME" VARCHAR2 (120 BYTE),

"PASSWORD" VARCHAR2 (120 BYTE)

) SEGMENT CREATION IMMEDIATE

PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255

NOCOMPRESS LOGGING
STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"

CREATE UNIQUE INDEX "ISE"."USERS_PK" ON "ISE"."USERS" ("USER_ID")
PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"

ALTER TABLE "ISE"."USERS" MODIFY ("USER_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USERS" MODIFY ("USERNAME" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USERS" MODIFY ("PASSWORD" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USERS" ADD CONSTRAINT "USERS_PK" PRIMARY KEY ("USER_ID")
USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS" ENABLE;

HMSQL Developer GUI:



B3 Create Table X
Schema: [ISE "] [w] Advanced g
MName: UsERs |
IaHeT?pe:[Nonnd ']
Q, Search
Columns: Q. name g ¥
-----m&:nstraints PK  MName Data Type Size Mot Mull Default Comment
- Indexes E®  USER_ID b INT <Identity Calu...
.. InMemary USERNAME VARCHARZ 120
o I O
- Partitions 0
- Comment {}
... OOL
i
F .
Data Type  Constraints  Indexes Identity Column
(3) Simple () Complex () Virtual
CQumnT?pe:[VARCHARZ ']
Size: [120 | Units: | <Not Specified> -
Help 0K Cance
T
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INSERT INTO "ISE"."USERS" (USERNAME, PASSWORD) VALUES ('alice', 'passwordl')

INSERT INTO "ISE"."USERS" (USERNAME, PASSWORD) VALUES ('bob', 'passwordl')
INSERT INTO "ISE"."USERS" (USERNAME, PASSWORD) VALUES ('admin', 'passwordl')

SBIBRANAREHHNRIENRE ( AFPAP, EAP-GTCHERS .. TACACS)

create or replace function ISEAUTH_R
(
ise_username IN VARCHAR2,
ise_userpassword IN VARCHAR2
) return sys_refcursor AS
BEGIN
declare
c integer;
resultSet SYS_REFCURSOR;
begin

select count(*) into ¢ from USERS where USERS.USERNAME = ise_username and USERS.PASSWORD =

ise_userpassword;
if ¢ > 0 then

open resultSet for select 0 as code, 11, 'good user', 'no error' from dual;
ELSE

open resultSet for select 3, 0, 'odbc', 'ODBC Authen Error' from dual;
END IF;

return resultSet;




end;
END ISEAUTH_R;

4 BIEA X EBIRAEUIRE ( HTCHAP,
#873%. TACACS)

create or replace function ISEFETCH_R
(
ise_username IN VARCHAR2
) return sys_refcursor AS
BEGIN
declare
c integer;
resultSet SYS_REFCURSOR;
begin

MSCHAPv1/v2, EAP-MD5, LEAP, EAP-MSCHAPV2I

select count(*) into ¢ from USERS where USERS.USERNAME = ise_username;

if ¢ > 0 then
open resultSet for select 0, 11,
USERS.USERNAME = ise_username;
DBMS_OUTPUT.PUT_LINE('found') ;
ELSE
open resultSet for select 3, 0,

'good user', 'no error',

'odbc', 'ODBC Authen Error'

DBMS_OUTPUT.PUT_LINE( 'not found');

END TIF;
return resultSet;
end;
END;

5AIEEEURERFANITEINREFE ( HTMAB,

TTLS)

create or replace function ISELOOKUP_R
(
ise_username IN VARCHAR2
) return sys_refcursor AS
BEGIN
declare
c integer;
resultSet SYS_REFCURSOR;
begin

password from USERS where

from dual;

select count(*) into ¢ from USERS where USERS.USERNAME = ise_username;

if ¢ > 0 then
open resultSet for select 0, 11,
ise_username;
ELSE
open resultSet for select 3, 0,
END TIF;
return resultSet;
end;
END;

6.7EISE LB ESRHA R

'good user', 'mo error' from USERS where USERS.USERNAME

'odbc', 'ODBC Authen Error'

from dual;

RIZEFEEPEAP, EAP-FASTHIEAP-



ODEC List > OracleDB
ODBC Identity Source

General Connection Stored Procedures Attributes

Stored procedure type | Returns recordset -
Plain text password authentication | ISEAUTH_R i (13}
Flain text password fetching | ISEFETCH_R i (13}
Check username or machine exists | ISELOOKUP R | i
Fetch groups | | i
Fetch attributes i B
Search for MAC Address in format | soi-o-s--oi-n v | (i

7IREEENETF  AREREONHERBE

g

Test connection X

Connection succeaded

Stored Procedures

Plain text password authentication - Exists
Plain text password fetching - Exists

Check username or machine exists - Exists
@ Fetch groups - Mot Configured

a@) Fetch attributes - Mot Configured

| Close |
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CREATE TABLE "ISE"."GROUPS"
("GROUP_ID" NUMBER(*,0) GENERATED ALWAYS AS IDENTITY MINVALUE 1 MAXVALUE

Groups

9999999999999999999999999999 INCREMENT BY 1 START WITH 1 CACHE 20 NOORDER NOCYCLE NOKEEP



NOSCALE ,
"GROUP_NAME" VARCHAR2 (255 BYTE),
"DESCRIPTION" CLOB
) SEGMENT CREATION IMMEDIATE
PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING
STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"
LOB ("DESCRIPTION") STORE AS SECUREFILE (
TABLESPACE "USERS" ENABLE STORAGE IN ROW CHUNK 8192
NOCACHE LOGGING NOCOMPRESS KEEP_DUPLICATES
STORAGE (INITIAL 106496 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE O
BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)) ;

CREATE TABLE "ISE"."USER_GROUPS_MAPPING"
("USER_ID" NUMBER(*,0),
"GROUP_ID" NUMBER(*,0)
) SEGMENT CREATION IMMEDIATE
PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING
STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER_POOL DEFAULT FLASH_ CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"

CREATE UNIQUE INDEX "ISE"."GROUPS_PK" ON "ISE"."GROUPS" ("GROUP_ID")
PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_ CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"

CREATE UNIQUE INDEX "ISE"."USER_GROUPS_MAPPING_UKl" ON "ISE"."USER_GROUPS_MAPPING" ("USER_ID",
"GROUP_ID")

PCTFREE 10 INITRANS 2 MAXTRANS 255 COMPUTE STATISTICS

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645

PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)

TABLESPACE "USERS"

ALTER TABLE "ISE"."GROUPS" MODIFY ("GROUP_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."GROUPS" MODIFY ("GROUP_NAME" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."GROUPS" ADD CONSTRAINT "GROUPS_PK" PRIMARY KEY ("GROUP_ID")
USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)

TABLESPACE "USERS" ENABLE;



-- Constraints for Table USER_GROUPS_MAPPING

ALTER TABLE "ISE"."USER_GROUPS_MAPPING" MODIFY ("USER_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USER_GROUPS_MAPPING" MODIFY ("GROUP_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USER_GROUPS_MAPPING" ADD CONSTRAINT "USER_GROUPS_MAPPING_UK1" UNIQUE
("USER_ID", "GROUP_ID")

USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255 COMPUTE STATISTICS

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645

PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_ CACHE DEFAULT CELL_FLASH CACHE DEFAULT)

TABLESPACE "USERS" ENABLE;
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Storage
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Constraints on Column:

Constraint Name Constraint Type Other Columns -
GROUPS_PK &2 Primary Key




E& Edit Table

Mame: LISER._GROUPS_MAFPFING

Q, Search
Columns: Q name

=

%+ X &

Constraints PK. | Name Data Type Size Mot MNull
In-Memary GROUP_ID MUMBER.

Storage
Comment
DOL

Default

Comment

K0 ¢ 2

F % 4

Constraints on Column:

Data Type @ Constraints  Indexes Identity Column

Caonstraint Mame Constraint Type
IJSER._GROUPS_MAPPING_LIK1 E= Unique

Other Columns

GROUP_ID

Help

QK

Cancel

2.8 A FNARET | LA{EaliceMlbob/E T4 Users , Madmin/E T4 Admin

-- Adding groups
INSERT INTO "ISE"."GROUPS" (GROUP_NAME, DESCRIPTION) VALUES ('Admins',
administrators')
INSERT INTO "ISE"."GROUPS" (GROUP_NAME, DESCRIPTION) VALUES ('Users',

-- Alice and Bob are users

'Group for

INSERT INTO "ISE"."USER_GROUPS_MAPPING" (USER_ID, GROUP_ID) VALUES ('1l', '2')
INSERT INTO "ISE"."USER_GROUPS_MAPPING" (USER_ID, GROUP_ID) VALUES ('2', '2')

-- Admin is in Admins group

INSERT INTO "ISE"."USER_GROUPS_MAPPING" (USER_ID, GROUP_ID) VALUES ('3', '1')

SHlBARREE. MRAFEA™Y , MEREFRE4A

create or replace function ISEGROUPSH
(
ise_username IN VARCHAR2,
ise_result OUT int
) return sys_refcursor as
BEGIN
declare
c integer;
userid integer;
resultSet SYS_REFCURSOR;

'Corporate users')




begin
IF ise_username

= '*' then
ise_result := 0;

open resultSet for select GROUP_NAME from GROUPS;
ELSE

select count(*) into ¢ from USERS where USERS.USERNAME = ise_username;

select USER_ID into userid from USERS where USERS.USERNAME = ise_username;
IF ¢ > 0 then

ise_result := 0;

open resultSet for select GROUP_NAME from GROUPS where GROUP_ID IN ( SELECT m.GROUP_ID
from USER_GROUPS_MAPPING m where m.USER_ID

= userid );
ELSE
ise_result := 3;
open resultSet for select 0 from dual where 1=2;
END TIF;
END TIF;
return resultSet;
end;
END ;
4 5 H R 5 FREUA

ODEC List = OracleDB
ODBC Identity Source

General Connection Stored Procedures Attributes

Groups

Stored procedure type | Returns recordset

Plain text password authentication | ISEAUTH_R |

Flain text password fetching |ISEFEI’CH_R | i (35]
Check username or machine exists | ISELOOKUP R | i &
Fetch groups |ISEGR:}UP5H | i

Fetch attributes |

Search for MAC Address in format | === i

5.3REVA H I EH A 1ZEIODBC & R



Select Groups from ODBC

Sample User or Machine | = | i |' Fetrneve Groups '|
[]| Name Mame in ISE

[] Admins Admins

[] Users Users

0

EEREMENAAELTHE  XLEAFEREAERFLE

ODBC List = OracleDB

ODBC Identity Source
General Connection Stored Procedures

Edit ofAdd v 3 Delete

[]| Name MName in ISE
[] Admins Admins
] Users Users

SRS ERRERR
1R RE , BEEATER

CREATE TABLE "ISE"."ATTRIBUTES"
("USER_ID" NUMBER(*,0),
"ATTR_NAME" VARCHAR2 (255 BYTE),
"VALUE" VARCHAR2 (255 BYTE)
) SEGMENT CREATION IMMEDIATE
PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645

PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

Attributes

BUFFER_POOL DEFAULT FLASH_ CACHE DEFAULT CELL_FLASH CACHE DEFAULT)

TABLESPACE "USERS"



CREATE UNIQUE INDEX "ISE"."ATTRIBUTES_PK" ON "ISE"."ATTRIBUTES" ("ATTR_NAME", "USER_ID")
PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645

PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)

TABLESPACE "USERS"

ALTER TABLE "ISE"."ATTRIBUTES" MODIFY ("USER_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."ATTRIBUTES" MODIFY ("ATTR_NAME" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."ATTRIBUTES" ADD CONSTRAINT "ATTRIBUTES_PK" PRIMARY KEY ("ATTR_NAME",
"USER_ID")

USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645

PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)

TABLESPACE "USERS" ENABLE;

MGUI:
B Edit Table X
Marne: \TTRIBUTES
Q Search
Columns: Q, name "F x
mﬂonst’aintﬂ PK  Mame Data Type Size Mot Mull Default Comment
Indexes USER_ID NUMEER |l &= | | |
In-Memory %  ATTR_MNAME  VARCHAR2 255 -
Storage VALUE VARCHAR2 255 i @
Comment p
DOL 4}
<@
F .
Data Type  Constraints ~ Indexes Identity Column
Constraints on Column:
Constraint Name Constraint Type QOther Columns -
ATTRIBUTES_FK1 @5 Foreign Key
ATTRIBUTES_PK @5 Primary Key ATTR._MAME
Help oK Cancel
2ARAFBIE—LEM
INSERT INTO "ISE"."ATTRIBUTES" (USER_ID, ATTR_NAME, VALUE) VALUES ('3', 'SecurityLevel',K '15")




INSERT INTO "ISE"."ATTRIBUTES" (USER_ID, ATTR_NAME, VALUE) VALUES ('l', 'SecurityLevel', '5'")
INSERT INTO "ISE"."ATTRIBUTES" (USER_ID, ATTR_NAME, VALUE) VALUES ('2', 'SecurityLevel',6 '10')
LEERE., BERZRMER , MRAFERA™Y , e REMETENEM
create or replace function ISEATTRSH
(
ise_username IN VARCHAR2,
ise_result OUT int
) return sys_refcursor as
BEGIN
declare
c integer;
userid integer;
resultSet SYS_REFCURSOR;
begin
IF ise_username = '*' then
ise_result := 0;
open resultSet for select DISTINCT ATTR_NAME, 'O' as "VAL" from ATTRIBUTES;
ELSE
select count(*) into c¢ from USERS where USERS.USERNAME = ise_username;
select USER_ID into userid from USERS where USERS.USERNAME = ise_username;
if ¢ > 0 then
ise_result := 0;
open resultSet for select ATTR_NAME, VALUE from ATTRIBUTES where USER_ID = userid;
ELSE
ise_result := 3;
open resultSet for select 0 from dual where 1=2;
END IF;
END IF;
return resultSet;
end;
END ;
4 FFHR G EIFetch R
ODBC List = OracleDB
ODBC Identity Source
General Connection | ] Attributes Groups
Stored procedure type | Returns recordset -
Plain text password authentication | ISEAUTH_R
Plain text password fetching | ISEFETCH_R
Check username or machine exists | ISELOOKUP_R
Fetch groups | ISEGROUPSH £33
Fetch attributes | ISEATTRESH

Search for MAC Address in format | sx——d-we-wm-ay ol

5 3REUE 1



Select Attributes from ODBC
Sample User or Machine | = | i | Retrieve Attributes |
[] MName Type Default Value Mame in ISE
[] SecurityLevel STRING ] SecurityLevel
0 (G
EREMHAEAE,

SR6. LR 5 01T/ RURRE
EARGIF , BB T AT L AR

(@  ABowadmin networ access & OracieD8 ExtemalGroups EQUALS Admins

@ SecwityLevel toa low & OracleD8 Securtylevel EQUALS §

(@  Amowusers natwork access & OraceDE ExternalGroups EQUALS Users

SecurityLevel = 5K PG IE4E

$ 7.5 O0racle ODBCHNE & KR35

* ParmitAccess

* DenyAccess

* ParmitAcoess

SMEEE>F 0 EE>50FFS |, &R FHIHRFODBCHRMEIFS :




|dentity Source Sequences List = All_User_ID_Stores
Identity Source Sequence

w» Identity Source Sequence

*Name | All_User_ID_Stores

Description | A built-in Identity Sequence to include all User Identity Stores

w Certificate Based Authentication

Select Certificate Authentication Profile |Pre|uaded_Certiﬁtate_P o

w Authentication Search List

A sef of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints - Internal Users -
Al_AD_Join_Points
Guest Users
CracleDB
=

+ Advanced Search List Settings
IT & selected identity store cannot be accessed for authentication

0 Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

(®) Treat as if the user was not found and proceed to the next store in the sequence

(Resa)
Rz,
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Time

Aug 08, 2017 04:31:32 545 FM
Aug 03, 2017 04:31:32.465 PM
Aug 08, 2017 04:31:32.450 FM
Aug 08, 2017 04:31:32.365 PM
Aug 08, 2017 04:31:32 359 FM

Aug 08, 2017 04:31:32.237 PM

WEFR N , B F AlicefySecurityLevel =5 ,

i3 ki

Status

omeoemeo

Details

o

e e P

Repeat

Igentity

badUser
admin

admin

bob

bob

al

ce

Endpoint ID

927

F1.E4D253

61:AD:77:0F -DF:CF
61:AD:77:0F-DF-CF
FC:F49T.F2:F5:4F
FC:F4:9TF2F5:4F

42.2TB

Endpoint P

FreeBSD-W...

e RIAAE 4R

BEFARR VPN FAERMEUARER.

AP AliceViFARE ( HTRERIEMKIEL ) -

Authenticat.

Default >= D,

Default >=D...
Default >> D...

Default >> D...

Default >> D.

Default >= D.

Authorizati

Default

Defaull == A
Default »» &
Default >> A
Default >> A

Default == S,

Authorizati

Permithccess
Parmitaccess
PermitAccess
PermitAccess

DenyAccess

IP Address

83.133.106.96

2418713420

Network Device

SWITCH

SWITCH

SWITCH

SWITCH
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